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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/iMyHbIX cepBucoB. becnpoBoHble TexHOMorMy Bce 6onblue HabuparoTt
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CETAMU C BbICOKMMU KPUTEPUAMMW K KAYeCTBY NpefoCcTaB/IeHNs YCyr.

WOP-2ac-LRS5 — ycTpoiicTBO, npeaHasHavyeHHoe Ans opraHmsauun BLUMJ cetn B MaccnBax YacTHOM
3actpoiikn. WOP-2ac-LR5 no3sonsieT o6ecnevnTb LUMPOKONONOCHbIV AOCTYN B VIHTEPHET K/IMEeHTaM Ha
paccTosHum 40 3 KM 1 npegoctasneHne cepsucos Triple Play. YCTpoiicTBO ABseTCs He3aMeHUMbIM
pelleHnem a1 opraHusaummn 6ecrnpoBOfHON CETU B pa3/IMYHbIX KIMMaTUYeCKMUX YCNI0BUSAX — B LUMPOKOM
Avana3oHe paboymx Temneparyp 1 BbICOKOM B/I&XHOCTU, C BO3MOXHOCTbIO MOAK/THOYEHUSA Pa3/INyHbIX TUMOB
CEKTOPHbIX aHTEHH.

B HacTosLEeM pyKOBOACTBE MO 3KCN/lyaTaunm U3noXeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapaKTepuCTUKN, KOHCTPYKTUBHOE MCMONHEHWe, NOPAA0K YCTaHOBKM, Npasu/ia KOHUIypupoBaHus,
MOHUTOPUHIa 1 CMeHbI NPOorpaMMHoro obecneveHms 6asosoli ctaHuun WOP-2ac-LR5.

1.2 YcnoBHble 0603HaUYeHus

MNpumeuaHns n npegynpexaeHus

© nNpumeuaHus cogepxar BaXHYI0 UHOPMaLUIO, COBETbI UM PEKOMEHAALMM MO
MCMO/Ib30BaHMUIO U HACTPOIiKe yCcTpolicTBa.

© nNpeaynpexpaeHnsa NHGOPMUPYIOT NOMbL30BATENA O CUTYaUUAX, KOTOPbIE MOTYT HAHECTU Bpey,
YCTPOIACTBY U/ YENOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe YyCTPOUCTBa UM NoTepe AAHHbIX.
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

BasoBas ctaHuus WOP-2ac-LR5 (ganee «ycTpoiicTBo») paspaboTaHa A58 NpeAoCcTaB/IeHUS LLIMPOKOMO/I0CHOTO
[locTyna B VIHTEpPHET KNMeHTaM Ha pacCcTosiHUM A0 3 KM 1 opraHm3auumn 6ecnpoBofHblix MocToB (WDS)
YctpoiictBo WOP-2ac-LRS o6ecneunBaet AOCTyN K COBPEMEHHbIM MHTEPaKTUBHbLIM cepBucam: HTepHeT, IPTV,
VolP.

Baszosas ctaHunss WOP-2ac-LRS — HoBeiilwee rmbkoe pelueHne, obecneyvsatoLee 60/bLUyH0 30HY MOKPbITUA
CETW 3a CYET MOLLHOCTM nepegartymka (0o 28 ABM) 1 UCMO/Ib30BaHNS CEKTOPHBIX aHTEHH. Barofaps BbICOKOW
NPOU3BOANTENIBHOCTM annapaTHoi NaTtgopMbl, BOSMOXHOCTAM MacLLTabupoBaHNs, UHTYUTUBHO NOHATHOMY
NHTEpdecy, MOXHO NIErKO N BbLICTPO pa3BopavmBaTb 6eCnpoBOAHYO IT-MHPACTPYKTYpPY.

TexHonorns PoE+ faeT BO3MOXHOCTb YCTaHOBKM 060pyA0BaHUA B NI0ObIX MecTax, He3aB1UCc1mo oT
pacnonoXeHUss ICTOYHMKA 3NEKTPONUTAHUSA, NO3BOJIAET 3KOHOMUTbL HA CTOMMOCTHY CU/I0BbIX Kabenei n genaet
NHCTaNNALMIO NPOCTON 1 He TpebytoLein 60bLINX 3aTpaT BpEMEHN.

2.2 XapakTepuCTUKM YCTPONCTBa
Numepabelicnbi:

+ 1 Combo-nopt 10/100/1000BASE-T (Ethernet) / 100/1000BASE-X (SFP);

+ 2 pazbema SMA (female) gnst noaknoYeHNs BHELIHWX aHTEeHH. BbiGop Moaenv 3aBucuT OT
MCNOMb30BaHMs TOYKM JOCTYNa: A1 6ecnpoBOAHbLIX MOCTOB NpeAnoYTUTe/IbHee BbiGupaThb
y3KOHanpaB/ieHHbIe aHTEHHbI, @ B peXxnme 6a30BOI CTaHLMK - CEKTOPHbIe aHTEeHHbI ¢ 6o/1ee LIMPOKOIA
AyarpammMoli HanpasneHHOCTY;

* Wi-Fi 5-6 I'Ty, IEEE 802.11a/n/ac.

MuTaHne ycTpolicTBa ocylectensietcs yepes PoE-utxektop (IEEE 802.3at-2009).
PyHKYyUUu:
Bo3moxHocT WLAN:

* nopaepxka ctaHaaptos IEEE 802.11a/n/ac;

* arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* noggepxka ckpoitoro SSID;

* 4 BUpTyasibHble TOYKMN OOCTYNa;

* nogaepxka MAC ACL;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* nogaepxka APSD;

* CrnekTpoaHanmsarop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

+ Polling;

* nopAepxka (pMKCMpoBaHHOWN LEHTPasIbHOM YacTOTbl

+ MeXceKTopHas cuHxpoHusaums (PTP)T.

CeteBble pyHKUUNN:

* aBTOMAaTMYECKOE COr/TacoBaHNe CKOPOCTK, IyN/IEKCHOMO PEXUMa 1 NePEKUEHNSI MEXAY PEXMMaMM
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

« mannuHr VLAN;

* DHCP-knueHT;

T Tonbko anss WOP-2ac-LR5 SYNC



PyKoBO/ACTBO Mo akcnyatauum WOP-2ac-LR5

* nogaepxka NTP;

* nogaepxka Syslog;

+ DHCP snooping;

* IGMP snooping (C BO3MOXHOCTbI0 OrpaHUYEHNA KOIMYeCTBa rpynn);
* (punerpauuns BPDU;

+ nopgaepxka Ping Watchdog.

®yHkuMn QoS:

* OrpaHu4yeHue NpPonyckHOn cnocobHocTn ans kaxagoro SSID;
* OrpaHu4YeHune CKopoCTy AN KveHTa Ha Kaxaom SSID;

* n3meHeHue napametpos WMM ans pagmonHtepdeinca;

* noggepxka npuoputusauumn no CoS, DSCP n VLAN ID.

Bbe3onacHoCTh:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA/WPA2 Enterprise);
* WwundpoBaHue gaHHbIx WPA/WPA2;
* 64/128/152-6utHoe WEP-LundpoBaHne AaHHbIX.

Ha pucyHke 1 npuBefeHa cxema npumeHeHnsa obopyposaHnsg WOP-2ac-LR5.

ABGOHEHTCKAA CTAHUMA AGOHEHTCKAA CTaHUMA AGOHEHTCKARA CTaHUMA
WB-2P-LR5 WB-1P-LR WB-2P-LR5

ABOHEHTCK UM
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PucyHok 1 — Cxema npumeHeHua WOP-2ac-LRS



2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOCTBA NpuBeAeHs! B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl Ethernet-uHtepdeiica

KonnuecTtBo noptos

DneKTpuyecknii pasbem

CkopocTb nepegaun, Méut/c

lMNoppepxka ctaH4apToOB

OcobeHHOCTM nopTa

MapameTpbl 6ecnpoBOAgHOro nHTepeiica
CraHpapTsl

YacToTHbI gnanasoH, My

Mogaynauus

CKopocTb Nepeaaum faHHbIX ', M6uT/c

MakcuMasibHas BbIXOJHAS MOLLHOCTb Nepeaarynka’

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHoCTb

YnpaBsneHue

YpaneHHoe ynpas/eHue

RJ-45/SFP

10/100/1000, aBTOONpPEAENEHNE

BASE-T/BASE-X

Combo-nopt

802.11a/n/ac

5170- 6160 MI'y,

BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11a: go 54 M6uT/c
802.11n: go 300 Méut/c
802.11ac: oo 867 Méut/c

5-6 I'"y: 24 nbm (ans yctpoiicts WOP-2ac-LR5)
28 nbm (gns yctpoiicte WOP-2ac-LR5
rev.B, WOP-2ac-LR5 SYNC)

5-6 I'Ty: 0o -94 nbm

64/128/152-6utHoe WEP-uindpoBaHve faHHbIX,
WPA/WPA2,ueHTpann3oBaHHan asTopu3aums
uepes RADIUS-cepeep (WPA/WPA2 Enterprise)

Web-uHtepdeiic, CLI, Telnet, SSH, SNMP
(moHuTOpUHT), NETCONF



OrpaHnyeHve goctyna

O6wue napameTpsbl

MNpoueccop

RAM

Flash-namsaTb

MutaHue

MoTpebnsiemast MOLWHOCTb

Pa6ounii gnanasoH Temnepartyp

OTHOCUTENbHAA BNaXHOCTb

CreneHb 3aWuTbl

Mabaputhbl

Macca

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

NokanbHasa ayTeHTMdUKaUuAa 1 ayTeHTUmkaums
yepes RADIUS-cepBep

Realtek RTL8197FS 1Ty,

128 Mb

32 MB SPI Flash

PoE+ (IEEE 802.3at-2009)

He 6onee 6,5 BT (ansa yctpoiicte WOP-2ac-LR5)
He 6onee 16 BT (ans yctpoiicte WOP-2ac-LR5
rev.B, WOP-2ac-LR5 SYNC)

oT -45 go +65°C

0o 95%

IP54

80x232,5x47 mm

0,33 kr (gns yctpoiicte WOP-2ac-LR5)

0,39 kr (ans ycTpoiicte WOP-2ac-LR5 rev.B,
WOP-2ac-LR5 SYNC)

T MakcumasbHas ckopocTb 6eCnpoBO/HON Nepeaayn AaHHbIX onpesesneHa cneumuthkaumsMin cTaH4apToB
IEEE 802.11n/ac. PeanbHas npornyckHasi cCnocobHOCTb ByAeT ApYyroi. YCnoBus, B KOTOPbIX paboTaeT CeTb,
thakTopbl OKpyXatoLLeli cpebl, BKoYas 06bem ceTeBoro Tpadvka, CTpomTeNbHblE MaTepuasibl 1
KOHCTPYKLMK, & TaKkKe CNyXe6Hble AaHHble CeTU MOTYT CHU3WUTb peaslibHYH MPOMYCKHYH CMOCOGHOCTb.
dakTopbl OKPYXaloLLEel cpefibl MOTyT Takke BAMATb Ha pagnyc AencTBus CceTu.

2 KonmyecTBo KaHa/10B 1 3HAYEHNE MaKCUMasibHOW BbIXO,D'HOVI MOLLHOCTH 6y,£l|eT N3MEeHATbCA B COOTBETCTBUUN C
npasuiamMmn pagnov4actoTHOro peryimposaHus B BalLel CTpaHe.



PyKoBO/ACTBO Mo akcnyatauum WOP-2ac-LR5

2.4 KOHCTPYKTUBHOE MCMOJSIHEHNE

Yctpoinicteo WOP-2ac-LR5 nmeet nnactmMkoBbIi KOPNyc B MPOMbILLIEHHOM UCNOMHEHUKW. Pasmep ycTpoiicTBa
80x232,5x47 mm. BHewHuin Bug yctponctea WOP-2ac-LR5 npuBefeH Ha pucyHke 2.

PucyHok 2 — BHeluHuid Bug yctpoiictea WOP-2ac-LR5

Mop, KPBILLKOW B HUXHE YacTu yCcTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet) /
100/1000BASE-X (SFP) anst noakntoueHusi K BHyTpeHHeli cetu n nutaHnto PoE, knemma 3a3emrneHust (B
ycTpoiictBax WOP-2ac-LR5 Bepcun H/W 1v5 u Bbiwwie; B ycTpoiictBax WOP-2ac-LR5 rev.B, WOP-2ac-LR5 SYNC)

1 KHOMKa copoca kK 3aBoAckum HacTpoiikam (F), prcyHok 3 .

—
- ----
Gxtr - = om B

PucyHok 3 — MNoptel WOP-2ac-LR5
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

2.5 CaetoBas nHgukauus

BHewHwuin Bug, naHenn nHgukaumm WOP-2ac-LRS npuegeH Ha pucyHke 4 .

[ ] it

EEREEE
Os.unll

PucyHok 4 — BHewHuii Bug, naHenn niamnkaumm WOP-2ac-LR5

TekyLee COCTOsIHME YCTPOCTBa OTOGpaXKaeTcs Npy NOMOLLM NHAMKATOPOB, PaCcno/IOKEHHbIX Ha nepeaHel
naHenu yctpoictea WOP-2ac-LRS. MNMepeyeHb MHAMKATOPOB M UX ONMcaHme nNpuBeaeHbl B Tabnvie 2.

Tabnmua 2 — OnucaHve NHANKAToOPOB

WHgukaTop CocTtosiHue uHgukatopa OnucaHue

Power - nHAMKATOp NUTaHUSt  3e/1eHblid, FOPUT NOCTOSIHHO ~ NUTaHKE NOAK/IYEHO, HOPMaslbHast paboTta
N cTatyca paboThbl

ycTpoiicTea . .
opaHXeBbli, roput YCTPOWCTBO He nony4vnno agpec no DHCP
0 NMOCTOSIHHO
KpaCHbI, rOpUT NOCTOSIHHO ~ 3arpy3ka ycTpoicTea
LAN - nHgukaTop nopra roput 3enexbim (10, 100 kaHan mexay Ethernet-untepdceiicom WOP-2ac-
Ethernet-untepcpeiica M6uT/C)/ OpaHXeBbIM LRS 1 nogkntoUYeHHbIM YCTPOICTBOM aKTBEH

(1000 M6uT/c)

muraet npouecc NakeTHOW nepeaaymn AaHHbIX Mexay
Ethernet-nuHTtepdeiicom WOP-2ac-LR5 u
NOAKMNOUYEHHbIM YCTPOACTBOM

11



WLAN - nHAuKaTOpbl YPOBHA  KPacHbIA, roput
mm  CvrHana (RSSI)

XXenTblid, ropuTt

3eM1eHbll, ropuT

I 3€/1EeHbIN, ropuT

HW OAVH UHAMKATOP He
roput

2.6 CO6pocC K 3aBOACKMM HacTpoiikam

CO6poc KoHGMrypaumm ycTporicTea NpomM3BOANTCS C NOMOLLbH KHOMKN «F». B 3arpy>x€HHOM COCTOSAHUN
yCTpOIiCTBa HAXMUTE 1 yaepXuBalite KHomky «F» (okono 10-15 cekyHa), KoTopasi HaXoAWUTCS HA HUXKHE

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

YpOBeHb curHana 6osnblue -94 nbm

ypoBeHb curHana 6osblue -80 abm

YPOBEHb curHana 6onblue -70 abm

YPOBEHb curHana 6osbLe -60 gbm

CUrHauia HeT

naHenu ycTpoicTBa, Moka nHamkaTop «Power» He 3amuraeT opaHXeBbIM LLBETOM.

[anee npousoiget aBTomarnyeckas nepesarpyska ycrpoctaa. Mpu 3aBOACKUX yCTaHOBKaX ByAeT 3anyLueH
DHCP-knneHT. Ecnn agpec He nony4deH no DHCP, To y ycTpoiictea 6yaet agpec — 192.168.1.10, macka
noacetn — 255.255.255.0; umsa nonb3oBartenis/naponb Anas gocrtyna yepes web-uHrepdpeiic: admin/password

2.7 KomnnekT nocTaBKu

B 6a30BbIii KOMNIEKT nocTaBkn ycTpoiictBa WOP-2ac-LRS BxoaaT:

+ basosas ctaHuusa WOP-2ac-LRS5;
+ KOMNAeKT Kkpenexa;
* Maty-kopg RJ-45, S5e karT., 1.5Mm;

+ PyKoBOACTBO N0 aKcnnyataumn Ha CD-gucke (onuuoHansHo);

+ CepTtudhmkar COOTBETCTBUS;
* MamATka o gokymeHTauuy,
* Macnopr.

12



PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

3 lNopaaok yctaHOBKM

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKW M NOPSAAOK BK/ItoYeHns ycTporictea WOP-2ac-LR5.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBA BO BPeEMS rpo3bl. ECTb pycK yaapa MoMHUEN.

3. Heobxogumo cobniogatb TpeboBaHMs No HaNPSHXEHMUIO, TOKY M YacToTe, yKasaHHble B AaHHOM
NHCTPYKUNN.

4. lMepep NOAK/IOYEHNEM K YCTPOMCTBY M3MepUTE bHbIX NPUOBOPOB 1 KOMMbIOTEPA, MX HEOBXOANMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLUMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

5. Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTY Kabenel 1 nx HagexHoM KpenaeHun K
pasbemam.

6. BO Bpems MOHTaxa YCTPOMCTBa Ha BbICOTHbIX KOHCTPYKLMAX CnefyeT BbINOMHATb YCTaHOB/IEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

7. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewrasibHyo NoAroToBKY.

8. MopaknoyaTb K YCTPONCTBY TO/ILKO rOAHOE K MPUMEHEHWNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHAaumu rno ycTaHOBKe

1. PekomeHayemoe ycTaHaB/IMBaeMOoe MOMOXEHNE: KpensieHne Ha TpybOoCToKy/cTonob.
Mepes yCTaHOBKOM 1 BKIHOYEHMEM YCTPOICTBA HEOBXOAMMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXAHNYECKNX NOBPEXAEHWA. B criyyae Hannuns NoBpexaeHnin cnegyert npekpatuTb
YyCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT N 06paTUTLCS K MOCTaBLLKKY.
3. YCTpOWNCTBO A0/MKHO ObITb YCTAHOB/IEHO Ha TPYOOCTOIKY/CTONG TakuM 06pa3om, 4To6bl Ethernet-nopt
6bI/1 HANpaB/eH BHU3.
4. Mpu pa3meLLeHnn YCTponCcTBa A5 obecneveHns 30Hbl NOKpbITMA cetn Wi-Fi ¢ Hannyuwmnmn
XapakTepucTMKamy yunTbiBanTe cnegyrowime npasuna:
a. YcTaHaBnuBawiTe yCTPOMCTBO TakMm 06pa3oMm, YTOObI B CEKTOP AENCTBMA aHTEHHbI Nonajanu Bce
abOHEeHTCKMe CTaHuMW, KOTopble 3anaHMpoBaHO NOAKNKUUTL K aHHON BC;
b. He yctaHaBnuBalite ycTpoiicTBO B6/M3M (NOpsiaKa 2 M) 3N1EKTPUYECKUX YCTPOWCTB U
paanoyCTpPOIACTB;
c. He pekomeHpgyeTcsa ncnonb3oBatb pagmorenedoHsl U Apyroe 060pyaoBaHue, paboTatolee Ha
yacToTe 5-6 I'Tu, B pagnyce aelictBus 6ecnposogHoi cetn Wi-Fi;
d. MNpenaTcTBUS B BUAE CTEKNSAHHbIX/METAIINYECKNX KOHCTPYKLMIA, KUPNNYHBLIX/OETOHHBIX CTEH, a
Takxe eMKOCTU C BOAOW M 3epKasia MOryT 3Ha4YMTesIbHO YMEHbLUNTL paanyc aericteus Wi-Fi cetu.
5. TMpwv pasmeLleHnn HeCKObKMX TOYEK AOCTyna Ha OAHON Tpy6OoCTolike peKOMEHAYETCS Pa3HOCUTb UX MO
BEPTMKaIN MUHUMYM Ha 2 MeTpa.

3.2.1 YacToTHble NON0oChl U KaHanNbl B gvanasoHe 51Ty n 6 'y ana Wi-Fi

Mepenaya gaHHbIX B gnanasoHe 5-6 My ncnonb3yerca ana ctaHaapTos IEEE 802.11a/n/ac. YcTpoiicTBo
WOP-2ac-LR5 noaaepxvnBaeT 4acTOTHblE KaHasbl B AnanasoHe 5-6 'y ¢ wupuHoii 5, 10, 20, 40 n 80 Mru.
[Nsi BbIUMCNEHUS LEHTpasbHOM YacToTbl kaHana Wi-Fi f, My, ucnonb3yertcs hopmyna:

f=5000+(5*N), rae N — Homep kaHana Wi-Fi.
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1.

2.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

PekomMeHgaLmmn no 06ecneyeHnto rpo3o3alimTbl

3a3zemsieHne Heo6x04MMO BbIMOMHATL U30/IMPOBAHHBIM MHOTOXW/IbHBIM NMPOBOAOM. YCTPOWCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepByl0 YNNYHYIO rPO303aLLnTy HE06X0AMMO yCTaHaBIMBaTb MakCuMasibHO 6/1M3K0 K 6a30BO CTaHLmMW,
coeanHASA UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ skpaHMpPOBaHHbLIMW KOHHEKTOpaMW.

BTopyto y/iMyHyto rpo3o3almTty Heobxoanmo ycTaHaBNnBaTb MakCMMasibHO 65113K0 K POE-kommyTaTopy
(POE-nHxeKTopy), coeanHsia nx KOPOTKAM ynuHbIM FTP-kabenem ¢ akpaH1poBaHHbIMU KOHHEKTOPaMW.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.
CeKTopHast aHTeHHa [o/hKHa 3a3eM/IATbCA Yepe3 MadTy /19 KPen/ieHNss aHTEeHHbI.

Heob6xoanMmo 3a3eMnunTb 6a3oByH0 cTaHUMIO (MogpobHee B NyHKTe MOHTaX YCTPOICTBRA).
PoE-kommyTaTop (POE-UHXeKTop) A0/MKEH GbITb NMOAK/OYEH B 3/1EKTPUYECKY0 po3eTky 220B ¢

3a3eM/IeHMEM IMB0 3a3eM/IEH Yepes Kopryc.

basosasa
cTaHuus

 30zemnenue uepes
maumy aHmenHb!

CeKTopHas
aHTEeHHa

-

CoedenumensHeiii kabens FTP
He 6onee 60 cm. + IKPAHUPOBAHHBI
KOHHEKMop

]
]
'
]
1
1
1 FTP kabens ynu4Hozo PoE
| ucnonmenun. fnuna do 100 m. Kommyrarop Ny RN
YnnuHaa T "~
L rpo3o3atuura
1
1
1
'
1
1
'
1

4 YnuaHan
Kowumyp sasemachun | ¢ s
[

Kormyp sasemaerus

/ (]
I —— I —— U
.
.
.

.’ 1 4 Konmyp sasemnenun

] .

e —
L}

1
[ ]
I
(]
]
4 1)
]
1
1
(]
1
1
!

A}
4 Kormyp sasemnenus

Cxema nofKNoueHnss 6a3oBoii CTaHLMK /18 06ecnedeHns rpo303aLlnThl
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PyKoBOACTBO Mo aKcnayaTaumy WOP-2ac-LR5

3.4 MoHTax yctpoiictBa WOP-2ac-LRS

1. MpuKpennTe KPOHLWWITENH K KOPMYCY YCTPOCTBA C MOMOLLbH0 BUHTOB, MAYLLMX B KOMM/IEKTE, KakK
MoKasaHo Ha PUCYHKE HIXeE.

2. YcTaHOBUTE yCTpoiicTBO Ethernet-nopTom BHM3 Ha TPY6OCTOIKY Kak NOKa3aHO Ha PUCYHKE HIKE U
3aKpenuTe ero XomyTamu, MayLimMmy B KOMMNJIeKTe ¢ ycTpoiicTBoM. CobntogaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 pekoMeHZauuy, NPMBEAEHHbIE B pazfenax «/IHCTPyKLMM Mo TEXHUKE 6e30MacHoCT» U
«PeKoMeHJaLmn Nno yCTaHOBKE» .
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PykoBoacTBO no akcnnyataumm WOP-2ac-LR5

3. CHUMUTE KpbILLKY, 3aKpbiBatoLLyto Ethernet-nopT Ha HMXHe naHenn ycTpoiicTea. BoinonHute
3a3eM/IEHNE YCTPOICTBA Yepes cneyuasibHyto knemmy (ana sepcum H/W: 1v5 u Bblwe), 3aTem
noakntounte Ethernet-kabenb k POE-nopty. MNpun NnocTpoeHun cety No ONTOBO/IOKHY YCTAHOBUTE TPaHCHBEP
N NpounsBeauTe NoLK/IUEHNE.

. - g
[ B N N N N |
- W

s - =

4. 3aKpoiiTe KpbILLKY HKHEN naHenu.

5. MoaknounTe aHTEHHY K YCTPOMCTBY C MOMOLLIbIO KabesibHbIX COOPOK.

6. OTperynmpyiTe NoMOXeHNe aHTEHHbI Tak, UTOObl aBOHEHTCKME YCTPOCTBA Nonafasiv B 30HY NOKPbITHS
YCTAHOB/IEHHOM aHTEHHbI.

7. NMopaxniounTe Ethernet-kabenb, naywmin ot WOP-2ac-LR5, k POE-NOpTy MHXeKTopa uin nopTy
kommyTatopa (IEEE 802.3at-2009).

8. Ecnu Bbl ucnonb3yete POE-MHXeKTOp, nogkntounTe ero K posetke 220 B ¢ NoOMOLLbIO CETEBOIO LLHYpa.
9. BbINosHWTE 60/1€€ TOYHYIO KOCTUPOBKY @HTEHHbI N0 CBETOBbLIM UHAMKATOPaM Ha Kopnyce yCTpOoncTBa.

[ © Bo nsbexaHue BbIX0Aa YCTPOICTBA U3 CTPOSA PEKOMEHAYETCA UCNO/b30BaTh rPo303aluTy! ’

3.4.1 VIHCTPYKUMS MO TepMeTu3aLum aHTEHHbIX Pa3beMoB

[ © repmeTnsaymio He06X0AUMO NPOBOAUTL C 0GENX CTOPOH KaGens. ’

1. Nepepa nogxoueHNEM Kabens K pasbemy TpebyeTcsl OCMOTPETb ONETKy Kabens Ha Hasmume
NOBPEXAEHWIA, @ TaKkke NPOBEPUTL HA/IMUME YNIOTHUTE/NBHOTO KO/bLia B raiike pasbema, pacnosioxeHue
nokasaHo Ha pucyHke 5 (a, 6).
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PykoBOZACTBO No akcnyatauyum WOP-2ac-LR5

PucyHok 5a PucyHok 56

2. MoaxnounTb Kabenb K pasbeMy ycTpolicTBa(aHTEHHbI) U 3aTSIHYTb raliky, Kak nokasaHo Ha pucyHke 6 (a,
0).

PucyHok 6a PucyHok 66

3. OTpe3aTtb pe3vHOBYH repMEeTU3NPYIOLLYHO NTIEHTY COOTBETCTBYIOLEN A/IMHbI: HA TepMETM3aLmio 0O4HOro
pasbema SMA(pucyHok 6a) Tpebyetcsa 0,15 M rugpounsonmpytoLLeli neHTbl, ansi pasbema N-type(pucyHok
66) TpebyeTcsi 0,3 M rMAaPOU30/IMPYIOLLEN NEHTbI, Kak NokasaHo Ha pucyHke 7 (a,6).

PUCyHOK 72 PucyHok 76

4. YnanuTb C pe3vHOBOIi NEeHTbI 3aLLMTHbIA C/I0M, Kak NoKa3aHo Ha PUCYHKe 8.
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PyKoBO/ACTBO Mo akcnyatauum WOP-2ac-LR5

5. O6MOTKY HauMHaTb CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNMB OT 0OXMMHO YacTh Ha 10-15 mm.
3admkcrpoBaTb KOHUMK IEHTLI Ha oneTke kabens nog yrnom 15..25 rpagycoB K ocu kabens, 1, crerka
pacTarveas /ieHTy, HayaTb obMaTbiBaTh Kabenb 1 pasbem, NpoABurasicb B CTOPOHY Kopnyca yCTponcTBa.
BuTkn yknagbiBatb Apyr Ha Apyra C Hax/1eCcToMm, CKIaZKkn Ha BUTKax He gonyckatotcs. O6mMoTka kabens
nokasaHa Ha pucyHke 9 (a, 6).

PucyHok 9a PucyHok 96

6. [JOCTUrHYB Koprnyca ycTpoiicTBa(aHTEHHbI) KpaeM SIEHTbI, TPEOYeTCs cieNiaTb 060POT BOKPYT pasbemMa,
MaKCMMasibHO NPUXMMast Kpaii TeHTbl K Koprnycy, Aanee NpoAo/KUTb HAMOTKY NIEHTbI Nog, APYTUM YI/IOM,
yaanssicb oT kopnyca. Mpu HamaTblBaHM He 3a6blBaeM PacTArMBaTh IEHTY W MI0THO NPUXUMATL ee K
paHee HamMOTaHHbIM BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKY YMEHbLUUTL U N/IOTHO NPUXKaTb Ero K BUTKaM,
pacnonoXeHHbIM Ha oneTke kabens, kak nokasaHo Ha pucyHke 10 (a, 6).

v

PucyHok 10a PucyHok 106

7. Otpe3atb MNBX neHTy (M30/1eHTY) COOTBETCTBYHOLLEN A/IMHBI: HA TepMETM3aLMIo OAHOTo pasbema SMA
Tpebyetca 0,28 M n3oneHTbl, 4nA pasbema N-type Tpebyetca 0,6 M n3oneHTbl. MI3oneHTa Tpebyetcs ans
3alMTbl PE3MHOBOW NTEHTLI OT Y/ILTPAdMONETOBLIX Ny4yeii. I3oneHTa nokasaHa Ha pucyHke 11.

PucyHok 11
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PyKoBO/ACTBO Mo akcnyatauum WOP-2ac-LR5

8. O6MOTKY HauMHaTh C ONJIeTKN Kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOrO BUTKA PE3UHOBOM JIEHTbI
Ha 5-10mM. 3adhmkecnpoBaTb KOHUYMK U30/1EHTLI HA ONnsieTke kabens nog yrnom 15..25 rpagycos K ocu
kabens, u, cnerka pactarvsas fIeHTy, HayaTb 06MaTbiBaTb Kabesb 1 pasbeM, NPOABUTasiCb B CTOPOHY
Kopnyca ycTpoicTea. BuTkn yknaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNaiku Ha BUTKaxX He
ponyckatotcs. O6MoTKa Kabensa nokasaHa Ha pucyHke 12.

PucyHok 12

9. [locTUrHyB KOprnyca Kpaem NeHTbl, TpebyeTcs cenatb 060p0T BOKPYr pasbema, MakCMMasibHO
NPWXUMas Kpaii U30/1eHTbI K KOPMyCy YCTPOCTBA, Aaniee NPOAOC/HKUTL HAMOTKY NIEHTbI NOA, APYTM YI/IOM,
yaansasch oT kopnyca. Mpu HamaTbiBaHUM N/IOTHO HakNaAblBAaeEM BUTKW NIEHTLI, HE AonycKas cknagok. Ha
nocneaHNX BUTKAX U30/1€HTbI PACTSHKKY YMEHbLLUTbL [0 HY/S U NMOCNEAHWIA BUTOK Y/IOXUTb 6e3
pacTsarMBaHus, Kak nokasaHo Ha pucyHke 13 (a, 6).

PucyHok 13a PucyHok 136

10. MpoBepnTb 3arepMeTU3NPOBaHHbI Pa3bem Ha OTCYTCTBME BUAVMBIX YUaCTKOB PE3NHOBOI NIEHTHI.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

3.5 MoHTax Komnnekta WOP-2ac-LR5 RFE

3.5.1 CocTtaB KomMnnekta

+ BasoBblii KOMnAekT ycTpoictea WOP-2ac-LR5;
+ AHTeHHa RFE B c60pke;

+ KpoHwuTeliH;

+ KomnnekT kpenexa;

+ Kabesnm koakcunasbHble, 2 LWT.

3.5.2 MoHTax Komnsiekta

1. MpuUKpennTe KPOHLLUTENH K KOpnycy YCTPOICTBA C MOMOLLbIO BUHTOB, UAYLLIMX B KOMMN/IEKTE, KaK
NoKasaHO Ha PUCYHKE HUXE.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

3. MNoaxnunTe KoakcmasbHble Kabenu K yCTpoCTBY M aHTEHHE.

&

]

4. YcTaHOBUTE NO/yYEHHYHO COOPKY Ha TPYOOCTONKY, Kak NokasaHOo Ha pUcyHKe Humxke. Heobxoamnmo, YTtoobl
KOMMNEKT AepXancs Ha TpyOOCTOliKe, HO B TO )e BpeMsl He Obl/1 NPUKPYYEH MOMHOCTbLIO: 3TO HY)XHO AN
JasibHeLLel CTUPOBKMN aHTEHHBI.

= ‘ A~

5. CHUMUTE KpbILLKY, 3aKpbiBatolLlyto Ethernet-nopT Ha HWXKHE NaHenu ycTpoicTea. BbinonHuTe
3a3eM/IeHMe yCTpoicTBa Yepes cneuuanbHyo knemmy (ans sepcun H/W: 1v5 1 Bbille), 3aTeM
noakntounte Ethernet-ka6enb k POE-nopTy. MNpn NOCTPOEHWN CETY NO ONTOBOJIOKHY YCTAHOBWTE TpaHCHBEpP
1 NPOM3BeanTE NOAK/MOUEHNE.
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6. 3aKpoinTe KPbILLKY HVDKHEN NaHesu.

7. OTperynvpyinTe nosioxxeHve Komrsiekra Tak, UTobbl abOHEHTCKME YCTPOCTBa nonagav B 30HY
MOKPbITUS YCTAHOB/IEHHOW aHTEHHbI.

8. MogkntounTte Ethernet-kabens, naywmin ot WOP-2ac-LR5, k POE-nopTy nHXeKkTopa uam nopty
kommyTatopa (IEEE 802.3at-2009).

9. Ecniv Bbl ucnonb3yete PoOE-UHXeKTop, NoAK/IouMTe ero K posetke 220 B ¢ NOMOLLbIO CETEBOIO LLUHYpa.
10. BbINonHUTe 60/1€€ TOYHYI0 FOCTUPOBKY aHTEHHbI MO CBETOBbLIM MHAMKATOPAM Ha Kopryce yCTPONCTBa.
11. MonHOCTBLIO 3adIUKCUPYIATE KOMIMEKT HA TPYOOCTONKE, 3aTSAHYB raiiku.

12. Mocne OKOHYaHMA HAaCTPOWKN YCTPONCTBA, 3aKPOMTEe MECTO MOLKNHOYEHNS KPLILLKOW U 3addnKcupyinte
ee Tpems ravikamu.

—

© Bo ns6exaHve BbIXoAa YyCTPOCTBA U3 CTPOSA PEKOMEHAYETCS UCNO/Ib30BaTh rP0303aluTy!
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4 YnpaBneHue ycTpoicTBOM vepes web-nHtepdoeinc

4.1 Hauyano pa6oThl

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoliTe web-6pay3ep (nMporpammy-npoCMOTPLLVK rMNepTeKCTOBbIX A4OKYMEHTOB), Hanpumep Firefox,

Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-agpec ycTpoiictea: 192.168.1.10, macka nogceTu: 255.255.255.0. Mo ymonuaHuio
YCTPOIACTBO MOXeT nonyuntb agpec no DHCP.

3aBopcKne ycTaHOBKMU: NIOTMH: admin, naponb: password.

Mpw ycnelwHomM o6HapyXeHnn yCTPOoCTBa B OKHe Bpay3epa 0TobpasnTcs cTpaHuua ¢ 3anpocoM MMeHN

nonb3oBartenda n napons.

WOP-2ac-LR5

+ BOHTH

3. BBeauTe NOrvH 1 Naposib B COOTBETCTBYOLNX CTPOKAX.

4. HaxkmuTe KHOMKy «BoliTn». B oOkHe Gpay3epa OTKPOETCS MEHIO KOHADUIYPUPOBaHUSI.

5. Mpn HEOBXOAMMOCTN MOXHO MEPEK/UNTL SA3blK 0TOOpaxeHus nHdopmauun. Ana WOP-2ac-LR5

[OCTynNHa pycckas u aHrnuniickas Bepcust web-nHtepdelica.

clTEX

MOHWTOPUHT ~ Radio VAP

Wi-Fi KnMeHTb!

WD

%)

CTATMCTHKA N0 TpaduKy
CKaHUpoBaHHe 3mmHpa
JKypHan coBbImuit
CeTeBan MHOPMaLMA

WHcpopMaLma o
pagHonHTepdelice

WH@opMaLma of ycTpoicTae >

@ 000 ‘fpednpusmue "3nmexc”

WOP-2ac-LR5

WDS  CeTeBble HACTPOMKN

Manenune

AnnapaTtHas BepCHa
3asoncron MAC-anpec
CepUAHbIA HoMep
Bepcua NO

Pesepetan sepcua N0
Bepcua sarpysqnka
CHCTEMHOE BPEMA

Bpema padoTk!

Cucrema

WOP-2ac-LRS
11
E0:D9E3.75:6E:60

WP2A000030

06.08.2020 08:00:27

0 oK, 00:17:12

Bepcus (10

@ TecTosblil pexum

(Bepcus WEB:
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

4.2 TIpMMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun

1. MprvmeHeHne KoHurypaumm

Mo HaXxXaTuo Ha KHOMKY NPoOUCXoaUT coxpaHeHue KoHurypauum Bo flash-namsaTb
yCTpoiicTBa U NPUMEHeHMe HOBbIX HacTpoek. Bce HACTPOIiKU BCTynakoT B cuny 6e3
nepesarpysku ycTpoiicTBa.

B web-nHtepdelice peanvsoBaHa BU3yasibHast MHAMKALNA TEKYLLLErO COCTOSHMUS NpoLecca NpYMeHeHus
HacTpoek, Tabnmua 3.

Tabnuua 3 — BusyasibHasa MHAMKaLMA TEKYLLEro COCTOSIHMS npoLecca NPUMEHEHNS HacTPoeK

BHelwHnit OonucaHue cocTostHUA
BUA

Mocne HaxaTusi Ha KHOMKY «[TPUMEHNUTb» MPOUCXOAUT NPOLIECC NPUMEHEHUS 1 3aM1cK HACTPOEK B

namsTb ycTpoictea. O6 3TOM MHAIOPMUPYET 3HAUOK Ha KHOMKe «MPUMEHUTbY.

O6 ycneLwwHoM COXpaHeHUn U NpYMEHEHUM HacTpoek MHOPMUPYET 3HAYOK Ha KHonke
«[pNMeHNTL».

2. OTMeHa U3MeHeHuM

© OtmeHa usMeHeHUli NPOU3BOANTCA TOJTLKO A0 HAXATUA Ha KHOMKY «MpuMeHUTbL>. Mpu HaxaTum
Ha KHOMKY «MpUMEeHUTb» N3MEHEHHbIE Ha CTPaHuLLe NapaMeTpbl 6yAyT OGHOB/EHbI HA TEKyLLMe
3HaYeHUs U coXxpaHeHbl B NaMsiTb YCTpoicTBa. Mocne HaxaTus Ha KHONKY «MpUMeHUTb»
BO3BparT K NpeAbIAYLMM HACTPOiiKaMm GyeT HEBO3MOXXEH.

KHOoMKa OTMeHbI U3MEHEHNIA NMEET BnAa:.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

4.3 TecCTOoBbI PEXUM
Ha ycTpolicTBe peasin3oBaH TeCTOBbI PeXuM A1 NPO6HOro NpUMeHeHUss KOHGUrypauum.

UTo6bI ero akTMBMpOBaTh, HAXXMUTE KHOMKY «TeCTOBbIN pexuM» Ha BEpXHel naHenn web-uHrepdeiica.

ELTEX  WOP-2ac-LR5 P

MOHWUTOPWHT Radio VAP WDS CeTeBble HACTPOIKM cucTema ru~  (Bbixog)

Bpemsi pa6oTbl TecToBoro pexuma - 300 cekyHg, (5 MUHYT). B TeueHMe 3Toro BpEMEHM MOXHO NepemelLaTbest
Mo BKNaakam web-koHdurypaTopa 1 Npov3BOANTL Kakne-mbo N3MeHEHNs, MPUMEHSIA UX HA Kax0ii CTpaHuLe
C MOMOLLbI0 KHOMKY «[TPUMEHUTB».

3anyuieH TECTOBbIA pexum. Mpasku ByayT oTMEHeHb! Yepes 293 cek. BbIATH M3 TECTOBOTO PEXUMA ~
: [ ¢
c WOP-2ac-LR5
MOHWUTOPUHT Radio VAP WDS CEeTEBbIE HACTPOIKA CucTeMa - (BbIXOA)

Mocne npoBepkn HEOGXOAMMO KOH(IMIypaLyn HaXXMIUTE KHOMKY «BbIATK U3 TECTOBOIO pexumar» U BbibepuTte
HY)XHOE AeicTBue:

+ «COXpaHUTb U BbIATW» - NPY HaXKaTUW NMPOU30IAAET BbIXOZ, 3 TECTOBOMO PEXMMA U COXPaHEHVE B
3HEeproHe3aBUCKMYIO NMaMsATb BCEX U3MEHEHWIA B KOHQIMIypaLym, KoTopble Gbinv caenaHbl U NPUMEHEHBI
B 3TOM pexume. OTMEHWUTb M3MEHEHUS], BbINO/IHEHHbIE B TECTOBOM peXuME, ByAeT HEBO3MOXHO.

+ «OTMEHUTb U BbIATW» - MPU HaXXaTuK NPOU30IAAET BbIXO[, U3 TECTOBOMO PEXMMA U OTMEHA BCEX
N3MEHEHMWIA, BbINOSTHEHHbIX B 3TOM pexumMe. byieT BocCTaHOBMEHa KOHhUrypaums, AeiicTBytoLas Ha
YCTPOIACTBE [0 aKTUBaLM TECTOBOMO pexvma.

3anyLueH TecToBbIi pexvM. Mpasku GyayT oTMeHEHb Yepes 253 cek. BbIiTH 13 TECTOBOIO PEXUMA ~
~ LTex OP 2 LR5 ¢ CoxpaHnTb W BbIiATH
| VV - - -
- ac OTMEHMTL U BbIATH
MOHUTOPUHT Radio VAP WDS CeTeBble HACTPOMKKM cuctema ru -~ (BbIXOA)

Ecnu B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAEeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPON30AET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTOPbIE ObISIN CAeNaHbl B JAHHOM pPeXnME.
Mo NCTeYEeHMIO YKa3aHHOro BpeMeHW KOHMrypaumsi BOCCTaHOBUTCS, AaXKe eC/in B pesy/ibTaTe cAenaHHbIX
N3MeHeHunI 6biN NOTEPSAH AOCTYN A0 YCTPOoNCTBa.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

4.4 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HKe npeacTaBeHbl 31eMeHTbI HaBuraumm web- nHTepdeiica.

:_: LT e x WOP-ZaC-LRs @ TeCTOBLIA pEXUM

MOHWTOPUHHT Radio VAP WDS CeTeBble HaCTPOWKX Cucrema n - (BbIXOM)

Wi-Fi KNWeHTw! MN3genue WOP-2ac-LRS
. AnnapaTHas BEpCHA 13
WDS
3asoackoil MAC-agpec E0:D9:E3:75:6D:E0

CTaTUCTHKA N0 TPAUKY
CepHAHLIA HOMED WP2A000026

oy a3 D
CraHWpoBaHue 3upa Bepcua MO

Hypran coObITHI Pe3epeHan sepcua Mo
= Bepcua sarpysquka
CeTeBan MHpopMaLMs P Py

CHCTEMHOE BpemA 17.08.2020 06:52:21
MHpopMaLua o
paguonHTEpelice BpeMﬂ paﬁOTbl 2 OH, 21:42:39

WHdpopmauma of ycTpoicTee »

@ 000 "Mpednpuamue "3nmexc" Bepcum M0: (Bepcur WEB: ]

OKHO No/b30BaTeNIbCKOTO HTepdielica pasfaesieHo Ha NsATb 06/1acTeld:

1. KHorka «TecToBbIli pexvuM» — A5 3arycka pexvmMa B KOTOPOM BO3MOXHO NPOBHOE NpUMeHeHns
KOHUrypaumu.

2. Bknagkv MeHio — ANns rpynnupoBkM NOAMEHIO Mo kateropusim: MoHutopuHr, Radio, VAP, WDS, CeTteBble
HacTpoiiku, Cucrtema.

3. Bbl6op A3blka UHTEpElica 1 kHonka (BbIxo4), NpefiHazHaueHHas [An1a 3aBepLleHusi ceaHca paboThbl B

web-nHTepdelice nog aHHbIM NoNb30BaTENEM.

Bknagkv nogmeHo — 4N ynpasneHns NosiemMm HacTpoek.

Mone HacTpoekK ycTpoincTBa — 419 NPOCMOTpPA AaHHbIX U KOHGIUrypauuu.

NHpopmaumoHHoe none, otobpaxatoLee sepcuto MO, ycTaHOBNEHHYIO Ha YCTPONCTBE.

oA
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4.5 MeH «MOHUTOPUHT»

B MeHI0 «MOHUTOPUHI» 0TOBpaXaeTcs TEKYLLEEe COCTOSIHUE CUCTEMBI.

4.5.1 NMopgmeHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnneHTbI» BbIBOAUTCA MHAIOPMAaLMSi O COCTOAHUM NoaKtoYeHHbIX Wi-Fi KnneHToB,
cTatucTuka no Tpadinky, a Takke AOCTYNHO TECTMPOBaHME CKOPOCTU INHKA.

MoHMTOpUHT  Radio VAP DS  CeTeBbie HACTPOAKM  CucTeMa

VIHOPMALLA 06 YCTpOfiCTEE

(L TEX  WOP-2ac-LR5 ——

Wi-Fi KnHeHTSI Link CkopocTe  GKopocTs
Wiz Link Link Quality ~ RSSL SNR, YaanewHbii  YAaneHHbiit nepenaws, npuema, BW, Bepcua Bpewmsn
wos # Ne xocta IP-agpec  MAC-adpec Wnrepdedic Capacity Quality ~Common aBwm a6 RSSI aBm SNR, 4B TxRate RxRate Méuric M6ac MMy Mo paGotbl  [leiicTeme

M 1 80.41 wian1- y Lap33 £ 50T " .
Cramnoriia o Tpaduy v 1 WB2p 10248041 e0:d9.e37cdded wianiva0  70(mot 100 (not 68 45/ 441 3233 & 504 VHT VHT 0 0 80 26021 000106 OTKNOWTE
LRS changed) changed) 42 47 NSS2-  NSS2-
MCSe  MCSS
780 468

CraHypoBarite apupa

XKypHan coBbITuii
TecTUpoBaHme CKOpOCTH v
CeTeBan MHPOPMALMA
Hanpasnetne Downlink Uplink ® Downlink+Uplink
VrcropmaLua o
paanouHTepdeiice anycTuTs

Downlink HeT faHHsix

Uplink HeT aanHsix

Onsi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A5 oTo6paxeHus. [Ans
3TOr0 HAXMUTE Ha. Mpu HaXaTUK Ha KHOMKY «[o ymMonuaHuio», 6yayT 0TOGPaXEHbI NapaMeTpbl Mo
YMO/TYaHWIO.

Ne — HOMep NOAK/THOYEHHOIO YCTPONCTBA B CMUCKE;

Vimsi xocma — ceTeBOe MMs YyCTPOICTBa;

IP-adpec — |P-agpec NoAKIYEHHOTO YCTPOICTBA;

MAC-adpec — MAC-agpec Nnoak/Ito4eHHOro YyCTPONCTBA;

MHmepabelic — niTepdeiic Bzanmogelicteusa WOP-2ac-LR5 ¢ noaxnto4YeHHbIM YCTPOMCTBOM;

Link Capacity — napamMeTp, KOTOpbIin 0To6paxKaeT 3pPEKTMBHOCTb MCMNONb30BaHMS TOUKONM AOoCTyna
MoAynsauMn Ha nepegady. PaccumTbiBaeTcs UCX0AS U3 KONMYECTBA NaKeTOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 K/TMEHTA, U NOHUXKAOLLMX KO3hhMLUMEHTOB. MakcumasibHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 418 MakCMMa/lbHOTO Tuna nss,
noazepXX1MBaemoro KfmeHToM). MuHuManbHoe 3HaueHune — 2% (B ciyyae, Koraa nakeTbl nepeaaroTcst Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHWe napameTpa paccUnTbIBAETCS
3a nocnegHue 10 cekyHa,

Link Quality — napameTp, KOTOpbIn 0OTOBpaXKkaeT COCTOSAHWNE JIMHKA [0 K/IMEeHTa, pacCUMTaHHbIN Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB NakeToB, OTNPaBEeHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (BCe nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOIA NOMNbITKA), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfIMH NakeT A0 KMeHTa He 6blN YCNeLIHO OTrnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHa,.

Link Quality Common — napameTp, KOTOpbIin 0TOOpaXkaeT COCTOSIHNE JIMHKA [0 KIMEeHTa, PaCCUUTaHHbIN
Ha OCHOBaHWM KONNYeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HaYeHve
— 100% (Bce nepefaHHble NakeTbl OTNPABUINCH C NEPBOV NONbITKM), MUHUMa/IbHOE 3HaueHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN YCNeLIHOo oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMS NOAKOUYEHUS KITMeHTa.

RSSI — ypoBeHb NnpuH1Maemoro curHana, obwm;

SNR — oTHoLleHune curHan/wym, ab;

YoaneHHbil RSSI — ypoBeHb NPMHMMAEMOro CUrHana, Nosly4YeHHbIi ¢ aBOHEHTCKOW cTaHumu, ABMm;
YoasieHHbIl SNR — OTHOLLEHME CUrHaU1/LwyMm, NolyyeHHoe ¢ abOHEeHTCKON cTaHuuu, Ab;

TxRate — kaHasIbHasA CKOPOCTb nepepayun, MéuT/c;
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* RxRate — kaHa/lbHasa CKOpPOCTb Npuema, MéuT/c;

+ CKkopocmb repedayu — CPefHASA CKOPOCTb nepefayn AaHHbIx 3a nocregHue 10 cekyHg, MouT/c;

+ CKopocmb rpuemMa — CpefHAsi CKOPOCTb NpuemMa AaHHbIx 3a nocnegHue 10 cekyHag, MouT/c;

* BW - nonoca nponyckaHus pagnokaHana, My,

* Bepcusi MO — Bepcusi NporpaMmMHOro obecneyeHnsi aboHeHTckol ctaHumn WB-2P-LR5; Ha AC gomkHa
6bITb Bepcus MO He Huxe 2.4.1;

* Bpemsi pabomsi — BpeMs coeguHeHuns ¢ Wi-Fi knveHTowm;

+ Jelicmsue — npn Haxatumn kHonkn «OTkNUnMTb» Wi-Fi coeguHeHne ¢ aboHEHTCKON cTaHuuen byaet
pa3opsaHo. AC nepenogkoumnTcs.

© 3HaueHus YoaseHHbIii RSSI u YoaneHHbIli SNR He 06HOBNAIOTCA B peasibHOM BpeMeHu. [1ns

s

3anpoca TeKyLMX 3Ha4eHnin HeobXoAMMO HaxaTb KHOMKY ', nocrie yero B TedyeHun 10 cekyHz,
NHopmMaLmsa B NonsAx 6yaeT 06HOB/MATLCS.

Mopgpasaen «TecTupoBaHne CKOPOCTU» NpefHa3HavYeH 415 TECTUPOBAaHNSA CKOPOCTM SIMHKA B HanpaBneHnn oT
6a30B0Oli CTaHUUKN A0 aBOHEHTCKOW CTaHLMM U 06PaTHO:

+ Downlink — TecT ckopocTu 6yZeT BbINO/IHEH B HaNpaB/ieHnn oT 6a30BOI CTaHUUN 40 aGOHEHTCKO;
* Uplink — TecT ckopocTy ByAeT BbINOSIHEH B HanpaB/feHUn OT abOHEHTCKOW CTaHLUMK 40 6a30BOW;
+ Downlink+Uplink — TecT ckopocTu 6yaeT BbINOIHEH NOOYEPEAHO B KXY CTOPOHY.

TecT BbinonHsaeTca Tpadukom TCP u gnntca 10 cekyHn, AN O4HOro HanpasieHns. B ogMH MOMEHT BpeMeHU
TECT MOXET ObITb 3anyLLEeH TONIbKO A0 OAHOM a6oHEHTCKOM cTaHuun. Ha AC gomkHa 6biTb Bepeust MO He Huxe
2.4.4.

[nsa 3anycka He06xoAMMO BblOpaTb Hanpas/ieHne TecTa U HaxaTb KHOMKY "3anyctuTb". 0 3aBepLueHnto Tecta
pesynsrar yaeT oTob6paxeH B COOTBETCTBYHOLLEM MOJIE.

Mo ymonuaHuio ana Tecta ucnosnbsyerca VLAN 7 v nogcetsb 192.0.4.0/24. Ecnun B CETU YXKe UCMNOSb3YTCA
Takas nogcetb 1 VLAN, TO He06X0AMMO U3MEHUTbL HACTPOIKK [A/1A TecTa TakuMm 06pa3oM, UTOObl OHU He
nepecekasincb C A4eiCTBYOLWMMN CETAMMW. ITO BO3MOXHO caenatb yepes CLI. Bonee nogpo6Ho npouecc
onucaH B pasgene «TecT CKOpoCTn»

Mopapasaen «PacluMpeHHasi cTaTUCTMKa No Tpadgviky» COAEPXUT MHPOPMALIVIO O KOJIMUECTBE NepeaHHoro 1
NPUHSATOrO Tpaduka, owmnbKax U NOBTOpax Nnepeaayu, TEKYLLY CKOPOCTb U CTAaTUCTUKY NakeToB Mo
MOAYNALUAM.
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PaclumpeHHas cTaTMcTMka no Tpacpuky
MNepepnano / npuHATO Beero, BaiiT 238 659 293 / 270 681 387 MNepegato ¢ ownbKamu, NakeTos 1
nB]JE,[lﬁHD / NPWHATO BCETO, NakeToB 168 211/ 235 727 V—!DETUpr nepefaqu 3a HGCHE,D'HWﬁ nepuog, 3163
MepenaHo / NPUHATO JaHHbIX, BaiT 234 284 890 / 264 551 175 i
O6Liee Y1ue0 NOBTOPOB Nepesayu 13 147
MNepegaqo / MPUMHATO AaHHbIX, NakeTos 168 177 / 235 639 naketos
CkopocTb nepeaasv / npuema, Kut/c 28575/30 328

Mogynsauu1a MepeaaHo NakeToB TMpUHATO NaKeToB

OFDM6 142 0% 110 0%

NSS1-MCS0 "] 0% 152 0%

NSS1-MCS1 0 0% 235 0%

NSS1-MCS2 0 0% 140 0%

NSS1-MCS3 V] 0% 33 0%

NSS1-MCs4 0 0% 14217 6%

NSS1-MCS6 158082 94% 11492 5%

NSS1-MCS7 6542 4% 273 0%

NSS1-MCS8 10 0% 0 0%

NSS2-MCS0 0 0% 13 0%

NSS2-MCS1 0 0% 15851 7%

NSS2-MCS2 0 0% 5024 2%

NSS2-MCS3 3385 2% 184650 78%

NSS2-MCs4 50 0% 3536 2%

lMepedaHo/npuHsimo B8cez2o, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX HA NOAK/IHYEHHOE YCTPONCTBO
6auT;

[NepedaHo/npuHAMo BCe20, Nakemos — KONNYeCTBO nepefaHHbIX/NPUHATLIX Ha NOAK/II0YEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHsaImMo 0aHHbIX, 6alim — KONNYeCTBO NepeaaHHbIX/MPUHATLIX HA NOAK/IUYEHHOE
YCTPOWCTBO 6aiiT AaHHbIX;

lMepedaHo/npuHsAmMo O0aHHbIX, Nakemos — KONNYeCTBO nepefaHHbIX/MPUHATLIX Ha NOAK/IIOYEHHOe
YCTPOWCTBO NAKETOB [aHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONIMYeCTBO NakeToB, NepefaHHbIX C OLLIMOKaMu Ha NoAK/IIYeHHOe
YCTPOWCTBO;

Mosmopbi nepedayu 3a rnocseoHuUl nepuod, nakemos — KOIMYeCcTBO NOBTOPOB Nnepegayn Ha
NOAK/TOYEHHOE YCTPONCTBO 3a nocnegHune 10 cekyHp;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KONNYeCcTBO NOBTOPOB Nepefayn Ha NoAKItYeHHoe
YCTPOWCTBO 3a BCE BPEMS MOAKNHOHEHUS,

Ckopocmb nepedadqu/npuema, Kbum/c — cpefHasa CKOpOCTb nepegaymn faHHblx 3a nocnegHue 10
CEKYHA,
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4.5.2 NMopgmeHo «WDS»

B nogmeHto «WDS» BbIBOAUTCA MHpOpMALMA O COCTOAHUM NoAkoyveHHbIX no WDS Touek goctyna WOP-2ac-

LRS.

Hmna Link Link Link Quality RSSI, SNR, YaaneHHbid YpanexHbI# TXBW, RXBW, Bpemsa
2 xOCTa IP-agpec MAC-agpec WnTepdpeiic  Capacity Quality Common AEm AE RSSI, gbm SNR, gb TxRate RxRate Mry Mry paborel
WOP- 192.168.50.51 e0:d9:e3:91:f4f0 wianl 39 50 57 43/ 39748 -26/-32 (2] 59/51 VHT NSS2- VHT NSS2- 80 80 00:02:04
2ac-LR5 -32 MCS4 351 MCS9 780
Mepepaxo / npuHATo Beero, Gant 43972 053 /30 385 Mepepgaxo ¢ ownbkamn, NnakeTos 21
Mepegaxo / NPUHATO BCETO, NaKeToB 33661/126 MoeTopel Nepegaun 3a NOCNeAHWA NEPHO, NaKeToB 1509
MepegaHo / NPUHATO daHHbIX, GadT 42 895 061/ 24 608 Ofwee YiCno NOBTOPOE NEpeaaqM, NakeTos 14271
Mepegano / NPUHATO SaHHLIX, NakeTos 336367102 CropocTe nepegauv / npuema, Kéut/c 2394/1

Moaynayua Nepegavo nakeTos MpUHATO NaKkeToB
Dsss2 329 1% 0 0%
OFDM& 26 0% 23 18%
OFDMS54 326 1% 0 0%
NSS1-MCs2 460 1% 0 0%
NSS1-MCS4 631 2% 1 1%
NSS1-MCS5 535 2% 4 3%
NSS1-MCS6 1393 4% 6 506
NSS1-MCS7 1977 6% 4 3%
NSS1-MCSg8 313 1% 4 3%
NSS1-MCS9 2842 8% 3 2%
NSS2-MCS2 230 1% 0 0%
NSS2-MCS3 10259 30% 3 2%
NSS2-MCS4 12004 38% 6 506
NSS52-MCS5 1436 4% 3 2%
NSS2-MCS6 o 0% 2 206
NSS2-MCS7 o 0% 15 12%
NSS2-MCS8 o 0% 32 26%
NSS52-MCS9 o 0% 19 15%

© 19 yno6cTBA MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTL BbIGpaTH NapaMeTphbl 415 0To6paxeHus. Ans

3TOro HaXxXmuTe Ha. Mpy HaxaTnm Ha KHOMKy «[10 ymMmonyaHuto», 6yayT oTobpaxeHbl NnapaMeTpbl NO
YMO/HaHWI0.

Ne — HOMep NOAK/TOYEHHOIO YCTPONCTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS YCTPONCTBa;

IP-adpec — |P-agpec NoAKIYEHHOTO YCTPOICTBA;

MAC-adpec — MAC-agpec noak/to4eHHOro yCTPONCTBa;

Vumepgpelic — nHtepdpeiic Bzanmogenctana WOP-2ac-LRS ¢ nogknto4eHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOpbIi 0TO6paxaeT aPeKTUBHOCTb NCMONb30BaHNS TOUKON AOCTyna
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXaoi
MOAYNALMKN [0 K/TMEHTA, U NOHUXKAOLLMX KO3hhMLUMEHTOB. MakcumasibHoe 3HaueHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefatoTcs A0 KMEHTa Ha MakCUMasibHOM MOAYNSALMN 018 MakCMMa/ibHOTO Tuna nss,
noALepPXX1MBAeMoro KMeHToM). MUHUManbHoe 3HaueHue — 2% (B clyyae, Korga nakeTbl nepegaroTcs Ha
moaynaumm nssTmes0 gns knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHWe napameTpa paccUnTbIBAETCS
3a nocnepgHue 10 c;

Link Quality — napameTp, KOTOpbIi OTOGpaXKaeT COCTOAHME NINHKA [0 K/IMEHTA, pacCUUTaHHbIA Ha
OCHOBaHMWN KO/IMYeCTBa PETPAHCMUTOB MakKeToB, OTMNPaBEHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUANCH C MEPBOIA NOMNbITKA), MUHUMasIbHOE 3HaueHne — 0% (Hu
OfMH NakeT A0 KNMEHTA He 6blN YCNeLIHO OTnpaB/ieH). 3Ha4YeHWe NapaMeTpa paccynTbiBaeTcs 3a
nocnegHue 10 c;

Link Quality Common — napameTp, KOTOpbIil 0TOBpaXkaeT COCTOsIHNE JIMHKA [0 KIMEeHTa, PaCCUUTaHHbIN
Ha OCHOBaHWM KONNYeCcTBa PETPAHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUNCL C NEPBOV NONbITKM), MUHUMa/IbHOE 3HaueHne — 0% (Hu
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OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs NOAK/IOYEHUS KNNEHT],

RSSI - ypoBeHb NpMHNUMAEMOro curHana, gbm;

SNR - oTHOLeHwue curHaul/wym, ab;

YoaseHHbIl RSSI - ypoBEHb NPUHUMAEMOrO CUrHaUa, NOSTYYEHHbIN CO BCTPEYHON cTaHuuu, Abm;
Y0asieHHbIl SNR - OTHOLLEHME CUTHaUT/LLYM, MONyYEHHOE CO BCTPEUHON cTaHumu, ab;

TxRate — kaHasIbHasA CKOPOCTb nepepayuun, MéuT/c;

RxRate — kaHasibHasi CKOPOCTb Npuema, MouT/c;

Tx BW — nonoca nponyckaHua Ha nepegadye, MIy;

Rx BW — nonoca nponyckaHus Ha npueme, MIu;

Bpemsi pabombi — BpeMsi COeANHEHNS.

lNepedaHo/npuHsIMo Bce20, 6alim — KOMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe YCTPOCTBO
oaiT;

lNepedaHo/npuHAMo Bce20, nakemos — KONIMYEeCTBO nepesaHHbIX/MPUHATLIX Ha NOAK/TI0YEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHamMo 0aHHbIX, 6alim — KONNYeCcTBO NnepefaHHbIX/MPUHATBLIX Ha NMOAK/THYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAKIHOYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOMIMYeCTBO NakKeToB, NepefaHHbIX C OLWMOKaMu Ha NMOAK/THYEHHOoe
YCTPOWCTB;

lMosmopb! nepedayu 3a rnocsieoHul nepuood, nakemos — KONNYeCTBO NMOBTOPOB nepefayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

Obuwee yuc/10 MOBMOPOB Nnepedayu, nakemos — KONIMYECTBO NMOBTOPOB Nnepefayvn Ha NoAK/IYeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HaCTOALL NI
MOMEHT BPEMEHW.

3HauyeHusi YoaneHHbIl RSSI u YoaneHHbIlU SNR He 06HOBNSIOTCA B pea/ibHOM BpeMeHW. [11a 3anpoca

~s

TEKyLMX 3HAYEHNI HEOBXOAUMO HaxaTb KHOMKY ™, mocne yero B TedeHmmn 10 cekyHa nHdopmauus
O6ynetr 06HOBNATLCS.
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4.5.3 TogMeHto «CTaTucTmKa no Tpadouky»

B pasgene «CTtaTuctuka no tpadimky» oToGpakatoTcs rpadimky CKopocTu npuema/nepegaqv Tpadmka 3a
nocnefHvie 3 MUHyTbI, @ TaKke MH(hOPMaLMsi O KOJIMYECTBE NepefaHHOro/noslyYeHHoro Tpaduka ¢ MOMeHTa
BK/THOYEHMSI TOYKU AOCTYyna.

Mormropn VDS Ceressie nactpoii  Crcrewa

WLAN T(Rx mbps

o L R B R AR B R e AR R s LR e ne B R R RS AR R B
16:19:37 61957 162017 162037 162057 1621:47 162137 182157 162247 162297 ts 16:4937 161957 162047 162037 182057 162147 82137 162157 82217 162297 ts

= TEX WOP-2ac-LR5 o —

Mpadmk LAN Tx/Rx noka3sbiBaeT CKOpOCTb Nprvema/nepegayun tpaduka yepes Ethernet nitepdelic Toukm
[flocTyna 3a nocregHue 3 MuHyTbl. Mpadvik aBToMaTnyeckn 06HOBASETCH Kaxkable 2 CEKYHAbI.

Mpadpmk WLAN Tx/Rx nokasbiBaeT CKOpoCTb Nprema/nepegayn tpadvka yepes Radio nHtepdeiic Touku
[focTyna 3a nocnegHue 3 MuHyTbl. Mpadvik aBToMaTnyeckn 06HOBASETCS Kaxkable 2 CEKYHAbI.

OnucaHue Tabnuupl «lepedaHo»:

* MlHmepcpelic — nma nHTeppelica;

* Bcea2o nakemos — KONNM4ecTBO YCMNeLHO OTNpaB/eHHbIX NMaKeToB;

* Bcezao 6alim — KoNnM4ecTBO YCNeLHO OTMNPaB/EHHbIX 6alT,;

* Om6powWeHo rnakemos — KO/IM4eCcTBO NakeToB, OTOPOLLEHHBIX NPY OTNPaBKe;
* OWUubKU — KONIMYEeCTBO OLUMOOK.

MNepegaHo v
WnTepcheiic Bcero naketos Bcero Gant OT6poWeHo NaKeToB OwnGKn
LAN 3014464 2520639817 0 0
WLAN 307487 181020819 652582 0
br0.779 414460 185324955 0 0
wlanl-va0 9769 2368766 652353 0
wlanl-val 0 0 0 0
wlanl-va2 0 0 0 0
wlanl-va3 0 0 0 0
wlan1-wds0 297067 169073575 i 0
wlanl-wdsl 0 0 0 0
wlanl-wds2 0 ] 0 0
wlanl-wds3 0 ] 0 0
wlanl-wds4 0 0 0 0
wlanl-wdss 0 0 0 0
wlanl-wds6 0 0 0 0
wlan1-wds7 0 0 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdelica;
* Bcez2o nakemos — KONNYeCTBO YCMNeLHO NPUHATBLIX NakeToB;
* Bcezo 6alim — KOnim4ecTBO YCneLHo NPUHATLIX 6aiT;
* Om6powWeHO nakemos — KOJIM4ecTBO NakeToB, OTOPOLLEHHBIX NPY NOSTyYEHUY;
* OWUbKU — KONNYEeCTBO OLLNOOK.

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

MpuHATO v
WnTepdheiic BCero naketos
LAN 999982
WLAN 1000774
bro.779 1442796
wlanl-va0 3632
wlanl-val 0 %
wlanl-va2 0
wlanl-va3 0
wlan1-wds0 991804
wlan1-wds1 0
wlan1-wds2 0
wlan1-wds3 0
wilanl-wds4 0
wlanl-wds5 0
wlanl-wds6 0
wlanl-wds7 0

Bcero GailT

887556348

185551630

1581410426

969676

0

0

0

152094740

OTGpOLLIEHD NAKETOB

5758

58644

44

0

OWnGK1

4.5.4 TMopMeHo «CKaHMpoBaHue adanpar

B nogmeHto «CkaHvpoBaHue adipa» OCYLLECTB/ISIETCS CKaHMPOBaHME OKPYXXatoLEro paavoadgmpa

06HapyXeHne coceHMX ToUeK JoCTyna.

ELTEX

IMOHUTOPHHT Radio VAP

Wi-Fi knneHThl

WD!

w

CTaTWCTHKA No TPadUKy
Crannposanue agupa »
ypran cobeimuit
CeTesan HHpopMaLua

WHpopmaLma o
pannouHTepdeiice

WHbopMaLma of yCTpoRcTBe

WDS CEeTEBbIE HACTPOAKK

WOP-2ac-LR5

CHcTema

MocnegHee ckaHnposaHme Obino 22.05.2021 12:04:44

SSID
Portal_WEP-3ax
Portal_WEP-2ac
Eltex-Guest
BRAS-Guest
Eltex-Local
MSS_Free_1

lent_wep2

Pexum

6e30MacHoOCTH

Open
Open
Open
Open
WPAZ_1X
COpen

WPAZ_1X

MAC-agpec
E4:5A'E4:E3:C4:B0
E2:E4:D2:E2:C4:B1
E8:28:A4:FC:D6:51
3D:28:C1.FC:D6:50
2D:15:C1:FC:D6:52
12:66:E3:70:98:80

E1:E9:E2:70:98:82

@ TecToBLIH PEXUM

KaHan
LWnpHHa

44120
44120
48120
48/20
48120
52/20

52120

(BbIxod)

RSSI,
aEm

42

-42

-42

-45

45

-45

46

Mocne HaxaTus Ha KHonkKy «CkaHMpoBaTb» NpoLiecc OyaeT 3anylueH. Mocne 3aBepLleHnsi CKaHMPOBaHKSA

NOSIBUTCSA CMMCOK 06HaPYXXEHHbIX TOYEK A0CTyNna U MHopMaums 0 HUX:

+ SSID — SSID o6HapyXeHHOI TOUKM A0CTyna,;
+ Pexum 6e3onacHocmu — pexmmMm 6e30MnacHOCTN 06HaPYXXEHHOW TOUKM A0CTyna,;
+ MAC-adpec - MAC-agpec 06Hapy>XeHHOWN TOUKM AOCTYNa;
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* KaHas/lLlupuHa — pavokaHaJs, Ha KOTOPOM paboTaeT 06HapYyXXeHHasn Touka JOCTyna;
* RSSI - ypoBeHb, C KOTOPbIM YCTPOCTBO NPUHUMAET CUrHa 0GHaPYXXEHHO TOUKM AocTyna, ABM.

© O6partute BHUMaHUE, BO BPEMS OCYLLECTB/IEHUS CKaHUPOBaHusA achupa pagrmouHTepderic

ycTpoiicTBa 6yAeT OTK/IHOUYEH, UTO NpUBEAET K HEBO3MOXHOCTU Nepegaun faHHbIx 4o Wi-Fi

KTMEeHTOB BO BpemMA CKaHNpoOBaHUA.

4.5.5 TMogMeHto «KypHasn cobbITuii»

B naHHOM pasgene MOXHO NPOCMOTPETL CMMCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxalwuii cneayoLLyo MHOPMaLH:

Wi-Fi KNMeHTBI

WDS

CTaTUCTHKa N0 TPadmKy
CkaHupoBarue sthupa
JKypHan cobbiuii >
CeTesas UHhopMaLma

WHthopmauws o
paguouHTepdefice

WHdopmaums ob ycTpoiictee

’M:j LTex WO P-2ac-LR5 @ TecToBbIM peXvM
MonwtopuHr ~ Radio VAP WDS  CeTesbie HacTpoiikn  CucTema o~ (Bbixop

FoJelAE Sl T OumcTHTh

Aug 13
20:11:46

Aug 13
20:11:44

Aug 13
20:11:42

Aug 13
20:11:41

Aug 13
20:11:41

THn rpouecc Coo6lleHue

daemon.info menitord[1141] event 'associated’ mac: E0:D9:E3:7A:BE:CO ssid: 'DQ" interface: wlan1-va0 channel: 100 rssi: -44 location: 'root'
reason: 0

daemon.info  networkd[1043] DHCP-client: Interface br0.779 renew lease on 78.0.2.12.

daemon.info menitord[1141] event: 'deauthenticated by AP* mac: E0:D9:E3:7A:BE:CO ssid: 'DO' interface: wian1-va0 channel: 100 rssi: -41
location: 'root’ reason: 3 description: 'Deauth at STA leave BSS'

daemon.info  configd[1012] The AP startup configuration was updated successfully.

daemon.info monitord[1141] event: 'deauthenticated by AP' mac: E0:D9:E3:7A:BE:CO ssid: 'DO' interface: wian1-va0 channel: 100 rssi: -42
location: 'root’ reason: 3 description: 'Deauth at STA leave BSS'

Jama u spemsi — Bpems, Korga cobbiTue 6b110 CreHepMpoBaHo;
Tun — KaTeropmnsi 1 ypoBeHb BaXXHOCTU COObLITUS;

lMpoyecc — ums npouecca, creHeprpoBaBLLErO COObLLEHNE;
CoobuweHue — onucaHue cobbITUS.

YpoBe Twun BaXXHOCTU

Hb

0

A wWN

a

CoOGLeHNI

UpesBblualiHble
(emergency)

CurHanbl Tpesoru (alert)

Kputuueckue (critical)

Owwn60ouHbIe (error)

MpeaynpexaeHns
(warning)

YeefnomneHus (notice)

VIHchopMaLOoHHble
(informational)

OTtnagouHble (debug)

OonucaHue

B cucteme npousoLnia KpUtTMyeckas ownobka, cuctema MOXeT paboTaTb
HenpaBW/1bHO.

Heob6xoanMMo HeMeA/IeHHOe BMELLIATE/TbCTBO B CUCTEMY.
B cucTeme npomsoLuna Kputnyeckas oLmnoka.
B cucteme npomsoLusia ownoka.

MpeaynpexaeHne, HeaBapuiiHoe coo6LEHME.

YBeoM/IEHNE CUCTEMbI, HEaBapuinHOe CoobLLEHME.

NHdpopMaLyoHHbIE COOBLLEHUSI CUCTEMBI.

OTnago4Hble COOBLLEHMS NPEAOCTaB/IAT MN0b30BaTEN0 MHGIOPMaLMI0 ANs
KOPPEKTHOIN HACTPOWKN CUCTEMBI.
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4.5.6 MNMopmeHo «CeTeBas UHopMaLms»

B nogmeHto «CeTeBasi MHhopmaLs» OCyLecTBASETCA NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOCTBA.

5
.e LTex wo P-28C-LR5 @ TecToBwii pesum
MoHUTOPHHT Radio VAP WDs CeTeBkie HACTPOWEA Cuctema - (BbDiog)

Wi-Fi knuenTel Craryc WAN
wDs Wutepdheiic  br0

CratucTvka no Tpadmy MpoTokon DHCP

IP-appec 10.24 80.50
Cravupoeanue 3dupa
MpuxATO 3.3 TBawT (3 534 094 172 Baitr)
KypHan cobermaii
MepegaHo 652.9 MbaiiT (684 624 216 baiiT)
CeTepan MHpOpPMaUWA >
Ethernet
WHcbopmauma o
panoutTepdeiice CocToaHue nopTa Up

CropocTe 1000
WHdopmauma ob yotpolictee
Oynnexc Full

SFP

SFP-module Status Off
ARP v
Mo IP-agpec MAC-agpec
0 10.24.80.29 3C:1E:04:46:9T:1F
1 10.24.80.37 14:CC:20:05:A9:.TE
2 10.24.80.85 38:2C:4A:71:DC:D9
3 10.24.80.1 E0:D9:E3:E&E1:40

MapLpyTsl v

Ne WuTepdeiic Hazna4eHune Winroz Macka ®naru
0 br0 0.0.0.0 10.24.30.1 0.0.0.0 UG
1 br0 10.24.30.0 0.0.0.0 255.255.255.0 V]

Cratyc WAN:

* MlHmepcpelic — nvs bridge-nHtepdeiica;

* [MpomokKo/1 — NPOTOKOA, NCNOMb3yeMbli Ans goctyna k cetm WAN;
* IP-adpec - IP-agpec ycTpoiicTBa BO BHELUHEN CETY;

* [puHAMO — KonnM4yecTBo NpUHATLIX Ha WAN 6aiiT;

*+ lMNepedaHo — konu4yecTBo nepegaHHbix ¢ WAN 6aliT.

Ethernet:

+ CocmosiHue nopma — coctosiHne Ethernet-nopTa;
+ CKopocmb — CKOPOCTb NoAkdeHuns no nopty Ethernet;
+ [lynsekc — pexum nepefayn AaHHbIX:

* Full = nonHbIn gynnexc;

* Half - nonygynnekc.
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SFP-module Status — oTobpaxaeT Hannume/oTcytcTene SFP-moayns;
CocmosiHue nopma — cocTosiHue paboTbl ONTUYECKOro MHTEepdeica;
Tx Fault — nHaMKaumMa HeMcnpaBHOCTY NepeaaTynka;

LOS - noteps curHana,;

CKopocmb — CKOPOCTb Nepefayn AaHHbIX;

Temnepamypa — Tekywasa Temnepatypa SFP-moayns;

HanpsixeHue — HanpsheHue nuTaHusa SFP-mopayns;

Tok —

TOK cMeLleHua nasepa SFP-moayns;

MowHocmb U3/1yyeHusi — MOLLHOCTb Ha BbIX0fe nepeaatuka;
MowHocmb Ha npueme — MOLHOCTb Ha BXOAE NpUeMHIKa.

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHMX CeTeBbIX YCTPOWCTB:

* IP-adpec - IP-agpec ycTpoicTBa;
* MAC-adpec — MAC-agpec ycTpoiicTsa.

MapLipyThbl:

* MlHmepcpelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-agpec xocTa unmn noAceTn HazHaYeHUs, A0 KOTOPbIX YCTAHOB/IEH MApLLPYT;
L3 — IP-agpec Wwiio3a, Yepes KOTOpbIli OCYLLECTBASETCA BbIXOA Ha agpecaTa;

Macka — macka nogcetu;

®1azu — onpefeneHHble XapakTePUCTVKMA AaHHOTo MapLupyTa. CywecTByOT cegytowme 3HauyeHms
donaros:

U — yka3bIBa€eT, YTO MapLLpYT cO34aH 1 IBNSETCA NPOXOANMbIM.

H - ykasbiBaeT Ha MapLupyT K onpeaeneHHOM y3ny.

G — yKasblBaeT, YTO MapLipyT NponeraeT yepes BHELLHWIA W3, CeTeBon nHTepdelic cuctemsl
npeaocTaBAseT MapLUpyTbl B CETU C NPsiMbIM NOAK/OYEHNEM. BCe npoune mapLupyTbl IpoxogaTt
yepes BHelUHMe Wto3bl. Prarom G oTMeyaroTcsa Bce MapLUpyThl, KPOME MapLupyTOB B CETU C
NPsIMbIM NOAK/TIOYEHNEM,

R - yka3bIBa€eT, 4TO MapLUpyT, CKopee BCero, 6b11 co3aaH AMHaMUYECKM MPOTOKO/IOM
MapLupyTM3aumm, paboTalolmmM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — yka3bIBa€eT, YTO MapLUpyT 6bl1 f06aBNEH B pe3ynbraTe NoyyYeHnst CooOLEHNS
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKIHOYNTL
nepeHanpasneHne Ansa nocneayoumx nakeTos, NpeaHasHauYeHHbIX TOMY Xe agpecary.

M — yka3bIBa€eT, YTO MapLUPYT NOABEPrcA N3MEHEHUIO, BEPOSITHO, B pe3ysibTate paboThbl
AVHaMMYEeCKOro NpoToKO/a MapLupyTnsaumm Ha NoKasibHOM cuctemMe 1 NpMMEHeHUs napameTpa
mod.

A — yKa3biBaeT Ha 6ychepun3oBaHHbIii MapLUpPyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKa3sbIBa€eT, YTO MCTOYHMKOM MapLupyTa siBAsieTca bydep mappyTmnsauymm agpa.

L — yka3bIBa€eT, 4TO MYHKTOM Ha3Ha4YeHUs MapLupyTa SABNSETCA OANH U3 aApecoB AAaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

B — ykasblBaeT, UTO KOHEYHbIM MYHKTOM MapLUpyTa SABASETCS LWMPOKOBeLWaTe bHbI agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yka3bIBaeT, UTO MapLLUPYT CBsi3aH ¢ KonbLeBbiM (loopback) nHtepdeiicom ¢ Luenblo NHOW,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTmU3aLnn.

I — ykasbIBa€eT, YTO AelTarpaMmbl, HanpasasieMble N0 3TOMY apecy, byayT oTBepraTbes
CUCTEMOM.
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4.5.7 MopmeHto «MHopmaums o pagunonHtepderice»

B nogmeHto «MHdhopmaums o paguonHtepdeiice» 0TOOpaxXeHo TekyLee COCTOAHNE pagmonHTepdgenca
6a30B0i1 CTaHLUMW.

—
- TEX  WOP-2ac-LR5 P——
tMOHUTOpPHHT Radio VAP WDS CeTeBble HACTPORKK Cucrema - (Bbixog)
Wi-Fi KnWeHTbl Craryc BrNHYEHO

MAC-agpec E8:28:C1:E1:D7:50

WDS
Pexm IEEE 802.11a/nfac
CTaTUCTHKA NO TPAHUKY
Kawan 36 (5180 ML)

CranposaHite agupa WpyHa kakana, My 80
ypHan coObITHi YpoBeHb Lyma, ABM -95/-95

- YTMNW3aUMA kaHana, % 6
CeTesad UHDOPMALMA

MHbopMaLmua o
paguouHTEpMhERce »

WHhopmauua ob ycTpoiicTee

PagunovHTepdielic ToUKM AOCTyna MOXET HaXoAUTbCA B ABYX COCTOAHUAX: «BKIOUEHO» NN «BbIK/THOUEHOY.
CraTyc nHTepdeiica 3aBUCUT OT TOrO, ECTb /I BK/IIOUYEHHbIE BUPTYasibHble Toukn gocTyna (VAP) nnm
6ecnpoBogHble mocTbl (WDS). B cniyyae, ecnm nmeetca xota 6bl ogHa aktueHast VAP nnu HactpoeH WDS -
nHTEepdenc byaet HaXoAUTLCA B cTaTyce «BKNOYEHO», MHaYe - «BbIKIOYEHO».

B 3aBucMMOCTM OT cTaTtyca nHTepdelica Ans MOHUTOPUHIra A4OCTyMNHa cneayouan nHopmaums:
«BbIKAOYEHOY:

+ Cmamyc — coCTosiHue paavonHTepdeiica;
* MAC-adpec — MAC-agpec pagmonHTepgeiica;
* Pexum — pexum paboTbl pagnonHtTepdieiica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — cOoCTosiHue paavonHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtTepgeiica;

* Pexum — pexum paboTbl pagnonHtTepdieiica cornacHo ctaHgaptam IEEE 802.11;

* KaHasn — HOoMep 6ecnpoBOAHOIO KaHana, Ha KOTOpOM paboTaeT pagnonHTepderic;

* llupuHa kaHas1a — LWIMPYHA NOMNOCkI YAaCTOT KaHasa, Ha KOTOPOM paboTaeT paanonHTepdeiic;

* YposeHb Wyma — ypoBeHb LLyMa B paguokaHane, gbm;

* Ymunu3ayusi kaHasa — NHGopMaLms 0 3aHATUM pagmokaHana no BpeMeHU, BbipaXKeHHas B NPOLEHTax.
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4.5.8 TMogMeHo «MexceKkTopHasi CUHXPOHU3auunsa»

[laHHOe NoMEHI0 COAEPXUT MHCPOPMALMI0 O CTaTyce MEeXCEKTOPHOI cnHxpoHusauun (MCC) n Bcex
yyacTHuMKax Knacrtepa.

© nMopameHio gocTynHO TonbKo Ansa ycrpoiicte WOP-2ac-LR5 SYNC.

B0O3MOXHble 3Ha4YeHuns cTartyca:

* AkmusHo — Mexay BC 3anyleH npoLecc CUHXpPoHU3aLnn nepegayu;

* OxudaHue MocmpoeHuUs Ks1acmepa — NpPoLecc OXnaaHUsA roTOBHOCTU BCEX YYACTHUKOB KnacTtepa a1
Havyana CUHXpPoHM3aLmy;

* OmksodeHo — MCC BbIK/IOUMEHA B HACTpOliKax 6a30BOi CTaHLMW.

P o]
ELTEX WOP-2ac-LR5 SYNC B e pesi
MoHWTOpHHT Radio VAP WDS CeTeBblE HACTPOMKK Cncrema - (BbIXOA)
Wi-Fi KMeHTbI Cratyc  AkTMBHO
WDS
Ne MAC-agpec FoTOBHOCTL MacTtep
CraTtucTuka no T|'Ja-C|Jl-1I-1}" 1 E8:28'C1'EF:22:40 ~ [OTOB v [la
CkaHupoBaHue athnpa 2 E8:28:C1:EF:22:30 + [oT0B X Her
YKypHan cobbiTwii 3 E8:28:C1EF:22:00 « [0T0B ® Her
= 4 E8:28:C1:EF:21:E0 + [oT0B x Her
CeTesan MHbopmaLma

MHchopmauma o
pagvouHTeptherce

MeCeKTOpHaA CUHXPOHU3aLINA >

WHhopmauyws ob ycTpoiicTee

NHpopmaums 06 yyacTHVKax knacrepa:

* Neo — HOMep B CNUCKE;
* MAC-adpec — MAC-agpeca 6a30BbiX CTaHUMIA, BXOAALLMX B AaHHbIV knactep MCC;
+ [omoBHOCMb — COCTOSAHME FTOTOBHOCTY YYacTHUKA KiiacTepa. Bo3MOXHble COCTOAHUSA:
+ f'omos — paHHasA BC vMeeT CBSi3b CO BCEMW OCTa/IbHbIMY YHaCTHUKaMM KfiacTepa 1 rotoBa Hayarb
NPOLEeCC CUHXPOHU3ALMK;
* He eomos — paHHasa BC He umeeT cBA3W XOTA 6bl C OAHUM APYrMM YHaCTHUKOM KnacTepa,
KOTOPbI Yka3aH B ee KoHurypaumm Ha ctpaHuue Radio/CrHxpoHu3aums.
* Macmep - chnar, onpegensowmii mactepa B knactepe MCC.

CT1poka ¢ nHdpopmaumeli o gaHHon BC BbigeneHa ronybbiM LBETOM.
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4.5.9 TMogmeHto «MHdopMauus 06 ycTporcTee»

B nogmeHto «MHopmauma 06 ycTpoincTee» 0TobpaxeHbl OCHOBHble xapakTepuctukn WOP-2ac-LRS.

P
=TEX  WOP-2ac-LR5  Tecromu pen
MOHUTOPHHT Radio VAP WDS CeTeBble HACTPOWKK Cuctema -~ (BBIXOM)
Wi-Fi KIWeHTsl M3nenue WOP-2ac-LR5

ANnapaTHas sepcna 1.1

WDS
3asoackon MAC-agpec EO:-D9:E3:75:6E:60
CTaTUCTHKE NO TpadMKy

CepuitHbIA HoMep WP2A000030
CraHupoBaHue agupa Bepeun 10
HypHan cofbiTHiA PesepeHas eepcua MO

Bepcua sarpysquka
CeTesas MHMOPMAaLMA P oy

CHCTEMHOE BpEMA 06.056.2020 08:00:27
MHpopmayna o
',S-a,EI.L1Ol-1HTe',:-F:JeI71C6 Bpema padoTwl 0 OH, 00:17:12

WHdopmauwms of ycTpoilcTee »

* MI30esiue — HauMeHoBaHNe MOAENN YCTPOICTBa,

+ AnnapammHasi sBepcusi — Bepcus annapaTHoro obecneyeHms yCTponcTea,;

+ 3asodckoli MAC-adpec — MAC-aapec WAN-nHTepdoeica yCcTponcTea, yCTaHOB/IEHHbI 3aBOA0OM-
n3roToBuTENEM,

+ CepuliHbili HOMEP — CePUNHbLIA HOMEP YCTPONCTBA, YCTAaHOB/IEHHbIV 3aBOAOM-U3rOTOBUTENEM;

* Bepcusi MO — Bepcusi NpOrpaMmMHOro o6ecneyeHnst yCTpoicTBa;

* PesepsHas sepcus O — npefblaywian yctaHoseHHada sepcus MNO;

* Bepcusi 3a2py3yuka — Bepcus NporpaMMHOro obecnevyeHns 3arpy3ymka ycTponcTaa;

+ CucmeMHoe BpeMsi — TeKyLMe BPeEMS 1 AaTa, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabomsbi — BpeMs paboTbl C MOMEHTa NOCAeAHEro BKIKYEHUS AW nepesarpy3kn yCTPocTaa.
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4.6 MeHto «Radio»

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

B meHto «Radio» npon3BoguTCca HacTpolika 6ecnpoBoAHOro UHTEpdenca.

4.6.1 MoameHto «Radio»

B noameHto «Radio» ocylllecTBNSAIOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

: LTGX WOP-zaC-LRs @ TecTosbli peXUM
MOHUTOPMHT Radio VAP DS CeTeBble HACTPOMKK Cuctema -~ (BbIXOO)
Radio Obuwne
QoS Penm |IEEE 802.11a/n/ac v
Kanan 36 (5170 — 5250 MIy) v
LLMpuHa KaHana, My 80 v
OHMKCHPOBaHHAA O
LieHTpanbHaa YyacToTa
MOLHOCTL CUrHana, 24 v
nBM
KaHanebHaa CKopoCTb Auto v
nepefaqn
TaiimayT ouaAaHWA 64
ACK, mKc
Polling
MakcMMansHoe Bpema 10
nepefad, Mc
Moaynauma ana OFDM24 (24 MBuT/C) v
yNpaBnAloLWMX NakeTos

Pexxum — pexum paboTbl MHTepdeica cornacHo ctaHgapTam:

+ |[EEE 802.11a

+ |IEEE 802.11a/n

+ |IEEE 802.11a/n/ac
KaHas - BbIOOp KaHaa nepefayv AaHHbIX;
WupuHa kaHana, My — WvpuHa nosiocbl YacToT KaHas1a, Ha KOTOPOM paboTaeT 6a3oBas CTaHuuS,
npuHUMaeT 3HadveHus 5, 10, 20, 40 n 80 MI'y. CToOUT OTMETUTD, YTO WKNPUHA KaHana B 80 MI'y, 6yaet
paboTtatb To/bko B cTaHgapTte 802.11ac. Ecnv Ha 6a30B0I CTaHUMKN yCTaHOB/MEHA LUMPUHA KaHana 5
nnn 10 Mlru, To Ha aBOHEHTCKOI CTaHUMN HEOBX0AMMO BbIGpaTh aHaIOMMYHYHO NOJOCY;
duKcupoBaHHasi YeHmpasibHasi yacmoma — Npv akTMBaummn gonara Becb Tpagmk (NakeTbl faHHbIX U
ynpasneHus) 6yaeT nepefaBaTbCs HA YKa3aHHOW LEHTPasIbHOW YacToTe KaHasla ¢ 3a4aHHOW LIMPUHOWA
nonocbl (40 nnm 80 MIru). ®yHKUMS SABNAETCA NPONPUETApHON, Nepefadya BeAeTcs He No cTaHAapTam
IEEE 802.11, rae npegnonaraetcs UCMNoNb30BaHve pasHbIX LEeHTPasIbHbIX YacToT 418 Tpadouka AaHHbIX 1
ynpasneHus npu wupuHe kaHana 40/80 My,
MowHocmb cuzHasia, 0bm — perynnpoBka MoOLLHOCTU curHana nepegaryunka Wi-Fi B abwm;
KaHasnbHas ckopocmb nepedadu — oUKCUpoBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn gaHHbIX,
onpegensemas crneundukaumsamm ctaHgaptos IEEE 802.11a/n/ac;
Tatimaym oxudaHusi ACK, MKC — BpeMsl OXnAaHs NOATBEPXAEHMSA AOCTaBKU NakeTa OT K/IMEHTa;
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* Polling — npun yctaHOBNeHHOM chriare onumsa BKIOYEHA, MHa4Ye — BblkNtoveHa. Polling - aTo oguH n3
BapuaHToB TDM-gocTyna K cpege (C pasgeneHnem no BpeMeHn). XapakTepumayeTcs NOCTOSAHHbIM
ONPOCOM K/IMEHTOB CO CTOPOHbI BC:

* MakcumasibHoe BpemMsi nepedayu, MC — BPEMS, NoKasblBaroLLee, Kakoe MakCMasibHO BO3MOXHOe
BpeMsi abOHEHTCKas CTaHUMS MOXET nepegasBaTb Tpaduk;

« Modynayus 055 yrnpasasiouux nakemos — UKCMpoBaHHast CKOpOCTb nepegayun a/is
ynpaBnsAoLmMX NakeTos.

JononHutensHo v

OBSS Coexistence n

NMoanepxka DFS MpHHYOUTENBEHD v
KOpOTKMI 3aLUMTHBINA
MHTEpBAN
STBC O
MNepuod oTnpasku 100
cnyKedHbIX

COOGLUEHNH, MC
Mopor parMeHTauMm 2346
Mopor RTS 2347
Arperauuma
KopoTkaa npeamoyna
Wennep

Broadcast/Multicast,
nak/c

B noameHto «[1onofHUTENbHO» OCYLLEECTB/IAOTCA HACTPOWKN AONOMHUTE/bHbIX NapamMeTpPoB
pagnovHTepdelica ycTpolicTaa.

+ OBSS Coexistence — pexum aBTOMaTU4eCKOro YMEHbLUEHUS LWMPUHbLI KaHaa npu 3arpy>KeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM dh1are Pexxmnm BK/IHOYEH;

+ [Moddepxxka DFS — mexaHn3m guHaMMyeckoro Bbibopa 4actoTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHMpoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNA KaHa10B, COBNaatoLmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/1lOYEHO — MeXaHn3M BbIk/toveH. DFS-kaHanbl He [OCTYNHbI A1A BbI6OPa,;
* BK/IlO4EHO — MeXaHU3M BKJ/THOYEH;
* [IpuHyoumesibHO — MexaHu3M Bblk/odeH. DFS-kaHasibl 4OCTYNHbI ANs Bbibopa.

* Kopomkul 3awjumHbil uHmepsas — NoaaepXka YKOpouyeHHOro 3almMTHOro nHTepsasia. Touka goctyna
nepenaeT AaHHble, ncnonb3ys 400 He 3awmTHBI HTepBas (BMecTo 800 HC) NpU OBLLEHNM C KNMEHTaMMU,
KOTOpble Takke NOAAePXMBAOT KOPOTKUIA 3aLLMTHBIA NHTepBaUT,

+ STBC — meToA, NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOMO KOAMPOBAHWS, HanNpPaB/ieHHbIV HA NOBbILLEHNE
HaAeXHOCTW nepegayn AaHHbiX. MNosne AOCTYNHO, TO/IbKO eCNN BbIGPaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpwn ycTaHOBEHHOM dh/iare yCTPOMCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, yCTPONCTBO HE NepefaeT OAvH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
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*+ [Mepuod omnpasKu c/yXebHbix coobuwjeHuli — nepunog nocbinkn Beacon - opeiimoB. ®peimbl
nepegaloTcs /18 o6HapyXeHnsa ToUKM AocTyna B achupe, npuHumMaet 3HavyeHms 20-2000 mc, no
ymonyaHuto - 100 mc;

+ lopoz chpazmeHmayuu — nopor oparmeHTaumm dperima, B 6aiitax. NMpuHUMaeT 3HavyeHns 256-2346, no
yMosnyaHuo — 2346;

* lMopoe RTS — ykasbIBaeT unC/I0 GaiiT, yepes KOTopoe nocbliaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNpuHuMaeT 3HaveHuns 0-2347, no ymonyanuio — 2347;

+ Agpezayus — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — NCNONb30BaHNe KOPOTKOIN npeambysibl NakeTa;

* Llletinep Broadcast/Multicast, nak/c — npn ycTaHOB/IEHHOM do/iare BbINOIHSAETCA OrpaHnYeHne nepegayn
LUMPOKOBELLLATENTbHOIO/MY/IbTUKACTOBOIO Tpadvka no 6eCnpoBOAHON CETU. YKaxXuTe IMMUT ANs
LUMPOKOBELLLATE/IbHOMO Tpadhmka B NOsSIBMBLUEMCS OKHe (Nak/c).

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.6.2 ToameHto «QoS»

B nogmeHto «QoS» ocyLecTBsieTcst HacTpolika doyHKUMIE obecneveHunst kadectsa obenyxmBaHms (Quality of
Service).

LTEX  WOP-2ac-LR5 E=r
MOHHTOPHHI Radio VAP VDS CeTesble HaCTPOHKK Cucrema - BbIXO[]
Radio Wi-Fi Multimedia (WMM)
QoS BKNIoYHTs Q0S

AP EDCA Parameters
Ovepeas AIFS cwMin cwMax TXOP Limit
Data 3 (©oH)

7 15 v 1023 v 0

Data 2 (Best Effort)
Data 1 (BHaeo) | B

Data 0 (Fonoc) 1

Station EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 5 1023 0
Data 2 (Best Effort)
Data 1 (Buaeo) 5 B

Data 0 (Tonoc)

« WMM - BkntoueHne nogaepxkn WMM (Wi-Fi Multimedia);
* Bksroyumb QoS — npu ycTaHOBNEHHOM dhnare A4oCTynHa HacTpoiika napameTpoB EDCA;
« AP EDCA parameters — Tabnmua HacTpoek napamMeTpoB TOUkM gocTyna (Tpaduk nepegaeTcsi oT TOUKU
[0CTyNa K KNMEHTY):
+ Oyepedb — NpeponpeneneHHble ouepean Ans pas/iMyHoro poga Tpaduka:
+ Data 3 (PoH) — HN3KONPUOPUTETHANA OYEPELb, BbICOKAsA NPONYCKHAast COCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);
« Data 2 (Best Effort) — cpegHenpuopuTeTHasi o4epeab, CPELHSIA NPONyCkHast CNOCOBHOCTL U
3a4epxka. B gaHHyo ovepeb O0TnpasiseTcs 60/bLUNHCTBO TPaAULMOHHBIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);
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+ Data 1 (Budeo) — BbICOKONpPUOPUTETHAS ouepesb, MUHUMa/IbHbIE 3a[ePXKN. B AaHHOI
oyepean aBToMaTuyeckn obpabartbiBaloTCA BUAEOAAaHHbIE, YYBCTBUTESbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASA OYepPEb, MAHUMAaSIbHBbIE 3a4EPXKN. B aHHO
oyepean aBToMaTnyeckn obpabatbiBatoTCA faHHble, HyBCTBUTENbHbLIE K BDEMEHM, TaKNe Kak:
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

+ AIFS - Arbitration Inter-Frame Spacing, onpegensiet BpeMsi oxmaaHuns kagpos (ppelimoB)
[aHHbIX, U3MepsieTca B cioTax, NpUHMMAaeT 3HadveHus (1-255);

* cwMin — Haya/ibHOE 3HaYeHne BPEMEHN OXMAaHWsA nepes NoOBTOPHON OTNpaBKol Kagpa, 3a4aeTcs
B MUNCeKyHAax, npuHumaet 3HadeHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HavyeHne cwMin
He MOXET npeBbIwaTtb 3HauyeHne cwMakx;

* cwMax — makcumanbHOe 3HaYeHne BPEMEHN OXMAaHMA nepes NoBTOPHOM OTNpPaBKol Kagpa,
3afaeTcs B MUINMCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

+ TXOP Limit — napamMeTp UCnosib3yeTca TONbKO AN AaHHbIX, NepefaBaeMblX OT CTaHUMUN KIMeHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepefayun — nHTepsasl BpEMEHU, B MUITTUCEKYHAAX, Korga
knneHtckasa WME-CcTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBogHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 munnncekyHs,

« Station EDCA parameters — Tabnuua HacTpoek NapaMeTpoB CTaHUMK KneHTa (Tpaduk nepeaaetcsi ot
CTaHUMW KNMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.6.3 TMogMmeHto «CYHXPOHM3aLNS»

© nMopameHio gocTynHO TonbKo Ansa ycrpoiicte WOP-2ac-LR5 SYNC.

[laHHOe NoAMEHI0 COAEPKUT HACTPOIKN MEXCEKTOPHOI cHXpoHM3aumum (MCC) 6a30Bbix CTaHLMIA.

7~
ELTEX  WOP-2ac-LR5 SYNC © Tecrosi pexons
MOHMTOPWUHI Radio VAP WDS CeTeBble HACTPOWKK Cuctema ru - (BbIXOa)
Radio BHAO4WTD
Cluster ID (=)
QoS
MAC-agpec 1 E8:28:C1:EF:21:E0
CHHXpOHW3ALMA >
MAC-agpec 2 E8:28:C1:EF:22:30 x
MAC-agpec 3 E8:28:C1:EF:22:40 x

* Bkarodyums — npun yCtaHOB/1IEHHOM qanare MexaHn3am MCC BK/1HOUYEH, MHaYe — BbIK/THOYEH;
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* Cluster ID — ngeHTudmkaTop knactepa 6a3oBbix cTaHumii. Mo ymonuanuio — 0. Vicnonb3yetcsa ans
opraHm3aunmn HeCKOJIbKMX K/1acTepoB BHYTPWU OAHOIO cermeHTta L2, ytobbl ngeHTuduumposarb
ynpasnsawowme naketel MCC BC, BXOAALLMX B OANH KlacTep;

* MAC-adpec 1..3 - MAC-agpeca ocTa/lbHbIX 6a30BbIX CTaHLWI, BXOAALWMX B AaHHbIN knactep MCC.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.7 MeHo «VAP»

B pa3gene «VAP» BbINO/HAETCS HACTPOlika BUPTYasibHbIX Todek goctyna Wi-Fi (VAP).

4.7.1 TogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTobpaxaroTcs HacTpoikmn Bcex VAP. MOXHO NOCMOTPETb HACTPONKM KaxKa,0i
BUPTYanbHOW TOUkM B pasaenax VAPOQ..3.

LTeX WOP-ZaC-LR5 @ TecTOoBbIA pEXUM
IMOHMTOPUHT Radio VAP VDS CeTeBble HACTPOIAKN Cuctema - (BbIXOL,
CymmapHo Tpawcnuposate VLAN General General WzonAuus
VAP  BxnwoyeHo LUwucppoeaHue VLANID SSID SsID Trunk Mode VLAN ID aB0HEHTOE
VAPO
VAPO WPA/WPA2 0O WOP-2ac-LR5-test O (]

VAP VAPT (O BbIKnOYeH0 WOP-2ac-LR5-1
VAPZ (O BbiKnioyeHo WOP-2ac-LR5-2

VAP (O BbiKnioyeHo WOP-2ac-LR5-3

+ [pUMEHNTL X OTmena

* VAPO..3 — nopsifKoBbIi HOMEpP BUPTYasIbHOWN TOUKM AOCTYNa;

* Bk/1o4eHOo — npu yCTaHOBNEHHOM ch/iare BMpTyasibHas To4Ka AOCTyna BKNHYEHa, MHavye — BbIK/TOYEH3,;

*+ WugpposaHue — TN WMAPOBAHUA AaHHbIX, UCNOMb3yeMblli Ha BUPTYaslbHON TOUKe A0CTYNa;

* VLAN ID - Homep VLAN, c koToporo 6yaeT cHumatbca MeTka npu nepepade tpadvka Wi-Fi kiveHTam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — nms BUpTyasibHOW 6ecnpoBOAHO ceTy;

+ TpaHcnuposams SSID — npu ycTaHOBNEHHOM donare BK/lOYEHO BellaHne B acpup SSID, nHave —
BbIK/TIOYEHO;

+ VLAN Trunk — npun ycTaHOBNEHHOM (hriare aboHeHTY nepefaeTcs TerMpoBaHHbIN Tpaduk;

*+ General Mode — npv ycTaHOBNEHHOM (priare paspeLlaeTcs nepefada HeTerMpoBaHHOro Tpaduka
COBMECTHO C TErMpOBaHHbIM (A0CTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

+ General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHumatbcs MeTka 1 Tpadpumk atoro VLAN npoinget Ha
KnveHTa 6e3 Tera. [Mpu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewmBaTbcs meTka General VLAN ID;

* U3onsyus aboHeEHMOoB — NPV YCTaHOBIEHHOM ch/iare BKHOYEeHa N301Aumsa Tpadinuka Mexay KnneHtamu B
npegenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNa B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.7.2 NMopmeHo «VAP»

; LTeX WOP-2ac-LR5b5 © TecTosbli pekiM
MohuTopuHr  Radio VAP WDS  CeTeBble HacTpoiilku  CucTema - (BbIXOA)

CymmapHo OBLUWe HACTPOVKK

VAPRO > BrnrodeHo
VAP1 VLANID

VAPRZ 55D Test
VAP3 TpaHcnuposate SSID
WLAN Trunk

<]

General Mode

General VLAN ID

a

M3onaumA aGoHeHToB

MpuopuTeT 802 1p v
MaKcHMansHoe 0
KOMWYECTBO KNWEHTOB
Pemim Ge30nacHoCTH WRA/WPAZ-Enterprise v

O6ume HacTpPOoliKK

* Bk/1o4eHOo — Npu yCTaHOBNEHHOM ch/iare BUpTyasibHas To4Ka AOCTyna BKNHYEHa, MHavye — BbIK/TI0YEH3,;

* VLAN ID — Homep VLAN, c KoToporo 6yfeT cHAMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knmeHTam,
NOAKNOYEHHBIM K faHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoMm pexume VLAN Trunk);

+ SSID - nvs BUpTyanbHO 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu ycTaHOBNEHHOM donare BK/lOYEHO BellaHune B acpup SSID, nHave —
BbIK/1HOYEHO;

« VLAN Trunk — npu ycTaHOBEHHOM dhiare aboHEHTY NepefaeTcs TErMpoBaHHbIA Tpadiuk,;

+ General Mode — npu ycTaHOB/IEHHOM (hnare paspellaeTcs nepegada HeTermpoBaHHoOro Tpadgumka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BKNtoueHHOM pexume VLAN Trunk);

« General VLAN ID - c yka3aHHoro VLAN ID 6yaeTt cHumatbcs meTka u Tpadmk atoro VLAN npoiigeT Ha
KnvueHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelwmBaTbca meTka General VLAN ID;

* U3on1syus aboHEHMOB — NPV YCTaHOBNEHHOM doniare BK/loYeHa N30NAuns Tpadmka Mexay KavMeHTamu B
npeaenax ogHoi VAP;

* lMpuopumem - BbIGOP cnocoba npuoputnsaummn. OnpenenseT nose, Ha OCHOBaHUM KOTOPOro Tpadiuk,
nepegawLuiica B paguovHTepderic byaet pacnpeaenatbes no ovepegam WMM:

+ DSCP - 6ypet aHanusnposatbcsa npuoputeT n3 nons DSCP 3aronoeka IP-nakeTa; ecnu 3HavyeHne
DSCP B TermpoBaHHbIX NakeTax paBHo 0, To aHa/IM3npoBaTbes 6yaeT npuoputeT 13 nosns CoS
(802.1p);

+ 802.1p - 6ymeT aHanm3npoBaTbesi npuopuTeT U3 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB; ec/in NPUOpPUTET Nepeonpesenserca npasunamu mannuira VLAN, To aHanu3nposaTtbCa
6yaeT NPUopUTET, YCTAaHOBNEHHbI ANS Nnepejayv B pagmokaHan.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MakCMMasibHO SOMYCTUMOE YMC/I0 MOAKNIYaEeMbIX K
BMPTYas1bHOI CEeTU KNIMEHTOB;
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+ Pexum 6e3onacHocmu — pexunmM 6e30nacHOCTM focTyna K 6ecnpoBO4HON CeTu:

* BbIK/Il04UMb — HE VUCMONb30BaTh WNgpoBaHe Ansa nepefayn gaHHbIX. Touka AOCTynHa 4/
MOAK/TIOYEHMA NH0OOTO K/TMEHTS,;

« WPA, WPA2, WPA/WPA2 - crnocobbl lWndpoBaHus, npu BbIGope o4HOro 13 cnocobos oyaet
[OCTyNHa cnefyloLas HacTponka:

+ Koy WPA — kniou/naposnb, He06XoAMMbIN AN NOAK/IHYEHNS K BUPTYa/lbHOWN TOUKe
foctyna. [yivHa kntoya coctasiser oT 8 4o 63 CMBO/OB;

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise — pexum LWingpoBaH1s KaHasa
6ecrnpoBOAHOl CBA3N, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n15 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod gnsgd RADIUS-cepeepa. MNpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyNHa HacTpolika napameTpoB RADIUS-cepsepa:

RADIUS
OomeH root
Agpec RADIUS- 192.168.0.1
cepeepa
MopT RADIUS-cepeepa 1812
Mapons RADIUS- - @

cepeepa

Mcnons3oBars
AKKAYHTUHE Yepes
RADIUS

MCNone30BaTE ApYTHE
HACTROMKK ANA
aKKAYHTHHIE

IP-agpec RADIUS- 192.168.0.1
cepeepa onAa
aKKaYHTHHIA
MopT RADIUS-cepeepa 1813
ANA aKkayHTHHIa
Mapone RADIUS- — @

cepeepa 4nAa

AKKAYHTHHIA
MeproaM4eckasn

OTNPABKA aKKAYHTMHA

MHTEpBaN OTNPaBKKH 600
AKKAYHTHHIA

+ [omeH — OOMEH no/1b30Bamerisi;
+ IP-adpec RADIUS cepsepa — agpec RADIUS cepsepa;
* Mopm RADIUS cepsepa — nopT RADIUS cepBepa, KOTopbIi UCMOMb3yeTcsa ANs
ayTeHTUmkaumm n asTopmnsauu,
* laposnb RADIUS cepsepa — naponb ana RADIUS cepsepa, ncnonb3yemoro g/is
ayTeHTUmkaumm n asTopmnsaLuuy,
* Uicriosib3o8amb akkayHmuHe yepe3 RADIUS — npu ycTaHoB/IeHHOM dhnare 6yayT
oTnpaBnATbLCA cooblieHnsa «Accounting» Ha RADIUS cepsep;
* Mcnonb3os8amb Opyaue HacmpoUliku 0719 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 97151 akkayHmuHaa — agpec RADIUS cepsepa,
NCNOMb3YeMOro A/151 akKayHTUHTa;
*+ Mopm RADIUS cepsepa 07151 akkayHmuHaa — nopT, KOTopbIin 6yaeT ncnosib3oBaH A5
cbopa akkayHTuHra Ha RADIUS cepsepe;
*+ lNaposb RADIUS cepsepa 05151 akkayHmuHz2a — naponb ana RADIUS cepsepa,
NCNOMb3YeMOro A/151 akKayHTUHTa;
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+ [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IHUUTb NEPUOAMNYECKYIO OTNPaBKy
coobueHnii «<Accounting» Ha RADIUS cepsep. 3agatb nHTepBas OTrnpaBku
CO006LLEHUNI A MOXHO B None «/IHTepBasi OTNPaBKN akKayHTUHray.

OrpaHW4eHns CKOPOCTH

Moka3aTs

=]

VAP Limit Down Ol o KOUT/C

VAP Limit Up O o KOWT/C

=

STA Limit Down O kOUT/C

=

STA Limit Up O o KOMT/C

OrpaHI/Il—IeHI/IFI CKOPOCTH

*+ lNokaszamb — aKTUBMPOBATL MOJIE HACTPOEK,;

+ VAP Limit Down - orpaHuyeHne nponyckHON CNOCOBHOCTM B Hanpas/ieHMn OT TOYKU A0CTyna A0
K/IMEHTOB (B CyMME), NOAK/THYEHHbIX K faHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHnyeHune NponyckHol cnoco6HOCTU B HANPaB/IEHUM OT K/TMEHTOB (B CyMME),
MOAK/THYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHu4eHune nponyckHol CNOCOGHOCTU B HAMpaB/ieHUM OT TOYKM AOCTyna A0
K/TMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHvie npomnyckHO CNoCO6GHOCTM B HANpaB/IEHUN OT K/IMEHTOB (KaXAo0ro B
OTAENbHOCTM), NOAKMOYEHHBIX K AaHHOI VAP, 1o Toukn goctyna, K6ut/c.

KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINOSHAETCA HacTpoiika cnckoB MAC-aapecoB KNMEHTOB, KOTOPbLIM, B 3aBUCMMOCTM
OT BbIGPAHHOW NOMNTYKM A0CTYNa, pa3peLleHo Uan 3anpeLLeHo noakIyaTbes K gaHHol VAP.

KonTponb goctyna no MAC

BKNK4EHD

MonuTHka 3anpeTuTs v

Cnucok MAC-agpecoE

66:04:B6:83:C2:9

2]
m
m
x

D4.B6.82.C1:

@
m
w
[}
x

ol

+ [IpUMEHNTL *® Otmena

M

* Bk/1o4eHO — npu ycTaHOBNEHHOM chnare 6yaeT paboTtarb BblopaHHasi NoanTMKa AOCTyna;
+ lNonumuka — nonuTnka focTtyna. Bo3amMoXHble 3HaYeHNs:
+ 3anpemums — K gaHHoli VAP 6yaeT 3anpeweHo nogknoyvarscs knueHtam, MAC-agpeca KoTopbIX
cogepxarcs B cnvcke. Bcem ocTasibHbIM A0CTYN ByaeT paspeLueH;
+ Paspewums — K AaHHoi VAP 6yaeT paspeLlleHo NoAakIdarbCcs ToNbKo Tem knneHtam, MAC-
afpeca KoTopbIx cofepxarcs B cnucke. Bcem octasibHbIM LOCTYN GyAeT 3anpeLleH.
+ Cnucok MAC-adpecos — cnucok MAC-afipecoB KIMEHTOB, KOTOPbIM pa3peLLeH Uan 3anpeLleH A4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb 40 128 agpecos.
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+
[nsa Toro, 4To6bl 406aBUTL aPeC B CNUCOK - HAXKMUTE KHOMKY . 1 B nosiBMBLUEMCS none BeeamTe MAC-
aapec. YTob6bl yaanmTb aapec 13 crmcka, HAKMUTE KHOMKY IE B COOTBETCTBYHOLLEW CTPOKE.

Ecnu Bo3HUKNA HEOGX0AMMOCTb A06aBUTL B cncok MAC-afpec KIMEHTA, KOTOPbI B AaHHbIA MOMEHT

NOAK/MOYEH K 6a30BOI CTAHLMKN, HAXKMUTE B KOHLLE CTPOKM KHOMKY 1 BblGepUTE HYXHbIA afpec 13 CNncka,
OH aBTOMaTM4yeckn Jo6aBMTCA B Norne.

Mo ymonuaHuio B cnncke oTtobpaxaercs Ao 10 agpecos. 15 Toro 4to6bl yBUAETb NOJHbIV CIUCOK B Cyvae,
€C/n OH coaepxmnT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 EO0:D9:E3TA:BE:CO - x

MokasaTk BCE

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBNCHMMYHO NamsiTb
HaXXMUTE KHOMNKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OTMeHa.
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4.8 MeHo WDS

B meHto «WDS» BbINONHAETCA HacTpolika 6ecnpoBogHbix MocToB Mexay WOP-2ac-LR5.

© nMpwu koHdurypuposanmn WDS-coeuHEHUA HEOGXOAUMO, UTOGbI HA YCTPOICTBAX, KOTOpPbIE
o6yayT coeauHaTbcAa no WDS, B HacTpoiikax paguonHTepdeiica 6611 BbiIGpaH 04MHAKOBbIN
KaHan un lWWMpuHa KaHana.

4.8.1 NMopmeHo «WDS»

TECTOBLIA PeXUM

I TEX  WOP-2ac-LR5

MOHHMTOPMHT Radio VAP WDS CeTeBble HaCTPOKH cucrema - BLIXOA,

WDS > BrKIHOYEHO

BesonacHoCTb Bbikntoyero v

NuHkn WDS

TIMHK MAC KaHankHaA CKOpPOCTE Nepega4u

JIMHKO E0:D9:E3:7A:BD:CO Auto v
ekt O Auto v
Muek2z O Auto v
nasks O Auto v
Nuukd O Auto v
Muaks O Auto v
NMueke O Auto v

Muek? O Auto v

+ [IpUMEHUTL X OTmena

* BK/1O4EHO — NPW YCTAHOBMIEHHOM (b/1are Pexum 6ecrnpoBOAHOI0 MOCTa BK/IOYEH, MHAYe — BbIK/TOYEH;

+ BesonacHocmb — pexumM 6e30nacHOCTM A0CTyna K 6ecrnpoBOAHO CETH:
* BbIK/IIOYUMB — HEe UCMO/b30BaTh LWKIPOBaHME AN18 Nepeaayun AaHHbIX;

« WPA2 - cnoco6 wimdipoBaHusi, Npy BbIGOpe KOTOPOro 6yAeT AOCTYNHa creayowas HacTpolika:
* Koy WPA — kntou/naposb, HE06X0ANMbIA AN MOAKMYEHUS K BCTPEYHONM Touke gocTyna.

[nvHa knoya coctasniseT oT 8 o 63 CMMBOSIOB.
* JluHk X (20e X=0..7) — BKNtOYEHME NTMHKa 6eCNPOBOAHOIO0 MOCTa;
* MAC - MAC-agpec BCTPEYHOro yCTPONCTBa, 40 KOTOPOro HacTpanBaeTcsi 6ecnpoBOAHON MOCT;
* KaHasibHasi ckopocmb repedaqu — hUKCMpoBaHHasA CKOPOCTb 6ecnpoBOAHON nepefayn AaHHbIX,

onpegensemas crneundukaymsammn ctaHgaptos IEEE 802.11a/n/ac. s kaxaoro AnHKa BblbupaeTca

VHAMBUAYASTBHO.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.9 MeHto «CeTeBble HACTPOMKM»

4.9.1 MNoamMeH «CucTemMHasa KoHdurypaums»

. kT e X WOP '2ac -LR5 TECTOBBIM PEXHM

MOHHTOPMHE Radio VAP WDS CETEBLIE HACTPOMKN cucrema -~ BHIXOA)

CHCTEMHEA KOHHIYPaLMA > Mz xocTa WOP-2ac-LR5
HNoctyn VLAN ynpasneHis Forwarding v
VLAN ID
MpoTokon Static v
Cratuyeckui IP 192.168.1.10
CeTesan Macka 255.255.255.0
Lnio3
MeperyHBIA DNS

BTOPHYHBIA DNS

INokansHoe ynpaenexne Yepes Ethernet
BKNyeHo

Cratu4eckni IP 192.0.31

CeTegan Macka 255.255.255.0

* VIMsi xocma — ceTeBOoe MMs YCTPOICTBa, 3aaeTcs CTpoka 1-63 CMMBO/IOB: NNaTUHCKME 3ar/iaBHble 1
CTPOUHble BYKBbI, LMPbI, 3HAK Aedurc «-» (Aednc He MOXET ObiTb NOC/IEAHUM CUMBOJ/IOM B UMEHN);
* VLAN ynpasneHus:.

* BebikmoyeHo — VLAN ynpaBneHns He ncnonb3yeTcs;

* Terminating — pexwum, npu kotopoM VLAN ynpaeneHus TepMUHUPYETCA Ha TOUKe JOCTYNa; B 3TOM
c/y4yae y K/IMEeHTOB, MOAK/THUYEHHbIX Yepes3 paanonHTepdieinc, HeT gocTyna Ao gaHHoro VLAN;

*+ Forwarding — pexwm, npu kotopom VLAN ynpaBneHust nepefaeTcs Takke B pagnovHTepgeiic
(npv cooTBeTCTBYHOLLEN HAacTpoiike VAP).

+ VLAN ID - npgeHtudpmkatop VLAN, ncnonb3yemslin Ans focTtyna K ycTPOUCTBY, NPUHUMAET 3HaYeHNs
1-4094;

* [Mpomokos1 — BbIGOP NPOTOKO/A, N0 KOTOPOMY OyZeT OCyLLEeCTBNATLCA NogkoveHne no Ethernet-
NHTepdpeicy yCTPOICTBa K CETU NpeAocTaB/IeHns ycayr nposagepa:

* DHCP - pexum paboThkl, npn KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJIYaHWNIO 1 Apyrie napameTpbl, Heobxoaumble Ans paboTtbl B ceTu, 6yayT nosny4veHsl ot DHCP-
cepsepa aBTOMaTUYECKMY;

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
NHTEepdenc Ha3HavarTcsa ctatnyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHusa CTaHyT
OOCTYMHLI cnegyrowme napamMmeTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-nHTepdelica ycTpoiicTBa B CETM NpoBangepa;

+ Cemesasi Macka — Macka BHeLUHel noaceTy;

* LUmo3 — appec, Ha KOTOpPbIV OTNpaB/seTcsa NakeT, ec/iv 419 Hero He HangeH MapLupyT B
Tabnvue mapwpyTtusaumy;

* lepsuyHbIli DNS, Bmopu4Hbili DNS - IP-agpeca DNS-cepBepoB. Ecniv agpeca DNS-
CepBepPOB He Ha3HavyalTCs aBToMaTuyeckmn no nportokony DHCP, 3agalite nx Bpy4Hyto.
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JlokanbHOoe ynpasneHue Yyepes Ethernet1

[aHHbIli nogpasfen no3BosieT HAaCTPOUTb HETEMMPOBAaHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
NHTepelc B cnydae, koraa BkayveH VLAN ynpaBneHus.

* BK/104€HO — aKTUBUPYET HACTPOIAKY;

« Cmamuueckuli IP — |P-agpec Ethernet-uHtepdeiica ycTpoiictTea B 10KasibHOl ceTh (N0 yMOMYaHuIo
192.0.3.1);

+ Cemesasi Macka — Macka nogcetu.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».

1 HacTpoiika gocTynHa as1s KoHurypuposaHus Tonbko B pexnmax VLAN ynpaeneHus Terminating n
Forwarding.
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4.9.2 TlogmeHto «[ocTyn»

B nogmeHto «ocTyn» NponM3BOAMTCA HACTpOKiKa AOCTyna K yCTPOMCTBY nocpencTsoM web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

5 LTex Wop_zac_LRs © TecToBbIi PEIM

MOHWTODWHT Radio VAP WDS CeTeBbIE HACTPOMKM CucTEMA - (BbIXOM)

CHCTEMHAA KOHUIypauma WEB
Ooctyn » HTTP-nopT 80
WEB-HTTPS
HTTPS-nopT 443

Telnet

(<]

(7]

SH

a

NETCONF

a

SNMP

« [nsa BkNoyeHus gocTyna K yCTpoiicTBy yepe3 web-uHtepdeiic no npotokony HTTP yctaHoBuTe chnar
HanpoTune «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTP-nopT (no ymonyaxuto 80).
[dnana3oH AonyCTMMbIX 3HAYEHWUI NOPTOB, MOMMUMO YCTAHOBIEHHOTO MO YMon4yaHuto, ¢ 1025 no 65535
BKJ/TIOUNTESbHO;

« [nsa BkNoYeHUs aocTyna K ycTpoiicTBy uepe3 web-nHtepdeiic no npotokony HTTPS yctaHoBuTe cpnar
HanpoTne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTPS-nopt (no
yMonyaHuio 443). jnanasoH gonycTUMbIX 3HAYEHWIH MOPTOB, MOMVMMO YCTAHOB/IEHHOTO MO YMOYaHUIo, C
1025 no 65535 BKIHOUNTENBLHO;

a

© O6partute BHUMaHue, NopThl AN Nnpotokonos HTTP n HTTPS He AOMKHLI UMETb
OAMHaKOBOE 3Ha4YeHue.

+ [lns BKIKOYEHMSA fOCTyna K ycTpoiicTBy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnety,
« [1ns1 BKNHOUEHNS AOCTyNa K ycTponcTBy Uepe3 SSH yctaHoBuTe donar Hanpotme «SSHy;
+ [1ns BkNtoueHns pgoctyna K yctponcTtey uepe3d NETCONF yctaHoBuTe dpnar Hanpotme «<NETCONF».

MporpammHoe o6ecnedeHne WOP-2ac-LR5 no3BonsieT NPoBOANTb MOHUTOPUHI COCTOSIHUA YCTPOICTBA U €ro
[ATUMKOB, Ucnosb3ysi npotokon SNMP. YcTpoiicTBo nogaepxmBaeTt NpoTokosbl Bepcuin SNMPv1, SNMPv2.
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SNMP

Maponk Ha YTeHue public

Maporns Ha 3anuce private

AApec AnAa npuéma
Tpanos v1
Anpec Ana npueMa
Tpanos v2
Afpec ANA NnpUeéMa
coo0Lwenni Inform
CHCTEMHOE WMA WOP-2ac-LRS
yCTpoHCTER
KoHTaKTHaR Contact
MHpOPMALIMA
NpOoWM3BOOUTENA
MEeCTONONOKEHHE Russia
YyCTpoOHCTER

Maponk B Tpanax trap

[na n3amerHeHusa napametpos SNMP-areHTa yctaHoBuTe thriar HanpoTtns «SNMP», nocrie atoro ctaHyT
[IOCTYMHbI CriefytoLie HacTPONKK:

Maposib Ha YmeHue — Naposib Ha YTeHre napameTpoB (06LLENPUHSTLIN: public);

Maposib Ha 3anuck — Naposib Ha 3anucb napameTpos (06LLENPUHSATIN: private);

Aodpec 055 npuéma mpanos vl — IP-agpec nnm gOMeHHOe NMS NpuemMHuKka coobuieHnin SNMPv1-trap B
thopmarte HOST [COMMUNITY [PORT]];

Aodpec 0515 npuéma mpanos v2 — IP-agpec nav AOMeHHOe UMs npmemMHuka coobuieHnin SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobwjeHuti Inform — IP-agpec nim gOMEHHOE MMs NPUEMHKKa coobueHuii Inform B
topmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMS yCTPONCTBA,;

KonmakmmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas MHchopMaumsa NpovM3BoanMTeNs YCTPOICTBa;
MecmononoxeHue ycmpolicmsa — VHhopMaLusi 0 MECTONONIOXEHUN YCTPONCTBE,

Maposib 8 mMpanax — naposb, Coaepxalyuniica B Tpanax (Mo ymonyasuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXKMBAEMbIX A1 UTEHUSA U KOH(IUTYPMPOBaHMA NOCPeACTBOM
npotokosa SNMP:

eltexLtd.1.127.1 = moHuTOpUHT NapameTpoB BC 1 nogkntoyeHHbIX AC;
eltexLtd.1.127.3 - ynpaBneHue BC (nepe3arpy3ska).

rae eltexLtd — 1.3.6.1.4.1.35265 - ngeHtudpmkatop npegnpuatuna SMTEKC.

,ﬂ,ﬂﬂ BCTYMJieEHNA B CUNYy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBUCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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410 MeHw «Cuctema»

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

B MeHt0 «CuncTemar» BbINOSTHAKTCS HACTPOKM CUCTEMBI, BpEMEHM, XXypHana syslog, nponssoautcs cMeHa
naposs, BbIrpy3ka/3arpy3ka KoHurypawmm, 06HOB/IEHME NPOrpaMMHOro obecneyeHns 1 nepesarpyska

YCTpPOWCTBA.

4.10.1 NopgmeHo «O6HOBMAEHME MO ycTpoicTBa»

MoaMeHto NpeHa3HauyeHo A5t 0GHOBEHUSI MPOrpPaMMHOr0 06ecneyeHmnst yCTpoiicTea.

=(TEX

MOHUTOPHHT Radio VAP

OB6HoBneHWe MO ycTpoicTea >
KoH(Urypauusa

KoHTponb AoCTYNHOCTH
Mepesarpyska
AyTeHTUDUKaLMA

Hypran

[lata 1 BpemMaA

WOP-2ac-LR5

WDS3 CeTeBble HACTPORKK

AKTMBHAA Bepcua MO

Pe3epBHad sepcka MO

®ann oGHosnenna MO

TECTOBLIA PEXUM

Cucrema n - (BbIX00)

AkmyansHas eepcus 10 docmynHa no adpecy: http-Aeltex-co.ru/supportidownioads/

| BriGepuTe thaiin | daiin He BriGpaH

« AkmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro obecrneyeHuns, ycTaHOBNEHHOIO Ha YCTPOCTBE,
paboTatoLlasi B AaHHbI MOMEHT;
+ PesepsHasi sepcusi 10 — Bepcuss NporpammMHoro obecneyeHuns, ycTaHOB/IEHHOTO Ha YCTPONCTBE, Ha
KOTOPYO MOXHO Nepekntountbes 6e3 3arpysku taiina No;
+ Coesnnamb akmusHoU — KHOMKa, N03BO/IAOLWANA caenarb pe3epBHyo Bepcuto MO akTUBHOM, AN
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTnBHas Bepcus MO B 3TOM Ciyyae cTaHeT

pe3epBHOIA.

O6HoBEHME MPOrpaMMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/ n coxpaHuTte ero Ha Komnbtotepe. Nocne

3TOro HaXXMUTE KHOMKY «Bblbepute dhaiin» B none ®adisn 06HoseHus MO n ykaxuTe nyTb K chainny MO B

hopmare.tar.gz.

[nsi 3anycka npolecca 06HOBEHUs] HEOGXOAMMO HaxXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [TpoLecc
06HOB/MEHNS 3aliMET HECKO/IbKO MUHYT (0O ero TeKyLeM cTaTyce 6yeT ykasaHo Ha CTpaHuLE), Nocsie Yero
YCTPOIACTBO aBTOMATWNYECKN Nepe3arpy3unTcs.

o6HoBneHusn MO.

© He oTkniouaiite NUTaHMe yCTPOICTBA, HE BbINOJHANTE ero nepesarpysky B npouecce

B cnyuyae o6HoBneHus ¢ Bepcun MO 1.2.0 Ha Bepcuto MO 1.3.0 nocsie 0GHOBNEHUS HEOOXOAUMO
OCYyLLeCTBUTbL COPOC YCTPOMCTBA K 3aBOACKAM HAacTpPOWKaM U NOBTOPHO CKOH(UrypupoBaTb B
COOTBETCTBUWN CO CXEMOW UCNONb30BaHUs.

B cnyuae otkarta NO ¢ Bepcuii 1.4-1.9 Ha Bepcuto 1.3 unu Huxe, KoHcpurypauma
paguonHTepdeiica MOXeT oka3aTbCA HECOBMECTUMMOIA, NO3TOMy GyaeT usmeHeHa. Heo6xoaumo
BbINO/IHATbL HACTPOIKY 3aHOBO, Nocrie yero BkAounTb VAP/SSID.
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4.10.2 MopgmeHto «KoHGurypaums»

B noameHo «KoHmrypaumsi» BbINOHAETCA COXPaHEeHMe TEKYLLE KOHUrypauum n BOCCTaHOB/EHME.

——
. L | e x WOP-ZaC-LRs @ TecTOoBLIA PEHNM
et
MOHWTOPHHT Radio VAP WDs3 CeTeBble HAaCTPOWKH Cucrema - (BbIXOA)
ObHoBneHWe MO ycTpolcTea Mony4nTe apXue * Crauare
KOHPUrypaumu ¢
KoHdMrypauma » YCTROWCTER
KoHTponk QOCTYNHOCTH 3arpy3vTe apxus | BuifepuTe hain |<Dar1r He BbidpaH
KOHUIypaUmm Ha
Nepesarpyska YCTROHCTEO
AyTEHTHDUKALMA _ . .
COpOC Ha 33B0ACKHE CoxXpaHWTb NapaMeTpel oCcTyna
R HACTPOWKK
HypHan X Copoc
Narta u Bpems

[NonyyeHne KoHUrypaumm

UT0O6bl COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIO YCTPOCTBA HAa TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

BoccraHoBneHve kKoHdvrypatum

[ns 3arpy3ky COXpaHEHHOro Ha JI0Ka/lbHOM KOMMbloTepe dhaina KoHUrypauum NCnosb3yeTcs NyHKT
3aegpy3umsb apxus KoHhuaypayuu Ha ycmpolcmaso. NS 3arpy3kn KOHPUrypawmmn ycTpoincTea HOKMUTE KHOMKY
«BblbepuTte halin», ykaxute daiin (B popmare.tar.gz) n HOXMUTE KHOMKY «3arpy3unTb dpaiin». 3arpyxeHHas
KOHpurypaums npuMeHsieTcsl aBTomatmyeckn 6e3 nepesarpysku yCTponcTaa.

© O6partute BHUMaHue, BCe Naponv B KOH(Urypauum ycTpoicTea WnpyOTCA K/TIOUOM, KOTOPbIi
3aBucut ot MAC-agpeca yctpoiictBa. lMepeg 3arpy3koii KOHpUrypaumum ¢ Og4HOr0 YCTPOIiCTBa Ha
Apyrve npeaBapuTenibHO HY)XXHO COPOCUTL Napo/iv B Hel.

[Nsi n3ameHeHusi naporeli He06GX0AMMO OTKPbITL (DA KOHGMIypaLymn B TEKCTOBOM PEAAKTOPE U N3MEHUTh
naponu. [lanee coxpaHuTb N3MEHEHUS B apXMBe KOHAUrypauuu. Mpuvep nameHeHnsi naponeii npueeeH
HUXE:

"authentication":{
"admin-password":"encrypted:7068747570617169"
3,
M3MeHseTCca Ha
"authentication":{
"admin-password":"password"

1,

C6poc yCTpoiicTBa Ha 3aBOACKME HACTPOIIKK

UTto6bl caenatb COPOC BCEX HACTPOEK YCTPOCTBA HAa CTaHAAPTHbIE 3aBOACKME YCTAHOBKWN, HAXXMUTE KHOMKY
«Cbpoc». Ecnu aktnBmpoBaH dnar "CoxpaHnTb NnapameTpbl AocTyna", To 6yayT COXpaHeHbl Te napaMeTpbl
KOHGpUIypaLmm, KoTopble 0TBEUAloT 3a A0CTYN K YCTPOicTBY (HacTpoiika IP-agpeca, HACTPOIKKN gocTyna no
Telnet/SSH/SNMP/Netconf/Web)
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4.10.3 MNogMeH «KOHTPO/b AOCTYNHOCTUY

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN nHTepdelice.

IMOHMTOPHHI

OfHoBneHue MO ycTpoiicTea

LTEX WOP-2ac-LR5

Radio VAP WDS CeTeBble HAaCTPOUKK Cuctema

BrnwoyeHo

KoHdurypauyua LencTene

KoHTponk JOCTYNHOCTH » Ping-cepeep

Mepesarpyska 3aepxka Nepe/ Hayanom
npoBepkH
AYTEHTHONEALMA Mepuoa oTnpaeku ICIMP-3anpocos

Hyphan TafmayT okuaaHuA ICMP-0TBETOB

[arta 1 spema
MaKCHMANEHOE KOMHYECTEO

@ TecToBEIA pesum

(BbiXx0gQ)

Mepesarpy3sa ycTpoiAcTea v

192.168.1.1

300

300

1

3

HeYAa4YHbIX NPOBEPOK

* BK/1t04eHO — Npun yCTaHOBIEHHOM (h/iare KOHTPO/1b LOCTYMHOCTM BK/IKOUYEH, MHAYe — BbIK/THOYEH;

+ [Jelicmsue:

* Mepe3anyck ethernet uHmepcgpelica — B criyvae HeAOCTYNHOCTU 3agaHHoro Ping-cepsepa
npousonaet nepesanyck Ethernet-nHrepdeiica yctpoiicTea;

+ lNepesaryck 6ecrnposodHo20 uHmepdghelica — B ciydae HeAOCTYNHOCTU 3a4aHHoOro Ping-cepsepa
npon3onaeT nepesanyck 6ecnpoBoaHOro HTepdeiica ycTponcTea;

* [epe3acpy3ka ycmpolicmsa — B Criy4ae HeJOCTYNHOCTK 3afaHHoro Ping-cepsepa npousonget
nepesarpyska yCcTpoicTBa.

* Ping-cepsep — IP agpec nnn goOMeHHOe nms XocTa, Kyaa 6yayT otnpasnaTbecs ICMP-3anpocs;

+ 3adepxxka rneped Hayas1IoM rpPosePKU — BPEMS B CEKYHaXx Mocsie BKKYEHNS YyCTPOMCTBa Un
npeablgywero cpabarbiBaHns, B TEHEHNE KOTOPOro KOHTPO/1b AOCTYMNHOCTU He ByaeT paboTtaTb.
Jonyctumble 3HadyeHnsa 60-86400 BKIHOUNTENBHO;

+ lNepuod omnpasku ICMP-3anpocos — BpeMsl B CEKyHAax, Yepes KoTopoe byaet oTnpasneH ICMP-3anpoc
nocne nony4vyexms ICMP-oTBeTa NNN NPUHATUS PELLEHUSA O TOM, YTO npeapiaywmii ICMP-3anpoc
oKasasicsl HeygadHbiMm. JonycTumble 3HadeHus 1-86400 BKIHOUNTENBHO;

+ Talimaym oxudaHusi ICMP-omsemos — BpeMsi B CEKyHAaX, B TeueHne Kotoporo oxugaetcs ICMP-oTeet
Ha oTnpasneHHblin ICMP-3anpoc. Ecnu no nctevyeHmm spemerdn ICMP-0TBET He nonyyeH, To ICMP-3anpoc
cuMTaeTca HeygadHbIM. JonycTumble 3HadyeHns 1-10 BKNKOUNTENBLHO;

* MakcumasibHoe KO/IUHecms0o HeydaqHbIX MpPoBepoK — MakCMMaslbHOe KONNMYecTBO HeyaadHblx ICMP-
3anpocos. Ecnn konnyecTtBo HeyaadHbix ICMP-3anpocoB gocTuraet ykazaHHOro 4Y1cria, TO BbINOJTHAETCA
3aflaHHoe gelicTteue. Jlonyctumblie 3HavyeHus 1-86400 BKAOUMTENLHO.
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4.10.4 NMopmeHto «Mepesarpyska»

s nepesarpysku yCTpoiicTBa HaXXMIUTE Ha KHOMKY «[epe3arpyskar. MNpoLecc nepesanycka ycTpoicTaa
3aHVMaeT NPUMEPHO T MUHYTY.

LTe X WOP'2aC'LR5 O TecToBbI pesum

IMOHUTOPHHT Radio VAP WDS CeTeBble HACTPOHKKA Cucrema - (BbIXOM)

OBHoBneHwe MO ycTpoiicTea Mepesarpyska == MNepesarpyska
yCTpoACTBa
KoHdurypauma
KoHTponk AoCTYNHOCTH
Mepesarpyaka »

AyTeHTHDHKaUMA

HypHan

Nara 1 epema

4.10.5 MNopgMeHIo «AyTeHTUdmKaLms»

MoaMeHI0 «AyTeHTUUKaLMs» NpegHa3HaueHo A1l HacTPOVikM ayTeHTUMKaLMK NoNb3oBaTes.

© 3aBopackas yueTHas 3anuchb A1 4OCTyNa K yCTPOWCTBY: /IorvH: admin, naponb: password.

Takxe ecTb BO3MOXHOCTb CO3[]aHUS JOMO/THUTE/bHBIX YUYETHBIX 3amn1ceil C ponsamy agMuHucTpaTopa uin
HabnoaaTens (HacTpoiika f4ocTyrnHa Tosbko yepes CLI). YueTHble 3anncu ¢ posibio agMyHUCTpaTopa MetoT
MOJHbIV AOCTYN K YCTPOWCTBY: UTEHME M 3ANNCh NOGLIX HACTPOEK, MO/HbIE MOHUTOPUHT COCTOSIHUS
YCTPOIACTBA. YUETHbIM 3an1csimM C posibtlo Habnoaatenst A0CTYNEH TO/IbKO MOHUTOPUHT.

Paspaen «J/lokasbHbIii Naponb» NpefHasHauveH A1 CMEeHbI 3aBOACKOr0 Naposst Af1s y4eTHo 3anucu admin.
3TOT Naponb XpaHWUTCS Ha Touke focTyna. [J1s CMeHbl Napons BBEAMTE HOBbI Naposib CHaYyana B nose
«Maponb», 3aTeM B nose «MoaTBepXaeHNE Naponsi» U HXKMUTE KHOMKY «[pUMeHNTb» B JaHHOM pasaene /s
COXpaHeHWs1 HOBOTo Naposs.

B pasgene «AyteHTudpmkaumsa yepes RADIUS» BbINONHAETCA HACTPOiKa napaMeTpoB AocTyna K
RADIUS-cepBepy, C NOMOLLbK KOTOPOro ByAeT OCYLLEeCTB/IATLCA ayTeHTUMKaUUA 1 aBTopusauns
nosb3oBartensa ToYKM AocTyna.
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eLTEX

MOHWTOPKHT Radio VAP

O@Hoenenwne MO ycTpoicTEa
KOHHUrypauma

KoHTponb AOCTYNHOCTH
Mepesarpyska
AYTEHTUDMKALMA >

HypHan

[ata U BpeMA

WOP-2ac-LR5

wWD3 CeTeBble HACTPOMKK Cuctema

NokankeHbIA Naponb

Mapore

MoATBEPHAEHHE NAPONA

AyTeHTurKaums Yepes RADIUS

AYTEHTUDUKALMA Yepes

RADIUS
Appec RADIUS-cepsepa 19216811
Mopt RADIUS-cepeepa 1812

Maponb RADIUS- | seeses
cepeepa

TECTOBLIIM PEHHM

n - (BbiX0a)

« AymeHmucgukayusi 4epe3 RADIUS — npu ycTaHOB/AEHHOM dhnare ayTeHTudmkaumst 6yaeT BbINOAHATLCS
no yyeTtHoli 3anucy Ha RADIUS-cepBepe;

+ Adpec RADIUS-cepsepa — IP agpec RADIUS-cepBepa;
« lNopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbIi UCMO/Mb3yeTcs A5 ayTEHTUdIMUKaL MM 1

aBTopU3aLUK;

* lMaposib RADIUS-cepsepa — kntod RADIUS cepBepa, Ncrnosnb3yemMoro 4s1s ayTeHTugomkaumm n

aBTOpU3aLN.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaXXMUTE KHOMKY «[pUMeHNTb» B AaHHOM pasgene. 15 OTMeHbl U3MeHEeHW A HaXMUTE KHOMKY «OTMeHa.

Mpwn ayteHTndmkaumm yepes RADIUS-cepBep 06s13aTe/IbHO HEOOXOAMMO CO3AaTb NTOKAIbHYH YHETHYH 3amnuch,
KoTopasi OyaeT aHasiormyHa yyetHol 3anmcn Ha RADIUS-cepBepe. HacTpoiika BeinonHsietca yepes CLI. Bonee
noApo6HO npovecc onvcaH B pasgene «CosaaHne L0N0SHATENBHBIX N0/1b30BaTe e,

© Ecnu sknioueHa ayteHTudmnkaumsa uepes RADIUS, HO cepBep OKas3ancs HefoCTYMeH,
ayTeHTUuKaymna 6yaeT BbIMO/IHEHA NO JIOKAJILHO YYETHOI 3anucu.
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4.10.6 TMogmeHto «KypHas»

MoameHo «KypHas» npegHasHayeHo A1 HACTPOVKM BbIBOAA PAa3HOro poja OT/1af04HbIX CO0OLLEeHNI
CUCTEMbI B LIeNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

e LTe X WOP-2ac-LR5 O TeCTOBLIA PEUM
MOHUTOPKHT Radio VAP WDS CeTeBble HaCTPOMKK Cucrema - (BbIX0M)
OBHoBneHWe MO ycTpoiicTea Peim Cepeep 1 dhaiin v
KoHdMrypauMa Agpec Syslog-cepeepa syslog.server
KoHTponk AOCTYMHOCTH MopT Syslog-cepsepa 514
Mepesarpyska PasmMep daina, kb 1000
AyTEHTHDHKELWA
m X OTmeHa
Hypuan >
Nata n epema

* Pexxum — pexum paboTbl Syslog-areHTa:
+ Jloka/ibHbIl ¢halin — nHGopMaums XypHaia CoxpaHseTca B /IoKasibHOM chaiisie n ocTyrnHa B
web-nHTepdelice ycTpoiictea Ha BKnaake "MOHUTOPUHI/XKypHas cobbITUIA",
+ Cepsep u ¢halin — nHhopmaums XXypHana oTnpaBaseTcs Ha yaaseHHbll Syslog-cepsep 1
COXpaHseTcs B JIOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT Ans BXoASALWMX coobLeHnit Syslog-cepeepa (No ymonyaHuto 514,
[fonycTumble 3HaveHust 1-65535);
+ Pasmep ¢halina, kKb — MakcumasibHbIil pasmep daiina xypHana (gonyctumble 3HadeHns 1-1000 KB).
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4.10.7 MopmeHio «[ata n Bpems»

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

B nogmeHto «[jata n Bpemsi» MOXHO HaCTPOUTb BPEMS BPYUHYH WU C MOMOLLbHO MPOTOKO/1A CUHXPOHMU3aLMN

BpemeHn (NTP).

BpyyHyto
e LTe x WOP-ZaC-LR5 @ TecToBbIi PEHUM
MoHuTopuHr  Radio VAP WDS  CeTesble HACTPOkM  CuCTEMA U~  (8bixod)
OfHoBNeHWe MO yCTpoiAcTEa Pexun @ Bpyuryio O NTP cepeep

[ara u BpemMa

KOHMUrypaumsa !
yCTpORCTEA

KoHTponk AOCTYNHOCTH Yacogoil noac

MNepe3sarpy3ika
" Py BKNHO4YMTE Nepexoq Ha

NETHEE BPEMA
AyTeHTHDUEALMA
Mepexon Ha NeTHee

. BpEMA
HypHan P

Mepexod Ha 3UMHee

[ata v BpemMs > BpemA

COBMr BDEMEHH (MKH.)

27.12.2021 10:51:20
# PelssTUpoEaT:

Mockea, Poccua hd

(He 8nI0paHo) (He es1GpaHo) {He 8bi0paHo) | B

(He 8nI0paHo) (He es1GpaHo) {He 8bi0paHo) | B

60

+ [lama u spemsi ycmpolicmsa — Aarta v BpemMs Ha YCTPOUCTBE B AaHHbI MOMEHT. Ecnv TpebyeTcs
KOppeKLMs, HXMUTE KHOMKY «PeaakTnpoBarby;
+ [ama, spemsi — 3af,ainTe TeKyLLYI0 ATy U BPeMS UM HaXXKMUTE KHOMKY «Tekyllasn aara v Bpems»
AN yCTaHOBKM BpemeHun MK Ha yCTpONCTBO;
+ Yacosol rnosic — N03BONSAET YCTAaHOBUTbL YacOBOW NOSIC B COOTBETCTBUM C G/IMXaLIMM ropogoM B BalleMm

pernoHe m3 3aaaHHoOro Crnncka;

* Bktodums nepexod Ha iemHee BpeMsi — Npu YCTaHOBMIEHHOM dp/iare nepexoj Ha fieTHee/3MMHee
Bpemsi ByieT BbINOHATLCS aBTOMATUYECKM B 3aiaHHbI Nepuog, BpeMeHMU:
* [Mepexod Ha nemHee BpeMsi — AeHb 1 BPeMsi, Korga GyaeT BbIMOSIHATLCA Nepexo Ha fieTHee

Bpemsi;

+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

Bpemsi;

+ CoBue spemeHu (MUH.) — Nepyof BPEMEHM B MUHYTaX, Ha KOTOPbIA BbINO/THAETCS CABUT BPEMEHMN.
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PykoBoacTBO no akcnnyataumm WOP-2ac-LR5

NTP-cepsep
P
WELTEX WOP-2ac-LR5 P ——
MOHWTOPHHT Radio VAP WDs CeTeBble HACTPOHKK Cuctema -~ (BbIXOM)

O6Hoenexwne MO ycTpolcTEa
KoHUrypauma

KoHTponb AoCTYNHOCTH
Mepesarpyska
AYTEHTUDUEALNA

ypHan

Nara v epemMa »

PeMMM
[ara W Bpems
YCTPOACTEA

NTP cepeep

Yacosoi noAc

BEMNHOYKMTE NEPEXD Ha
NETHEES BpEMA

Mepexoa Ha NeTHee
BpeEMA

Mepexon Ha 3UMHes
BpeEMA

COBMI BDEMEHM (MUH.)

(O BpyuHyt @ NTP cepeep

27.12.2021 10:51:42

pool.ntp.org -

Mockea, Poccua v

(He ssi0paHo) (He esi0paso)
(He gni0paHo)

(He ebiGpaHo)

60

{He gnifpaHo) | B

(He esifpaHo) B

+ [lama u spemsi ycmpolicmsa — Agata v BpeMs Ha YCTPOUCTBE B AaHHbIA MOMEHT,

* NTP cepsep — IP-agpec/pomMeHHOe uMA cepeepa CUHXPOHU3aLUnm BpeMeHn. Bo3MOXHO 3a4aTtb agpec
UM BblOpaTh M3 CYLLLECTBYIOLLErO CMNNCKa;

+ Yacosol rnosic — N03BONSAET yCTAHOBUTbL YaCOBOW NOSIC B COOTBETCTBUM C G/IMKaliLLMM ropogoM B BalleM
pervioHe n3 3alaHHoro Crvcka.

[na BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEProHe3aBNCHMMYH0 NamsiTb
HaXXMUTE KHOMKY «[TpuMeHUMb». NS OTMeHbl U3MEHEeHU HaXXMUTE KHOMNKY «OmmeHar.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5
5 YnpaBneHune yCTPOMCTBOM C NMOMOLLIbIO KOMaHAHON CTPOKK

© [ nepexopa B pexuM KOHUIyprpoBaHUs BBeAWTE KOMaHay - configure.
[na oTobpaxeHns UMERLLMXCA HACTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegute KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaxKMITe codeTaHue Knasuil (B aHrnniickoii packnagke) - [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLinii pasaen KoHpurypaumm Beeamte kKomaHay - exit.
[ns BbiIxoAa U3 pexumma KOHpUrypupoBaHus BBegute KomaHay - end.

5.1 TMoakntyeHne K ycTpomncTey

Mo ymon4yanuto yctpoiictBo WOP-2ac-LR5 HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnv agpec He 6bin
NoslyyeH, NOAKIUYNTLCA K YCTPOMNCTBY MOXHO NO 3aBOACKOMY IP-aapecy.

© 3asopckoii IP-agpec yctpoiictea WOP-2ac-LR5: 192.168.1.10, macka noacetu: 255.255.255.0.

MogxnYeHne K yCTpoCcTBYy ocylecTBasieTcs ¢ nomowpbio SSH/Telnet:

ssh admin@<IP-agpec ycTtpolictBa> , ganee BBOAMM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAUM NOTUH 1 Naposib
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

5.2 HacTtpoiika ceTeBbIX NapameTpoB

HaCTPOﬁKa CTaTudeCKMX ceTeBbIX NapaMeTpoB TOYKM AoCcTyna

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# br0

WOP-2ac-LR5(config):/interface/br0# common

WOP-2ac-LR5(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X - IP-agpec WOP-2ac-LR5)
WOP-2ac-LR5(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X - Macka nogcetu)
WOP-2ac-LR5(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X - IP-agpec dns-
cepsepa Ne1)

WOP-2ac-LR5(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X - IP-agpec dns-
cepsepa Ne2)

WOP-2ac-LR5(config):/interface/br0/common# protocol static-ip (/13veHeHve pexuma paboTtsl ¢ DHCP
Ha Static-IP)

WOP-2ac-LR5(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)

Jo6GaBneHune cTaTuyeckoro Mapulpyrta:

WOP-2ac-LR5(config):/interface/br0/common# exit

WOP-2ac-LR5(config):/interface/br0# exit

WOP-2ac-LR5(config):/interface# exit

WOP-2ac-LR5(config):/# route

WOP-2ac-LR5(config):/route# default

WOP-2ac-LR5(config):/route/default# destination X.X.X.X (rae X.X.X.X - IP-agpec cetu unu ysna
HasHaueHus, ans aecontHoro Mapwpyta - 0.0.0.0)

WOP-2ac-LR5(config):/route/default# netmask X.X.X.X (rae X.X.X.X - Macka ceTu HazHa4yeHus, a1
aedonTHoro mapiupyta - 0.0.0.0)

WOP-2ac-LR5(config):/route/default# gateway X.X.X.X (rae X.X.X.X - IP-agpec wno3a)
WOP-2ac-LR5(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)

HacTpoiika nonyyeHus ceTeBbIX NnapaMmeTpos no DHCP

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# br0

WOP-2ac-LR5(config):/interface/br0# common

WOP-2ac-LR5(config):/interface/br0/common# protocol dhcp (/13veHeHre pexuma paboTsl ¢ Static-IP
Ha DHCP)

WOP-2ac-LR5(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

5.2.1 HacTpoiika ceTeBbIx NapaMeTpoB C MOMOLLbIO YTUINTLI set-management-vlan-mode

HeTerupoBaHHbIli gocTyn

MonyyeHne ceteBbix HacTpoek no DHCP:
WOP-2ac-LR5(root):/# set-management-vlian-mode off protocol dhcp

Cratnyeckue HaCTQOVIKMZ

WOP-2ac-LR5(root):/# set-management-vlian-mode off protocol static-ip ip-addr X.X.X.X netmask
Y.Y.Y.Y gateway Z.Z.Z.Z (rge X.X.X.X - cTtatuueckuii IP-agpec, Y.Y.Y.Y - macka noacetn, Z.Z.Z.Z - linto3)

DocTtyn yepes VLAN ynpaBneHus B pexume Terminating

Mony4yeHne ceteBbiX HAacTpoek no DHCP:

WOP-2ac-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rae X - VLAN
ID, ucnonb3yemblii Anst 4OCTynNa K yCTpolicTBy. Bo3MoXHble 3HaueHust: 1-4094)

Cratunyeckue HaCTQOVIKl/IZ

WOP-2ac-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rae X - VLAN ID, ucnonb3yemblii Ana goctyna K yCTpOncTBy,
BO3MOXHble 3HaueHus: 1-4094; X.X.X.X - ctatndeckuii IP-agpec; Y.Y.Y.Y - macka noacetu; Z.Z.Z.Z - nto3)

JocTtyn yepes VLAN ynpaBneHus B pexume Forwarding

MNonyyeHne ceteBbix HacTpoek no DHCP:

WOP-2ac-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X - VLAN ID,
MCNONb3yeMblil 418 4OCTyNa K YCTPOCTBY. Bo3MoXHble 3HaueHus: 1-4094)

Cratnyeckme HacTpOWKK:

WOP-2ac-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rae X - VLAN ID, ucnonb3yemblii Ana AocTyna K yCTpOncTBy,
BO3MOXHble 3HaueHus:: 1-4094; X.X.X.X - ctatnyeckuii IP-agpec; Y.Y.Y.Y - macka noacetw; Z.Z.Z.Z - Wwinio3)

3aBeplueHne U coXpaHeHne HaCcTPoeK

WOP-2ac-LR5(root):/# save (CoxpaHeHve HacTpoek)
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)
B Tabnuue npeactasneHbl KOMaHabl 4715 HACTPOWKK pexnmoB 6e3onacHocTy VAP.

Tabnuua 4 — KomaHabl 415 HacTPOoKK pexuma 6e3onacHocTn Ha VAP

Pexum 6e3onacHocTu KomaHga 18 HacTpoiiku pexuviMa 6e3onacHocTu
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA2 security-mode WPA_WPA?2

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPAZ2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeacTaBneHbl NpUMepbl HACTPOVikn VAP ¢ paz/iMuHbIMU peXxrmamMmn 6e30MacHOCTH.

5.3.1 Hactpoiika VAP 6e3 wndgposaHus

CospgaHue VAP 6e3 wincpoBaHus

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlan1-va0

WOP-2ac-LR5(config):/interface/wlan1-va0# vap

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-2ac-LR5_open' (/13MeHEHNE NMEHN
SSID)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# security-mode off (Pexum wdposanus off - Ges
napons)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# exit

WOP-2ac-LR5(config):/interface/wlan1-va0# common
WOP-2ac-LR5(config):/interface/wlan1-val/common# enabled true (Bk/itoueHne BupTyasisHOM TOUKM
focTyna)

WOP-2ac-LR5(config):/interface/wlan1-va0/common# save
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlan1-va0

WOP-2ac-LR5(config):/interface/wlan1-va0O# vap

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-2ac-LR5_Wpa2' (/13meHeHNEe nveHN
SSID)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2 (Pexumv LuncposaHms -
WPA/WPA?2)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# key-wpa password123 (K/itou/naposs, Heobxoanmbiii
ANt NOAK/THOUEHUsT K BUPTYasibHOM Touke AocTyna. [vHa Kioua Jo/mMkHa CoCcTaBATL OT 8 Ao 63
CMMBO/I0B)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# exit

WOP-2ac-LR5(config):/interface/wlan1-va0# common
WOP-2ac-LR5(config):/interface/wlan1-val/common# enabled true (Bk/itoueHrie BUPTYanbHON TOUKN
focTyna)

WOP-2ac-LR5(config):/interface/wlan1-val/common# save
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5.3.3 Hacrtpoiika VAP c Enterprise-aBTopusavueii

Co3zgaHue VAP c pexxumom 6esonacHocTy WPA2-Enterprise c nepnoguyeckoii oTnpaBKOW akKKayHTUHIa Ha
Radius-cepBep

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlan1-va0

WOP-2ac-LR5(config):/interface/wlan1-va0# vap

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-2ac-LR5_enterprise’ (/13veHeHne
umeHu SSID)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# security-mode WPA_WPA2_1X (Pexumv LuncposaHms -
WPA/WPA2-Enterprise)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# radius
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# domain root (rze root - [lomeH nons3osartesns)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X - IP-agpec
RADIUS cepgepa)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# auth-port X (rze X - lNopt RADIUS cepsepa,
KOTOPbII MCNnonb3yeTcs Ans ayTeHTUGMKaLMK 1 aBTopusauun. Mo ymonyanuto: 1812)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# auth-password secret (r1e secret - [Mapons a714
RADIUS cepBepa, UCronb3yeMoro Ass ayTeHTudmKaLumm 1 aBTopusatiim)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/itoueHne otrnpasku
coobuieHuii «Accounting» Ha RADIUS cepBep. Mo ymonuyaHuto: false)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X - |IP-agpec
RADIUS cepBepa, Cnosib3yemoro A/1s1 akkayHTUHra)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# acct-port X (rge X - [Mopt RADIUS cepsepa,
KOTOPbI MCNOMb3yeTcs AN1s akkayHTUHra. Mo ymonyaxuio: 1813)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# acct-password secret (17 secret - [aposib s
RADIUS cepBepa, Cnosb3yemoro A/1s1 akkayHTUHra)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# acct-periodic true (BkntoueHvie nepnogmuyeckoit
OTNpaBKu coobLeHnit «Accounting» Ha RADIUS cepsep. Mo ymonyaHuto: false)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (//lHTepBas oTnpasku
coobuieHnii «Accounting» Ha RADIUS cepBep)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# exit
WOP-2ac-LR5(config):/interface/wlan1-va0/vap# exit

WOP-2ac-LR5(config):/interface/wlan1-va0# common
WOP-2ac-LR5(config):/interface/wlan1-val/common# enabled true (Bk/itoueHrie BUpTYanbHON TOUKN
focTyna)

WOP-2ac-LR5(config):/interface/wlan1-val/common# save

5.3.4 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# vlan-id X (rze X - Homep VLAN-ID Ha VAP)
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BkntoueHue VLAN trunk Ha VAP

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# vlan-trunk true (Bxtouenne VLAN Trunk Ha VAP. [1ns
oTkntoueHns seeauTe false)

BknioueHue General VLAN Ha VAP

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bxniiouerne General VLAN Ha
SSID. Ans otkntoueHns seeauTe false)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap# general-vlan-id X (r1e X — Homep General VLAN)

BknioyeHune ckpbiToro SSID

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# hidden true (Bkiitouerue ckpbitoro SSID. s
oTkntoueHus BeeguTe false)

Orpanleume KosinyectBa K/imeHToB Ha VAP

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# sta-limit X (rae X - makcumansHo 1onycTumMoe Ynicsio
MOAK/THYAEMbIX K BUPTYasIbHOM CETU K/IMEHTOB)

BknroyeHne nsonaunm KineHTos Ha VAP

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# station-isolation true (Bk/itoueHmne nsonaums tpacuka
mexay KnueHTamu B npegenax ogHoii VAP. ins oTknoueHus seeaute false)
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HacTpoiika orpaHMYeHnsA CKOPOCTU

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# shaper-per-sta-rx (Hactpoiika Leiinepa B
HanpaB/ieHUN OT KIMEHTOB (KaXA0ro B OTAENbHOCTH), MOAK/IHUYEHHbIX K AaHHol VAP, oo Touku AocTyna)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rze X - makcumaribHas
CKopocTb B K6UT/C)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHne

welinepa. Ans otkntoueHns seeaute off)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# shaper-per-sta-tx (Hactpoiika Lieiinepa B
HanpaB/eHUN OT TOUKM A0CTYNa A0 KIMEHTOB (KaXA0ro B OTAE/IbHOCTM), NOAKMOUYEHHbIX K AaHHOK VAP)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rae X - makcumvansHas
CKopocTb B K6UT/C)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (BkoueHne

werinepa. Ans otkntoyeHns seeaute off)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# exit

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# shaper-per-vap-rx (Hactpoiika Lieiinepa B
HanpaB/ieHUN OT KIMEHTOB (B CyMME), NOAK/THOUEHHbIX K AaHHol VAP, Ao ToukM AoCTyna)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rae X - makcumvansHas
CKopocTb B K6UT/C)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (BkntoueHve
werinepa. Ans otkntoueHns seeaute off)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# shaper-per-vap-tx (Hactpolika Leiinepa B
Hanpas/IeHUN OT TOUYKM A0CTYyNa [10 KIMEHTOB (B CyMME), NOAK/THUYEHHbIX K AaHHO VAP)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X - makcumvarnsHas
CKopocTb B K6UT/C)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bkouerne
werinepa. Ans otkntoueHns seeaute off)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# exit

BbiGop cnoco6a npuoputusaumm

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# priority-by-dscp false (AHanuz npuoputeta s nons
CoS (Class of Service) TernpoBaHHbIX NaKeTOB. 3HA4YEHNE N0 yMo4YaHuto: true. B aTom
cnyvyae aHanusmpyetcs npuopuTeT 13 nons DSCP 3aronoska IP-naketa)
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HacTtpoiika KoHTponsa goctyna no MAC

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# acl
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/acl# mac
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rzae
XXXXXXXXXX:XX - MAC-agpec yCcTpoiicTBa, KOTOPOMY HEOOXO0AMMO paspeLLnTb/3anpeTnts goctyn. Ans
yaaneHusi agpeca us cnucka ncnonbayiite komaHay del)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/acl/mac# exit
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/acl# policy allow (BbiGop nosimTukmn, npu KoTopoii K
AaHHon VAP 6yaeT paspelleHo noaknvaTbcs To/1bko TeM knneHTam, MAC-agpeca KOTopbIX cogepXarcs
B CMMCKe. 3HaYeHne no ymonyaHuio: deny - nonnTrka, npy KOTOpoi K aaHHoi VAP GyaeT 3anpeLueHo
noakntoyatbesa knneHtam, MAC-agpeca KOTopbIX COAEPXaTcs B CrUCKE)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/acl# enable true (BiitoueHne BbIGpaHHOR NOANUTUKN
poctyna. ns otkntoueHuns seeanTe false)

MannuHr VLAN

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# vlan-mapping
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping# rule
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping/rule# add name1 (rae "namel" - umsi
npaBuna MannuHra. Ana yaaneHus npaeuia ncnonb3yiite komaHay del)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping/rule# name1
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping/rule/name1# eth-vlan-id X (rae X - VLAN
ID B Ethernet)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping/rule/name1# eth-priority X (rae X -
npuoputet 802.1P npu nepenaye B Ethernet. BoamoxHble 3HaueHus: 0-7, auto. Ecav npuoputet auto nnm
He onpeaeneH B AaHHO onuum - 6yAeT UCNob30BaTbCsA NCXOAHbIN)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping/rule/name1# wlan-vlan-id X (rae X - VLAN
ID Bo WLAN)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping/rule/name1# wlan-priority X (rze X -
npuoputet 802.1P npu nepegave Bo WLAN. Bo3amoxHble 3HadeHus: 0-7, auto. Ecniv npnoputeT auto uam
He onpeaeneH B AaHHO onuum - 6yAeT UCNob30BaTbCsA NCXOAHbIN)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping/rule/name1# exit
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping/rule# exit
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/vlan-mapping# enable true (BksitoueHve vlan-

mapping. Ans otknoueHus seeaute false)
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OrpaHuyeHve KoNMyecTBa MyJIbTUKACTOBbLIX Fpynn A/s KANeHTa

06&96 orpaHunyeHuve KonnydecrtBa rpynn Anda KaxKanoro KainedHTta, nogKknro4YeHHOro K AaHHOVI VAP

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# multicast-group-limits
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits# default-limit X (rze X -
MaKCMMaslbHOe KOMMYeCTBO MY/IbTUKACTOBbIX Py, HA KOTOPbIE MOXET NOoANUCAaTLCA K/UEHT.
Bo3moxHble 3HaueHus: 1-64. Mo ymonyaHuio: 64)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits# enable true (Bx/ioueHne
multicast-group-limits. ns otkntoueHns seeaute false)

NuanBuagyanbHoe orpaHuvyeHne Konu4vecTBa rpynn Ana onpeaeneHHoro KameHTa

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# multicast-group-limits
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits# mac
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits/mac#

add XXXXXOEXXXXXX (rae XXXXXXXX:XX: XX - MAC-agpec ycTpoiicTBa, A1t KOTOPOro 3aAaeTcs
orpaHuyeHve. ns yaaneHus ucnonb3yiite komaHay del)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits/mac# XX:XX:XX:XX:XX:XX (rae
XX XX XX XX XX:XX - MAC-aapec ycTpOICTBa, 715 KOTOPOro 3a[aeTcsa orpaHnyeHmne)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# limit
X (roe X - MakcumasibHoe KO/IM4YecTBO My/IbTUKACTOBbIX TPy, HA KOTOPble MOXET NOANNCaTbCS JaHHbIN
KNMeHT. Bo3MOXHble 3HaueHus: 1-64)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits/mac# exit
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits# enable true (Bk/itoueHne
multicast-group-limits. ns otkntoueHns seeuTe false)

[lns BCeX KNNEHTOB, A1 KOTOPbIX HE YKa3aHO MHAMBUAYa/IbHOE orpaHuyeHmve - ByaeT NpUMeEHSTLCA obLiee
orpaHuyeHne konuyecTsa rpynn, 3agaHHoe B «default-limit».

dunbrpaumns BPDU nakeToB

Hacrtpoiika counsrpaunm BPDU naketoB ana onpegeneHHovi VAP

WOP-2ac-LR5(config):/interface/wlan1-va0# common
WOP-2ac-LR5(config):/interface/wlan1-va0/common# bpdu-filter true (Bx/itoueHne chunstpaumn BPDU
nakeToB Ha gaHHoi VAP. ins otkntoueHus BeeauTe false)

Hactpoiika dounsrpaummn BPDU naketoB ans uitepdeiica eth0

WOP-2ac-LR5(config):/interface/ethO# common
WOP-2ac-LR5(config):/interface/eth0/common# bpdu-filter true (Bkntouenve cunstpaiyn BPDU
nakeToB Ha MHTepdoelice eth0. ins oTkntoueHus BeeauTe false)
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5.4 HacTtpoiikn Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CmeHa paguokaHana, WWPUHbI NOIOCbl U MOLHOCTY paguonHTepdelica

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlan1

WOP-2ac-LR5(config):/interface/wlan1# wlan

WOP-2ac-LR5(config):/interface/wlan1/wlan# radio
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# tx-power X (rzae X - ypoBeHb MOLHOCTY B AEM)
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# channel X (rae X - Homep ctatnyeckoro kaHana, Ha
KOTOpoM GyaeT paboTaTb TOUKA)

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# bandwidth X (rae X - wupuHa kaHana)

5.4.1 [ononHutenbHble HacTpolikn Radio

N3meHeHue pexuma pa6oTbl paguo nHtepdeiica

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# work-mode X (rze X - pexxum paboTsl paamo
nHTepdpeiica cornacHo ctaHgapty IEEE 802.11. Bo3aMOXHble 3Ha4YeHus: a, an, ac)

Bk/itoueHne (OMKCMPOBAHHON LIEHTPAJIbHOI YacTOoThl

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# center-frequency true (Bk/itoueHne onkCpoBaHHONM LeHTPasIbHON
yacTtoTbl. [Ansa oTkntoveHus Beeaute false)

N3meHeHNne OCHOBHOro KaHana

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# control-sideband lower ([apavietp moxeTt
NpVHMMAaTh 3HadyeHue: lower, upper. Mo ymonyaHuto: upper)

BknroyeHne ncnosib3oBaHMA KOPOTKOro 3aluTHOro MHTepBasia

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# sgi true (Bi/itoueHne 1cnonb30BaHus YKOPoYeHHoro
3alMTHOro MHTepBasia Ans nepegayn AaHHbix - 400 He, BMecTo 800 He. Ans oTkntoyeHns Beeaute false)
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BknroueHue STBC

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# stbc true (Bk/itoueHne metoaa npocTpaHCTBEHHO-
BpeMeHHOro 61104Horo koanposaHus (STBC), HanpaBieHHOro Ha NoBbILLEHNE HAAEXHOCTU Nepeaayn
AaHHbIX. [ns oTknoueHus BBeauTe false)

BkntoyeHue arperayuu

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# aggregation true (Bk/toueHvie arperatymn Ha Radio -
noaaepxkn AMPDU/AMSDU. ins otkntoueHus Beeaute false)

BkJ1lou€eHMe NCNoJ/Ib30BaHUA KOPOTKOIA npeamMoy bl

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# short-preamble true (Bk/itoueHne ncnonb3oBaHms
KOPOTKOV Npeam6y/ibl nakeTa. AN oTknodeHus seeauTe false)

HacTpoiika nonnuHra

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# polling
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/polling# enable true (Bkiouenvie nonauvtra. [ns
oTkntoueHus BeeauTe false)

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/polling# tx-duration X (rge X - makcumasisHo
BO3MOXHOE Bpems nepegaun Tpadvka aboHEHTCKO cTaHumel B Mc. BoamoxHble 3HadyeHust: 1-100. Mo
yMosnyaHuto: 10)

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/polling# tx-modulation X (CkopocTs nepegaun ans
ynpaBnsoLwWwmx naketoB. Bo3MoxHble 3HaueHust: 6, 9, 12,18, 24, 36, 48, 54. Mo ymonyaHuto: 24)

BkntoueHve (UKCUPOBaHHOI KaHaIbHOI CKOPOCTU Nepeaaun

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# fixed-rate X (rze X - HazBaHve MoaynAaLMN 3arnasHbIMY ByKBamMm
6e3 npobenos, Hanpumep - OFDM54, MCS15, NSS2-MCS9. Pa3pelleHHble 3Ha4YeHUs ONpeaenstoTcs pexmmomM paboTbl
pagvonHTepdelica 1 WNUPUHOM NOMOCkl KaHaa)

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# enable-fixed-rate true (Bktountb hrKCMpoBaHHYO KaHaslbHYO
CKOpPOCTb nepegavn. 19 otknoveHns seeauTe false)
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OrpaHuMyeHMne KaHa/IbHOI CKOPOCTM nepegaun

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# maximal-rate-legacy X (rze X - HasBaHue
MOZAYNSALMK 3ar1aBHbIMK GykBamMK 6e3 Npo6enoB. MapamMeTp UCNoNb3yeTcst NPU NOAKMHHYEHUN KINEHTOB B
pexume IEEE 802.11a)

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# maximal-rate-ht X (rae X - HazBaHve Moaynaumm
3arnaBHbIMK 6ykBaMu 6e3 Npo6enos. MapamMeTp UCNo/Ib3YeTCsA NPV NOAK/IYEHNN KTMEHTOB B peXNMe
IEEE 802.11n)

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# maximal-rate-vht X (rae X - HazBaHve Moaynaumm
3arnaBHbIMK bykBaMu 6e3 Npo6enos. MapamMeTp MCNoIb3YeTCsA NPV NOAKIYEHNN KTMEHTOB B peXNMe
IEEE 802.117ac)

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# enable-maximal-rate true (Bx/iiounTs orpaHnyeHne
KaHasIbHOI ckopocTy nepegaun. Ansa otknoyeHus Beegute false)

BknoueHue welinepa Broadcast/Multicast

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# tx-broadcast-limit X (rae X - orpaHnueHmne nepenayn
LUMPOKOBELLLATENTbHOIO/MY/LTUKACTOBOIO Tpadhvka no 6eCNpoOBOAHON CETY, yKasblBAeTCA NMMMUT A1
LUMPOKOBeLLLATEeNbHOro Tpadinka B nak/c)

HacTtpoiika ACK-TaiimayTa

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# ack-timeout X (rze X - ACK-taiimayT. BO3MOXHbIEe
3HauyeHus: 1-255. Mo ymonyaHuto: 64)
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BknroyeHne QoS u nsmeHeHue napamMmeTpos

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# qos
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos# enable true (Ipy Bk/IOUEHHO 0NN
npumMeHstoTca napametpbl EDCA, 3aiaHHble B KOHdpurypauun. 4ns otkntoveHns seeanTe false)
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos# edca-ap (Hactpoiika napameTtpos QoS Toukn
aoctyna (Tpaduk nepeaaeTcsi OT TOYKM AOCTyna K KNMEHTY))
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos/edca-ap# bk (Hactpoiika napamerpos EDCA ans
HU3KonpuopuTeTHo ovepean (nproputeTsbl 802.1p: cs1, cs2))
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos/edca-ap/bk# aifs X (rae X - Bpems oxumaanms
KaApoB AaHHbIX, U3MepsieMoe B cnoTax. MpuHumaeT 3HadeHus 1-255)
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos/edca-ap/bk# cwmin X (X - HauasibHOe 3HauYeHne
BPEMEHU OXMAaHWA Nepes NOBTOPHON OTNpaBKol Kaapa, 3aaeTcs B MUIIMCEKYHAAX. MNpyHUMaeT
3HayeHus: 1, 3,7, 15,31, 63,127, 255, 511, 1023. 3HayeHne cwMin He MOXET MpeBbIWaTb 3Ha4YeHne
cwMax)

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos/edca-ap/bk# cwmax X (rae X - makcymasnsHoe
3HaYeHne BPeEMEeHV 0XnaaHusl nepes NoBTOPHOWN OTNPAaBKON Kaapa, 3a4aeTcs B MUNIMCEKYHAaX.
MprHumaeT 3HadeHns: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3HavyeHne cwMax A0/MKHO ObITb 60/bLLIE
3HauyeHus cwMin)

WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos/edca-ap/bk# txop X (rae X - uHtepsan BpemeHy,
B MUM/IMCEKYHAAx, koraa knveHTckas WME-cTaHUmMsA MMeeT NpaBo MHULMMPOBAaTh nepeaady AaHHbIX Mo
6ecnpoBOAHOI cpee K Touke gocTyna. MakcumanbHoe 3HaueHne 65535 MUnamMcekyHa)
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos/edca-ap/bk# exit
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos/edca-ap# exit
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos# edca-sta (HacTtpoiika napamerpos QoS ctaHLmm
KnneHTa (Tpadmk nepefaeTca OT CTaHLMKU KNeHTa 40 TOUKM A0CTyna))

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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5.5 Hactpoiika WDS

© nNpu koHdurypuposanum WDS-coeMHEHNsA HEOGXOAMMO, UTOGLI Ha YCTPOICTBAX, KOTOpPbIe
o6yayTt coeauHaTbcAa no WDS, B HacTpoiikax paguonHTepdeiica 6611 BbiIGpaH 04MHAKOBBIN
KaHa/ v WMpUHa KaHana (cMm. HacTpoliku Radio Bbiwwe).

HacTtpoiika WDS

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlan1-wds0 (BbiGop nuHka WDS. Bo3aMoxHble 3HaveHns: wlanT-wds0 -
wlan1-wds7)

WOP-2ac-LR5(config):/interface/wlan1-wds0# wds

WOP-2ac-LR5(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-azapec
BCTPEYHOI TOUKM A0CTyna)

WOP-2ac-LR5(config):/interface/wlan1-wds0/wds# exit

WOP-2ac-LR5(config):/interface/wlan1-wds0# common
WOP-2ac-LR5(config):/interface/wlan1-wds0/common# enabled true (Bisitouenve nunka WDS. 115
oTkNtoueHns seegute false)

WOP-2ac-LR5(config):/interface/wlan1-wds0/common# exit
WOP-2ac-LR5(config):/interface/wlan1-wds0# exit

WOP-2ac-LR5(config):/interface# wlan1

WOP-2ac-LR5(config):/interface/wlan1# wlan

WOP-2ac-LR5(config):/interface/wlan1/wlan# wds

WOP-2ac-LR5(config):/interface/wlan1/wlan/wds# security-mode WPA2 (BhiGop pexuma 6e3onacHocTm
WPA2. Bo3moxHoe 3HaueHue: off - 6e3 napons)

WOP-2ac-LR5(config):/interface/wlan1/wlan/wds# key-wpa password123 (K tou/naposis, Heo6xoanmbIii
A1 NOAKNIOUYEHNST K BCTPEYHOW Touke AocTyna. [ivHa Koya Ao/mMKHA CoCTaBNATb OT 8 A0 63 CMBO/IOB)
WOP-2ac-LR5(config):/interface/wlan1/wlan/wds# enabled true (BktoueHre WDS. [115 OTK/IHOUEHNS
BeeauTe false)

WOP-2ac-LR5(config):/interface/wlan1/wlan/wds# save

HacTpoiika BcTpeuHoii BC BbINONHAETCS aHa/I0MNM4YHO.
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BkntoueHMe BO3MOXHOCTU nepegayun 6onblunx naketos B WDS

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# eth0

WOP-2ac-LR5(config):/interface/eth0# eth

WOP-2ac-LR5(config):/interface/eth0/eth# jumbo-support true (Bk/ioueHne BO3MOXHOCTI Nepeaaqy
60/bLUMX NakeToB. N5 oTkNoueHns BeeauTe false)

WOP-2ac-LR5(config):/interface/eth0/eth# exit

WOP-2ac-LR5(config):/interface/eth0# exit

WOP-2ac-LR5(config):/interface# exit

YBenuuenue MTU Ha nHrepdeiicax:

WOP-2ac-LR5(config):/interface# eth0

WOP-2ac-LR5(config):/interface/eth0# common
WOP-2ac-LR5(config):/interface/ethO/common# mtu X (rae X - sHadenne MTU. MakcumvansHoe
3HaueHune 2400)

WOP-2ac-LR5(config):/interface/eth0/common# exit

WOP-2ac-LR5(config):/interface/eth0# exit

WOP-2ac-LR5(config):/interface# wlan1-wds0

WOP-2ac-LR5(config):/interface/wlan1-wds0# common
WOP-2ac-LR5(config):/interface/wlan1-wds0/common# mtu X (rae X - 3HaveHve MTU. MakcumarsHoe
3HaueHune 2400)

WOP-2ac-LR5(config):/interface/wlan1-wds0/common# save

5.6 CuncTeMHble HaCcTPOMKY

5.6.1 O6HoeneHue MO ycTponcTea

Oo6HoBneHune MO Toukn goctyna no tftp

WOP-2ac-LR5(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HaszBaHue cpaina MO> ([punmep: firmware
upload tftp 192.168.1.15 WOP-2ac-LR5-1.7.1_build_2.tar.gz)
WOP-2ac-LR5(root):/# firmware upgrade

O6HoBneHune MO Toukn goctyna no http

WOP-2ac-LR5(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MNO> (Mpumvep: firmware upload http
https://eltex-co.ru/upload/iblock/7f9/WOP-2ac-LR5-1.7.1_build_2.tar.gz)
WOP-2ac-LR5(root):/# firmware upgrade

MepeknoueHne Ha pe3epBHYIO Bepcuio MO Touku gocTyna

WOP-2ac-LR5(root):/# firmware switch
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5.6.2 YnpaBreHue KoHUrypaumei ycTpoictea

C6poc KoHhurypauumm ycTpoiictBa B Aepo/ITHOE COCTOsIHME 6e3 CoOXpaHeHUs1 NapamMeTpoB AoCcTyna

WOP-2ac-LR5(root):/# manage-config reset-to-default

C6poc KoHhurypaumm ycTpoiicTea B fepo/ITHOE COCTOSIHME C COXPaHEHEM NapamMeTpoB gocTyna

WOP-2ac-LR5(root):/# manage-config reset-to-default-without-management

CkauaTb KOHhMrypauuoHHbI chaiin ycTpoiicTBa Ha tftp cepBep

WOP-2ac-LR5(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> ([pvvep: manage-config download tftp
192.168.1.15)

3arpy3nTtb KOH(hUrypaunoHHblii haiin Ha ycTpoiicTBO c tftp cepBepa

WOP-2ac-LR5(root):/# manage-config upload tftp <ip-agpec tftp-cepsepa> <HasBaHue haiina
koHdcburypauum> (Mpumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-2ac-LR5(root):/# manage-config apply (IMpviveHeHne KoHhurypauuy Ha ToUky AocTyna)

5.6.3 Tepe3arpyska ycTpoiicTBa

KomaHaa ans nepesarpysku ycTpoiicTea

WOP-2ac-LR5(root):/# reboot

5.6.4 HacTtpoiika pexvuma ayTeHTucmkaumm

YCTPOIACTBO MMEET 3aBOACKYH YUETHYIO 3anvck admin ¢ naponem password. YaoanuTb AaHHY YUYETHYIO
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLI0 YKa3aHHbIX HIKE KOMaH.

M3meHeHMe napons gnsa yyeTHoii 3anmcu admin

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# authentication

WOP-2ac-LR5(config):/authentication# admin-password <HoBbIii Nnaposb ANA yyeTHol 3anucu admin>
(OT 1 po 64 cMBO/IOB, BK/ItOUAst NaTUHCKUE BYKBbI U LdpbI)

WOP-2ac-LR5(config):/authentication# save
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MmeeTca BO3MOXHOCTb CcO34aTb AONO/HUTENbHbIX NOMb30BaTeNnel A1 N0Ka/lbHON ayTeHTUdMKauny, a Takke
ayTeHTUdmkaumm yepes RADIUS.

© HosbIM NoNb30BaTENAM AO/MKHA 6bITh HA3HAYEHA OfHA U3 [BYX POJIEii:
admin — nonb3oBaTesib C TAKON Ponblo ByAeT MMETb NOJHbIA AOCTYN K KOH(UTYPUPOBAHUIO U
MOHUTOpUHTY BC;
viewer — nonb3oBartesib C TAKOWN Ponblo ByAeT MMeTb AOCTYN TONbKO K MOHUTOPUHTY BC.

COB,EI,aHI/Ie AOO0MNMOSTHUTENIbHbIX nosb3oBaresieli BbINO/HAETCS cnegywouimMmm KoMmaHgammn:

JoGaBneHue HOBbIX NOJ/b30BaTene

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# authentication

WOP-2ac-LR5(config):/authentication# user

WOP-2ac-LR5(config):/authentication/user# add userX (rae " userX" - nmsi HoOBOVA y4eTHOI 3anucu. s
yaaneHust ncnonb3yiite komanay del)

WOP-2ac-LR5(config):/authentication/user# userX

WOP-2ac-LR5(config):/authentication/user/userX# login userX (rae "userX" - Msi HOBOI YUYeTHOI 3anuci)

WOP-2ac-LR5(config):/authentication/user/userX# password <Maponb gNnsA yyeTHol 3anucu
userX> (OT 1 go 64 cMBO/IOB, BK/ItOYasi NaTUHCKME BYKBbI U LndpbI)
WOP-2ac-LR5(config):/authentication/user/userX# role admin ([osb30Batesnto BbIAATCS Npasa Ha
KOHhUrypupoBaHue. Bo3MoXHOe 3HauYeHue: viewer - y4eTHOW 3anucu 6yaeT AOCTyNeH TONbKO
MOHUTOPWHI)

WOP-2ac-LR5(config):/authentication/user/userX# save

Ans ayTeHTUdmKaumm yepe3 RADIUS-cepBep HEOGXOAMMO HACTPOUTL NapamMeTpbl AOCTYNa K Hemy.

HacTpoiika napameTpoB goctyna K RADIUS-cepBepy

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# authentication

WOP-2ac-LR5(config):/authentication# radius

WOP-2ac-LR5(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X - IP-agpec RADIUS
cepBepa)

WOP-2ac-LR5(config):/authentication/radius# auth-port X (rae X - nopt RADIUS cepBepa, KOTopbli
MCNosb3yeTcs ANna ayTeHTUdUKaumm n astopusauun. Mo ymonyaxuto: 1812)
WOP-2ac-LR5(config):/authentication/radius# auth-password secret (rz1¢e "secret" - ko4 ana RADIUS
cepBepa, UCMob3yeMOoro A/ ayTeHTUdMKaLMmn 1 aBTopusaLmm)
WOP-2ac-LR5(config):/authentication/radius# exit

WOP-2ac-LR5(config):/authentication# radius-auth true (Bkntouerve pexnvia ayteHTudhukatim yepes
RADIUS-cepBep. [nsa oTkntoueHus BBeanTe false)

WOP-2ac-LR5(config):/authentication# save
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© Mpwu ayteHTudmkaumm yepes RADIUS-cepsep 06513aTe/IbHO HEOBXOAMMO CO3/aTh JIOKA/TbHYIO YUETHYHO
3anuco, kotopas byaeT aHasiornMyHa yvyeTHol 3anncu Ha RADIUS-cepBepe.
Mpy 3TOM B IOKa/IbHOW YYETHOW 3anncy 06513aTeNibHO Ao/MKHA ObITh YKasaHa posib, onpeaensowas
npaesa goctyna (admin unm viewer).
B cnyuae, ecniv RADIUS-cepBep okaxeTcs HefoCTyneH, ayTeHTUgmnKaLmsa npoiaeT no S10KasibHOM
YYETHOM 3anuncu.

5.6.5 Hactpoliika DCHP-snooping

KomaHgbl Ans HacTpoiiku DHCP-snooping

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# dhcp-snooping

WOP-2ac-LR5(config):/dhcp-snooping# enable true (BiitoueHne DHCP-snooping. 151 OTK/IHOUYEHNA
BeeauTe false)

WOP-2ac-LR5(config):/dhcp-snooping# vlan (HacTtpoiika DHCP-snooping a5t TerMpoBaHHOro Tpagouka)
WOP-2ac-LR5(config):/dhcp-snooping/vlan# add vlan-group (rze "vlian-group” - ums rpynnsi VLAN, ans
KoTopbIx 6yaeT pa6otatb DHCP-snooping)

WOP-2ac-LR5(config):/dhcp-snooping/vlan# vlan-group
WOP-2ac-LR5(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rae X - Homep VLAN, Y-Z - granasoH
VLAN, KoTopble 6yayT BXoAuTb B rpynny "vlan-group” n ans kotopbix 6yaet pabotate DHCP-snooping.
Mpumep KoHdurypauun nepedns VLAN: vid '10;100-110")
WOP-2ac-LR5(config):/dhcp-snooping/vlan/vlan-group# exit
WOP-2ac-LR5(config):/dhcp-snooping/vlan# exit

WOP-2ac-LR5(config):/dhcp-snooping# untag true (Bkntouervne DHCP-snooping 15 HETErMPOBaHHOTO
Tpacuka. Ans oTknoueHns seegute false)

© Mo ymonuaHuio, JOBEPEHHBLIM NMOPTOM cunTaeTca TosbKo eth0. Ans Bcex uHtepdelicos wlan1-vaX -
dhcp-trusted false. I3MeHUTb HACTPOIKN MOXHO C MOMOLLIbIHO KOMaH/, YKa3aHHbIX HUXE.

HacTpoiika gosepeHHoro nopta Ha VAP:

KomaHAbl ANS HACTPOIKU [OBEPEHHbIX NOPTOB

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlan1-va0

WOP-2ac-LR5(config):/interface/wlan1-va0# common
WOP-2ac-LR5(config):/interface/wlan1-va0/common# dhcp-trusted true (Bk/toueHne foBepeHHOro
noprta. NMpu 3Ha4yeHun true paspelwaetca pabota c DHCP-cepBepoMm, KOTOPbI HAXOAUTCA Ha CTOPOHE
KNneHTa, NOAKMYEHHOro K gaHHoi VAP. insa otknioveHuns seeaute false, B aTom ciyyae paboTta ¢ Takum
DCHP-cepBepom 6yaeT 3anpeLleHa)
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HacTpoiika gatbl U BpemeHU

KomaHAbl gns HAaCTPOWKN CUXPOHU3aLun BpeMeHu ¢ cepBepom NTP

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# date-time

WOP-2ac-LR5(config):/date-time# mode ntp (BkntoueHne pexuvima pa6otbl ¢ NTP. Bo3MOXHOe 3HaYeHNe:
manual - ycTaHoBKa BpeMeHM BPY4HYt0)

WOP-2ac-LR5(config):/date-time# ntp

WOP-2ac-LR5(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (YctaHoska NTP-cepeepa)
WOP-2ac-LR5(config):/date-time/ntp# exit

WOP-2ac-LR5(config):/date-time# common

WOP-2ac-LR5(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (YctaHoska
BPEMEHHOI 30HbI)

WOP-2ac-LR5(config):/date-time/common# save

5.7 MOHUTOpPUHr

5.7.1 Wi-Fi knnentnbl

[ns BbiBOAa MOHUTOPUHIra nogkntoveHHbIX Wi-Fi KnneHToB ncnosb3yeTca kKomaHaa:

monitoring associated-clients <mac-agpec knneHta 1>... <mac-agpec kiveHta N> filter <napameTp 1>...
<napameTtp N>,

roe <mac-afpec kveHTa 1>... <mac-agpec knmeHta N> - mac-agpeca KIMeHTCKMX YCTPOIACTB,
MOJK/MOUEHHbIX K TOUKe AocTyna. [115 Toro, YTo6bl BbIBECTU MHGDOPMALMIO MO BCEM K/IMEHTAM BBEAMTE
BMECTO <mac-agpeca knmeHta> all;

filter - cneunansbHoe c/10BO, NOC/IE KOTOPOrO YKa3blBaOTCSA NapameTpbl MOHUTOPWHIA, HEOGXOANMbIE
L1151 BbIBOZA MO KNMEHTY/KMEHTaM;

<napametp 1>... <napameTp N> - napameTp/napaMeTpbl MOHUTOPWHIA, HE06X0ANMbIE A5 BbIBOAA MO
KNNEHTY/KNNeHTam.

[nsa BbIBOAA cnucka NOAK/IYEHHbIX K TOYKE AOCTYNa KNIMEHTOB HAXXMUTE nocsie monitoring associated-
clients knaBuwy Tab.

WOP-2ac-LR5(root):/# monitoring associated-clients <Tab>

e0:d9:e3:7a:88:20
e0:d9:e3:93:f9:e0
all

[ns nonyyeHns cnucka napameTpoB MoHUTopuHra nocne filter HaxvmnTe knasuwy Tab.
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WOP-2ac-LR5(root):/# monitoring associated-clients all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5
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WOP-2ac-LR5(root):/# monitoring associated-clients (/1711 monitoring associated-clients all)

index

interface

state

hw-addr

ip-addr

hostname

authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-serial-number
eltex-firmware-version
eltex—-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

(0]
wlanl-va0

ASSOC AUTH_SUCCESS
e0:d9:e3:7a:88:20

192.168.1.1
WB-2P-LR5-revB
true

false

false

7814

0

0

13838

-89

-87

-44

-31

45

56

-38

-29

54

62

VHT NSS2-MCS8 SGI 780
VHT NSS2-MCS7 NO SGI 585

8OM

8OM

8OM

00:20:00

3

ac

WP29003628
2.5.0.165
WB-2P-LR5:rev.B
true

true

84 (not changed)
42 (not changed)
79
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Transmitted

Received
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Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:
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ofdmé

nssl-mcso0
nssl-mcs3
nssl-mcs4
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9

50 | 0%
1] o%

2 | 0%

2 | 0%

145 | 0%
1460 | 2%
1410 | 2%
6643 | 10%
35849 | 56%
13054 | 20%
5350 | 8%

index

interface

state

hw-addr

ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2

wlanl-va0

ASSOC AUTH_SUCCESS
€0:d9:e3:93:f9:e0
192.168.1.1
WB-2P-LR5-revC
true

false

false

88

0

0

0

-89

-87

=77

-55

12

32

-59

-74

103569 | 63967
100 |
146464636 | 88416430
103558 | 63919
143771443 | 86752825
11 | 48
685 | 671
Transmitted Received
14 | 0%
0 | 0%
0 | 0%
0 | 0%
5554 | 5%
0 | 0%
39022 | 37%
0 | 0%
43338 | 41%
14668 | 14%
973 | 0%
| Clients
| IP | Count | IP
XXX.127.10.101 | 1]
XXX.0.0.251 | 1| 169.
XXX.0.0.252 | 1| 169.
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snr-from-sta-1
snr-from-sta-2

36
24

tx-rate VHT NSS2-MCS5 NO SGI 468
rx-rate VHT NSS1-MCS8 NO SGI 351
rx—bw 80M

rx-bw-all 260M

tx-bw 80M

uptime 00:10:37
multicast-groups-count 0

wireless-mode ac

eltex-serial-number WP32000132
eltex-firmware-version 2.5.0.165
eltex-board-type WB-2P-LR5:rev.C
perftest-capable true

snr-rssi-capable true

link-capacity
link-quality

60 (not changed)
100 (not changed)
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link-quality-common 100

actual-tx-rate 0

actual-rx-rate 0

shaped-rx-rate 0

actual-tx-pps 0

actual-rx-pps 0

shaped-rx-pps 0

polling-max-resp-delay 0

name 1

Rate Transmitted Received

Total Packets: | 51 | 238 |
TX success: | 100 | |
Total Bytes: | 8418 | 76830 |
Data Packets: | 40 | 202 |
Data Bytes: | 6901 | 69636 |
Mgmt Packets: | 11 | 36 |
Mgmt Bytes: | 477 | 1396 |
Rate Transmitted Received

ofdmé | 13 | 25% 37 | 15%
nssl-mcs4 | © | 0% 3 1%
nssl-mcs5 | 4 | 7% 0 | 0%
nssl-mcs8 | © | 0% 20 | 8%
nss2-mcsl | © | 0% 8 | 3%
nss2-mcs2 | © | 0% 10 | 4%
nss2-mcs3 | 2 | 3% 18 | 7%
nss2-mcs4 | 20 | 39% 21 | 8%
nss2-mcs5 | 12 | 23% 38 | 16%
nss2-mcsé6 | © | 0% 78 | 32%
nss2-mcs7 | © | 0% 4 | 1%

Multicast groups: none
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BbiBOA, UH(hOpPMALUU MO KOHKPETHOMY/KOHKPETHBLIM KNIMEHTY/K/IMeHTam

WOP-2ac-LR5(root):/# monitoring associated-clients e0:d9:e3:93:f9:e0 (ecTb BO3MOXHOCTL YKasaTh
HEeCKO/IbKO mac-azpecos, Harnpumvep, monitoring associated-clients e0:d9:e3:93:f9:e0 e0:d9:e3:7a:
88:20)

index 1

interface wlanl-va@
state ASSOC AUTH_SUCCESS
hw-addr e0:d9:e3:93:f9:e0
ip-addr 192.168.1.1
hostname WB-2P-LR5-revC
authorized true
captive-portal-vap false
enterprise-vap false
rx-retry-count 89

tx-fails 0
tx-period-retry 0
tx-retry-count 0

noise-1 -89

noise-2 -88

rssi-1 -60

rssi-2 -60

snr-1 29

snr-2 28
rssi-from-sta-1 -59
rssi-from-sta-2 -74
snr-from-sta-1 36
snr-from-sta-2 24

tx-rate VHT NSS1-MCS9 NO SGI 390
rx-rate VHT NSS1-MCS8 NO SGI 351
rx—bw 80M

rx-bw-all 80M

tx-bw 80M

uptime 00:12:26
multicast-groups-count 0

wireless-mode ac

eltex-serial-number WP32000132
eltex-firmware-version 2.5.0.165
eltex-board-type WB-2P-LR5:rev.C
perftest-capable true

snr-rssi-capable true

link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

polling-max-resp-delay

name

50 (not changed)
100 (not changed)
100

ol oo oM oMo
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Total Packets:

TX success:
Total Bytes:

Data
Data
Mgmt
Mgmt

Packets:
Bytes:
Packets:
Bytes:

ofdmé

nssl-mcs4
nssl-mcs5
nssl-mcs8
nssl-mcs9
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7

Multicast groups: none

Transmitted

100
8737

24%
0%
7%
0%
1%
0%
0%
3%

37%

24%
0%
0%

Received
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PunbTpayms napameTPoB MOHUTOPUHTA

WOP-2ac-LR5(root):/# monitoring associated-clients e0:d9:e3:93:f9:e0 filter hw-addr ip-addr tx-rate rx-
rate uptime (BbIBOA, OrpaHNYEHHOI0 KO/IMYECTBa NapamMeTpPoB MOHUTOPUHIA MO ONpeAeIeHHOMY KNEHTY.
ECTb BO3MOXHOCTb YKa3aTb HECKO/IbKO mac-aipecoB)

hw-addr
ip-addr
tx-rate
rx-rate
uptime

e0:d9:e3:93:f9:e0
192.168.1.1

VHT NSS1-MCS9 NO SGI 390
VHT NSS2-MCS4 NO SGI 351
00:15:07

WOP-2ac-LR5(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode
interface (BbIBOg, OrpaH/4YeHHOro KonMyecTea NnapamMeTpoB MOHUTOPUHIA MO BCEM K/IMEHTaM)

hw-addr
rssi-1

rssi-2
wireless-mode
interface

hw-addr
rssi-1

rssi-2
wireless-mode
interface

5.7.2 WDS

e0:d9:e3:7a:88:20
-43

-34

ac

wlanl-va0

e0:d9:e3:93:f9:e0
-52

-51

ac

wlanl-va0

[na moHntopuHra WDS-coeMHeHuUi cnosnb3yeTcs KomaHaa:

monitoring wds-entries <mac-agpec BCTpeyHol ctaHuuu 1>... <mac-agpec BcTpeyvHol ctaHuum N> filter

<napametp 1>... <napameTp N>,

rae <mac-aipec BCTPEYHOI cTaHumm 1>... <mac-afpec BCTPEYHON cTaHumm N> - mac-agpeca BCTPEYHbIX
6a30BbIX CTaHLMIA, C KOTOpPbIMU NOCTPoeHbl WDS-MoCTbI. 151 TOro, YTo6bl BbIBECTU MHGDOPMALMIO NO BCEM
BCTPEYHbIM CTaHLMsIM BBEAMTE BMECTO <mac-apeca BCTPeUHo cTaHumu> all;

filter - cneunansHoe ¢noBo, NOCe KOTOPOTrO YKa3blBaOTCA NapamMeTpbl MOHUTOPUHTE, HEOGXOAVMbIE
[N51 BbIBOZA MO OAHO UMW HECKOSIbKUM BCTPEYHbIM BC;

<napameTtp 1>... <napameTp N> - napameTp/napameTpbl MOHUTOPUHTE, HEOGXOAMMbIE A1 BbiBOAA MO
Of1HOI U/ HECKO/TbKMM BCTPeYHbIM BC.

[nsa BbiBoga cnucka BC, ¢ kotopbiMn noctpoeHbl WDS-MOCTbI, HkKMuTe nocsie monitoring wds-

entries knasuwwy Tab.
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WOP-2ac-LR5(root):/# monitoring wds-entries <Tab>

e8:28:cl:ef:21:e0
e8:28:cl:ef:22:a0
all

[N nonyyeHusi cnmucka napameTpoB MoHuUTopuHra noche filter Haxmute knasumwy Tab.

WOP-2ac-LR5(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1
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BbiBopg, nHchopmaymm no Bcem BCTpeuHbim BC

WOP-2ac-LR5(root):/# monitoring wds-entries (11711 monitoring wds-entries all)

index 0

interface wlanl

state WIFI_WDS
hw-addr e8:28:cl:ef:21:e0
ip-addr 100.110.1.56
hostname WOP-2ac-LR5-SYNC
authorized false
captive-portal-vap false
enterprise-vap false
rx-retry-count 2280
tx-fails 1
tx-period-retry 3
tx-retry-count 289

noise-1 -88

noise-2 -88

rssi-1 -32

rssi-2 -40

snr-1 56

snr-2 48
rssi-from-sta-1 -39
rssi-from-sta-2 -37
snr-from-sta-1 53
snr-from-sta-2 57

wds-interface wlanl-wds@

tx-rate VHT NSS2-MCS8 SGI 780
rx-rate VHT NSS2-MCS7 NO SGI 585
rx—bw 80M

rx-bw-all 80M

tx-bw 80M

uptime 00:17:04
multicast-groups-count 0

wireless-mode ac

1.10.0 build 167
WOP-2ac-LR5 SYNC

eltex-firmware-version
eltex—-board-type

perftest-capable true
snr-rssi-capable true
link-capacity 78
link-quality 62
link-quality—-common 60
actual-tx-rate 1
actual-rx-rate 8
shaped-rx-rate 0
actual-tx-pps 0
actual-rx-pps 11
shaped-rx-pps 0
polling-max-resp-delay 0
name 0
Rate Transmitted Received

90



PykoBoacTBO no akcnnyataumm WOP-2ac-LR5

Total Packets: | 647 | 14394 |
TX success: | 99 | |
Total Bytes: | 240528 | 1769612 |
Data Packets: | 639 | 14386 |
Data Bytes: | 219677 | 1308671 |
Mgmt Packets: | 8 | 8 |
Mgmt Bytes: | 405 | 589 |
Rate Transmitted Received

dsss2 | 1 | 0% 0 | 0%
ofdmé | 8 | 1% 11 | 0%
nssl-mcsoO | 1 | 0% 17 | 0%
nssl-mcsl | © | 0% 9 | 0%
nssl-mcs2 | © | 0% 20 | 0%
nssl-mcs3 | © | 0% 3 0%
nssl-mcs4 | 5 | 0% 60 | 0%
nssl-mcs5 | 28 | 4% 24 | 0%
nssl-mcsé6 | 21 | 3% 21 | 0%
nssl-mcs7 | 18 | 2% 3 0%
nssl-mcs8 | 55 | 8% 232 | 1%
nssl-mcs9 | 17 | 2% 407 | 2%
nss2-mcsl | © | 0% 12 | 0%
nss2-mcs2 | © | 0% 1| 0%
nss2-mcs3 | 19 | 2% 96 | 0%
nss2-mcs4 | 52 | 8% 250 | 1%
nss2-mcs5 | 28 | 4% 1063 | 7%
nss2-mcsé6 | 31 | 4% 2265 | 15%
nss2-mcs7 | 192 | 29% 9421 | 65%
nss2-mcs8 | 127 | 199% 429 | 2%
nss2-mcs9 | 44 | 6% 49 | 0%
Multicast groups: none

index | 1

interface | wlanl

state | WIFI_WDS

hw-addr | e8:28:cl:ef:22:a0

ip-addr | 100.110.1.57

hostname | WOP-2ac-LR5-SYNC

authorized | false

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 2180

tx-fails | 1

tx-period-retry | 3

tx-retry-count | 289

noise-1 | -88

noise-2 | -88

rssi-1 | -32

rssi-2 | -40

snr-1 | 56

snr-2 | 48

rssi-from-sta-1 | -39
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rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
wds-1interface

tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-firmware-version
eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

Total Packets: |
TX success: |
Total Bytes: |
Data Packets: |
Data Bytes: |
Mgmt Packets: |
Mgmt Bytes: |

I

I
nssl-mcsoO |
nssl-mcsl |
nssl-mcs2 |
nssl-mcs3 |
nssl-mcs4 |
nssl-mcs5 |
nssl-mcsé6 |
nssl-mcs7 |
nssl-mcs8 |
nssl-mcs9 |
nss2-mcsl |
nss2-mcs2 |
nss2-mcs3 |
nss2-mcs4 |
nss2-mcs5 |

=37
53
57

80M
80M
80M

0
ac

true
true
78
62
60

1

8

0]

0]

11

0]

0]

0]

Transmitted

99
240528
639
219677

wlanl-wds0
VHT NSS2-MCS8 SGI 780
VHT NSS2-MCS7 NO SGI 585

00:17:04

1.10.0 build 167
WOP-2ac-LR5 SYNC

0%
1%
0%
0%
0%
0%
0%
4%
3%
2%
8%
2%
0%
0%
2%
8%
4%

Received

1769612
14386
1308671

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5
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PyKoBO/ACTBO Mo akcnyatauum WOP-2ac-LR5

nss2-mcsé | 31 | 4% 2265 | 15%
nss2-mcs7 | 192 | 29% 9421 | 65%
nss2-mcs8 | 127 | 19% 429 | 2%
nss2-mcs9 | 44 | 6% 49 | 0%

Multicast groups: none
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BbiBOA, UH(hOpMALUU MO OAHOI UM HECKONIBKUM BCTPeUHbIM BC

WOP-2ac-LR5(root):/# monitoring wds-entries e8:28:c1:ef:21:e0 (ecTb BO3MOXHOCTL YKa3aTb HECKO/LKO
mac-apecos, Harnpuvep, monitoring wds-entries €8:28:c1:ef:21:e0 e8:28:c1:ef:22:a0)

index | ©

interface wlanl
state WIFI_WDS
hw-addr e8:28:cl:ef:21:e0
ip-addr 100.110.1.56
hostname WOP-2ac-LR5-SYNC
authorized false
captive-portal-vap false
enterprise-vap false
rx-retry-count 2743
tx-fails 1
tx-period-retry 1
tx-retry-count 387
noise-1 -88
noise-2 -87

rssi-1 -35

rssi-2 -40
snr-1 53
snr-2 47
rssi-from-sta-1 -52
rssi-from-sta-2 -48
snr-from-sta-1 39
snr-from-sta-2 45

wds-interface

wlanl-wds@

tx-rate VHT NSS2-MCS7 SGI 650
rx-rate VHT NSS2-MCS7 SGI 650
rx—bw 80M

rx-bw-all 80M

tx-bw 80M

uptime 00:20:47
multicast-groups-count 0

wireless-mode ac

eltex-firmware-version
eltex-board-type

1.10.0 build 167
WOP-2ac-LR5 SYNC

perftest-capable true
snr-rssi-capable true
link-capacity 61
link-quality 75
link-quality—-common 59
actual-tx-rate 1
actual-rx-rate 22
shaped-rx-rate 0
actual-tx-pps 0
actual-rx-pps 13
shaped-rx-pps 0
polling-max-resp-delay 0
name 0

Rate

Transmitted

Received
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Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

nssl-mcso0
nssl-mcsl
nssl-mcs2
nssl-mcs3
nssl-mcs4
nssl-mcs5
nssl-mcs6
nssl-mcs7
nssl-mcs8
nssl-mcs9
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9

Multicast groups: none

99
293177
776
267942

245
173

0%
1%
0%
0%
0%
0%
0%
3%
2%
2%
7%
2%
0%
0%
2%
6%
4%
4%
31%
22%
7%

2082267
16902
1540814

391
514
12

107
457
1349
2545
10806
496

PykoBoacTBO no akcnnyataumm WOP-2ac-LR5
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PyKoBO/ACTBO Mo akcnyatauum WOP-2ac-LR5

duUnbTpaumsa napaMmeTPoB MOHUTOPUHTA

WOP-2ac-LR5(root):/# monitoring wds-entries e8:28:c1:ef:21:e0 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOZ, OrpaH1yYeHHOro KosimyecTsa napamMmeTpoB MOHUTOPMHIa No onpeaeneHHoi BC. EcTb
BO3MOXHOCTb YKa3aTb HECKO/IbKO mac-afipecoB)

hw-addr | e8:28:cl:ef:21:e0

ip-addr | 100.110.1.56

tx-rate | VHT NSS2-MCS9 NO SGI 780
rx-rate | VHT NSS2-MCS6 NO SGI 526.5
uptime | 00:22:31

WOP-2ac-LR5(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-
interface eltex-firmware-version (BbiBOZ OrpaHMY4EHHOr0 KOIMYECTBA NapamMeTPOB MOHUTOPUHTA MO BCEM
BC)

hw-addr

rssi-1

rssi-2

wireless-mode
wds-interface
eltex-firmware-version

hw-addr
rssi-1

rssi-2
wireless-mode
wds-interface

e8:28:cl:ef:21:e0
-38

-41

ac

wlanl-wds0

1.10.0 build 167

e8:28:cl:ef:22:a0
-60

-62

ac

wlanl-wdsl

eltex-firmware-version 1.10.0 build 167

5.7.3 Tect ckopocTun

HacTtpoiika Tecta ckopocTu

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# perftest

WOP-2ac-LR5(config):/perftest# server-ip X.X.X.X (rae X.X.X.X - IP agpec, kotopslii 6yaeT HazHa4eH
NHTephelicy abOHEHTCKOIM CTaHLUN HA BPEMS BbINOMHEHUA TecTa. o ymonyaHuio: 192.0.4.1.
PekomMeHAyeTCs HacTpavBaTb NOACETh, KOTOPas He UCMO/b3YETCs Ha AeNCTByoLWEl CeTh)
WOP-2ac-LR5(config):/perftest# client-ip X.X.X.X (rge X.X.X.X - |P agpec, koTopblii 6yaeT HaszHaveH
NHTeppelicy 6a30BOI CTaHLUN Ha BPEMS BbIMOSIHEHUS TecTa. Mo ymonyanuto: 192.0.4.2. PekomeHayeTcs
HacTpamBaTb NO/CETb, KOTOpasi He UCMONb3YeTCs Ha AeCTBYOLLENR ceTn)
WOP-2ac-LR5(config):/perftest# netmask X.X.X.X (rae X.X.X.X - macka noficetu, Kotopas Mcrnosib3yrTcs
Ans Tecta. Mo ymonyanuio 255.255.255.0)

WOP-2ac-LR5(config):/perftest# vlan-id X (rze X - VLAN ID, ncnons3yemsiii ns Tecta. Mo ymonyaxuo: 7.
PekomeHayeTcs HacTpavBaTb VLAN ID, KOTOpbIii He NCMNo/b3yeTcs Ha AeACTBYOLEN CeTr)
WOP-2ac-LR5(config):/perftest# save
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5.7.4 WNucpopmauusa o6 ycTpouctee

WOP-2ac-LR5(root):/# monitoring information

system-time: 19:21:43 17.09.2021
uptime: 1 d 04:19:13
software-version: 1.10.0 build 167
secondary-software-version: 1.10.0 build 167
boot-version: 1.6.0.418
memory-usage: 67

memory-free: 30

memory-used: 61

memory-total: 92

cpu: 1.23

is-default-config: false
board-type: WOP-2ac-LR5
hw-platform: WOP-2ac-LR5
factory-wan-mac: EO:D9:E3:91:F4:F0
factory-lan-mac: EO:D9:E3:91:F4:F0
factory-serial-number: WP2A000200
hw-revision: 1.4
session-password-initialized: false
ott-mode: false
last-reboot-reason: reboot by user
test-changes-mode: false

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5
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5.7.5 CeteBas nHpopmaums

WOP-2ac-LR5(root):/# monitoring wan-status

interface: bro
protocol: dhcp
ip-address: 100.110.0.226
mac: e8:28:c1:00:fb:abd
mask: 255.255.255.0
gateway: 100.110.0.1
DNS-1: 100.110.0.253
DNS-2: 172.16.0.253
rx-bytes: 10438959
rx-packets: 29792
tx-bytes: 3912647
tx-packets: 21352

WOP-2ac-LR5(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx—-bytes: 10515558
rx—-packets: 30323
tx-bytes: 4052982
tx-packets: 21664

WOP-2ac-LR5(root):/# monitoring arp

9c:5c:6e:83:e5:5d
a8:f9:4b:aa:3f:21

0 100.110.0.252
1 100.110.0.191

WOP-2ac-LR5(root):/# monitoring route

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

Destination Gateway
0.0.0.0 100.110.0.1
100.110.0.0 0.0.0.0

0.0.0.0
255.255.255.0

98



5.7.6 becnpoBofHble MHTEpMeChbI

WOP-2ac-LR5(root):/# monitoring radio

hwaddr:
status: on
noise-1: -92
noise-2: -91
utilization: 0
channel: 100

thermal: 31
bandwidth: 80
frequency: 5500

E8:28:C1l:xxXiXX:XX

5.7.7 WHdopmauma o coctositHum MCC

WOP-2ac-LR5-SYNC(root):/# monitoring cluster-synchronization

WOP-2ac-LR5-SYNC(root) :/# monitoring cluster-synchronization

status | running

e8:28:cl:ef:22:40 | true
e8:28:cl:ef:22:30 | true
e8:28:cl:ef:22:00 | true

PTP -info:
port-state
servo-state
master-offset
path-delay

Master Slot Delay Me
| true | 5 | © | false |
| false | 5 | © | true |
| false | 5 | © | false |
SLAVE
SERVO_LOCKED_STABLE
223
3376

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5
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5.7.8 )XXypHan cobbITuii

WOP-2ac-LR5(root):/# monitoring events

Jan 1 03:00:15 WOP-2ac-LR5 daemon.info networkd[1054]:

lease on 100.110.0.226.

Dec 7 17:03:00 WOP-2ac-LR5 daemon.info monitord[1150]: event:

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

DHCP-client: Interface br0 obtained

'authenticated' mac:

EQO:D9:E3:7A:BE:CO ssid: 'test' dinterface: wlanl-va® channel: 40 rssi: -65 location: 'root'

reason: 0

Dec 7 17:09:48 WOP-2ac-LR5 daemon.info monitord[1150]: event:

'deauthenticated by AP' mac:

EQO:D9:E3:7A:BE:CO ssid: 'test' dinterface: wlanl-va® channel: 40 rssi: -64 location: 'root'

reason: 3 description: 'Deauth at STA leave BSS'
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5.7.9 CnekTpoaHasM3aTop
CnekTpoaHanm3arop npefocTtasnseT MHPOPMaL Mo O 3arpyXXeHHOCTU KaHas10B.

Bpems aHanu3a Bcex paaroKkaHaioB AvanasoHa COCTaB/seT NPUMEPHO 5 MUHYT.

© O6parute BHUMaHUE, UTO BO BpeMsi pa6oThbl CeKTpoaHaIM3aTopa NPOUCXOAUT OTK/TIOUEHMe
BCEX K/IMEHTOB OT 6a30BOI CTaHLUUU. AGOHEHTCKME CTaHLMM NOAK/II0YATCA CHOBA TO/IbLKO TOrAa,
KorAa CneKkTpoaHasim3aTop 3aKOHYUT CBOIO paGoTy.

B pe3ynbTate paboTbl CNeKkTpoaHan3aTopa B KOHCO/b GyAeT BblAaHa MHpopMaLMs 0 3arpy3ke Kaxaoro
KaHana (B npoueHTax):

WOP-2ac-LR5(root):/# monitoring spectrum-analyzer

Channel| CCA
36| 4%
37| 3%
38| 1%
39| 5%
40| 3%
41| 5%
42| 1%
43| 6%
44| 4%
45| 3%
46| 1%
47| 4%
48| 4%
49| 4%...
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6 lMpoueaypa BOCCTAHOBNEHMSI CUCTEMbBI NOCe 6051 NpPY 0OHOBNEHMM NPOrPamMMHOro
obecneyeHuns

Ecnv npwv BbINOMHEHWM NpoLEeAypPbl 06HOBMEHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdpeiic unm
yepes MexaH13mM aBTOMaTMYeCckoro 0GHOB/IeHUst Ha OcHOBe npoTokosia DHCP) npousolen c6oii (Hanpumep,
13-3a CNly4aiiHOro OTK/THOUEHUsI MUTaHKS), B pe3y/bTaTe Yero JasibHelias paboTa ycTpoiicTBa ctana
HEBO3MOXHOI (MHAMKaTop «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMO/b3YTECH CeAyoWmM
a/IrTopMTMOM BOCCTAHOB/IEHUSA Pa6oTOCNOCOGHOCTM YCTPOIACTBA:

PacnakyiiTe apxvB ¢ dpain/ioMm NporpaMMHOro obecneyeHus.

MoakntoumTe MK K NOPTY YCTPOWCTBA, YCTAHOBUTE Ha CETEBOM MHTepdielice agpec U3 NoaceTu
192.168.1.0/24.

3anyctuTe Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B
KauecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaumn Bobibepute gaiin linux.bin n3
pacnakoBaHHOIO apxvsa nporpaMmMHoOro obecrnevyeHus.

3anycTuTe KomaHgy oTnpasku thaiina Ha yaaneHHblin xocT (komaHga Put). [lo/mkeH 3anycTuTbCs
npouecc nepefayv aiina Ha yCTponcTBeo.

Ecnv npouecc nepegauu thainna Havasncs, LOXAMTECH €r0 OKOHYaHWS, MOC/1e Yero yCTPonCTBO
npov3BefeT 3an1cb NPOrpaMMHOro o6ecrnevyeHuns B NnamAaTb U aBTOMAaTUYECKN BbIMOJTHUT 3aryck
cucTembl. Bpems 3anuncu coctaBnsieT okosio 8 MUHyT. O6 ycneLwwHOM BOCCTaHOB/IEHMMN YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIV WX 3eNeHbIR LUBET nHankatopa «Power». [Npy aToM Ha ycTpolicTee
coXpaHsieTcs KoHdurypauums, kotopas 6bi1a fo c6os. Ecnm nogknoumTbes K YCTPONCTBY He yaaétcs —
npousseanTe c6pOC Ha 3aBOACKNE HACTPOIKN.

Ecnu npouecc nepegauu thainna He Hadyasics, y6eanTechb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMnbloTepa 1 nonpobyiTe elle pa3. B cnyyae Heyaayum — yCTPOMNCTBO HEOOGXOAMMO OTNPaBnTb B
PEMOHT N160 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUMBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneupanbHblii agantep (Npy ero HaIMunm).
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7 CnncoK nameHeHun

Bepcusa nokymeHTa [ata Bbinycka CopgepxaHme N3MeHeHW
Bepcua 2.0 31.01.2022 CuHxpoHusaums ¢ sepcuein MO 1.10.0
[obaBneHo:

+ 5.2.3 NogMeH0 «KOHTPO/b
[OCTYNHOCTW»

KoppekTupoBka:

* 4.5.1 NogmeHto «Wi-Fi knneHTbI»

+ 4.5.7 NopmeHto «NHdopmauns o
pagvouHTepdeiice»

* 4.9.1 NogMeH0 «CuctemHas
KOHGurypaums»

+ 5.3.4 lononHuTtenbHble HacTpoikn VAP

Bepcna 1.10 11.10.2021 CuHxpoHusaums ¢ sepcuein MO 1.9.0

[obaBneHo:

+ 3.3 PekomeHgaummn no obecneveHunto
rpo303aLmnThl

+ 3.5 MoHTax komnnekta WOP-2ac-LR5
RFE

+ 5.6.5 HacTpoiika DHCP Snooping

KoppekTupoBska:

+ 4.5.1 NogmeHto «Wi-Fi KNMMeHTbI»

+ 4.5.2 NogmeHo «WDS»

+ 5.3.4 ononHuTenbHble HacTpoiikn VAP
* 5.7 MOHUTOPWUHT
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Bepcusa 1.9

Bepcna 1.8

Bepcua 1.7

Bepcua 1.6

Bepcusa 1.5

Bepcua 1.4

25.06.2021

21.12.2020

20.08.2020

07.04.2020

31.01.2020
11.12.2019

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

CurHxpoHu3auus ¢ Bepcueii MO 1.8.2
[ob6aBneHo:

+ 4.5.8 NogmeHo «<MexcekTopHas
CUMHXPOHM3aLMA»

+ 5.6.4 HacTpoiika pexmma
ayTeHTUduKaunm

+ 5.7.2 TecT ckopocTH

KoppekTupoBka:

*+ 2.3 OCHOBHbIE TEXHNYECKNE
napameTpbl

4.5.1 MoameHo «Wi-Fi KnneHTbI»
4.5.7 NogmeHto «MHpopmaumsa o
paavouHTepdeiice»

4.6.3 NogmeHto «CUHXPOHM3aLMA»
4.10.4 NMogmeHIo «AyTeHTudomkKaumsa»
+ 5.2 HacTtpolika ceTeBbIx NapaMeTpoB
+ 5.4.1 JononHUTENbHbIE HACTPOWNKM
Radio

5.6.4 HacTpoiika pexuma
ayTeHTUduKaunm

5.7.3 ViHdhopmavnmsa 06 ycTpoincTee

CuHxpoHusaums ¢ sepcuein MO 1.7.0

[obaBneHo:

+ 4.6.3 NogMeH «CUHXPOHM3aLUNsI»
+ 5 YnpaBneHue ycTponcTBOM C
NOMOLLbHO KOMaHAHOW CTPOKM

CuHxpoHu3auus ¢ Bepcueit MO 1.6.0
[Jo6asneHo:

* 4.3 TeCcTOBbI pexum

+ 4.5.7 NopmeHo «MHdopmauns o
pagvouHTepdeiice»

* MNopgpasgen «KoHTposb goctyna no
MAC» B nogmeHio «VAP»

KoppekTuposka n ogmeHto «Ctatuctuka no
Tpaduky»

CuHxpoHusaums ¢ sepcuein MO 1.5.0

KoppekTnposka nogmeHto «O6HoBneHne MO
yCTponcTBa»

CuHxpoHu3auus ¢ Bepcueii MO 1.4.2

CuHxpoHusaums ¢ sepcuein MO 1.4.1
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Bepcusa 1.3 06.11.2019 CuHxpoHu3auus ¢ Bepcumeit MO 1.4.0
KoppekTuposka:

* 2.4 KOHCTPYKTVBHOE WCMOJTHEHNE

+ 3.3 MoHTax yctpoiictBa WOP-2ac-LR5
* 4.4.5)KypHan cobbITuii

+ 4.5.1 Radio

+ 4.5.2Qo0S

4.6 VAP

4.7 WDS

+ 4.8.1 CucrtemMHasa KoHurypaums

+ 4.8.2 flocTyn

+ 4.9.1 O6HoBNeHne MO ycTpolicTBa
* 4.9.6 flata n Bpems

+ 5 CnekTpoaHasimsaTop

[ob6aBneHo:

* 4.9.5 XypHan

Bepcua 1.2 28.06.2019 CuHxpoHusaums ¢ sepcuen MO 1.3.0
[obaBneHo:

+ CnekTpoaHanmsatop

Bepcusa 1.1 20.09.2018 CuHxpoHu3auus ¢ Bepcumeit MO 1.2.0
KoppekTtupoBska:

+ YacToTHbIe MON0ChI 1 KaHasbl B
AnanasoHe STTuy n 6 My gna Wi-Fi

* NHchopmaumsa 06 ycTpoincTee

* Wi-Fi knneHThI

+ CkaHupoBaHwue adpmpa

+ fJoctyn
Bepcusa 1.0 28.04.2018 MepBas nybnvkaums
Bepcusa nporpaMMHOro 1.10.0

obecneyeHus
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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