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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

1 Onwucanue VP-12(P)

* HasHauyeHune

+ CTpyKTypa 1 NpUHUMN padoTbl

+ XapakTepuCTUKKN yCTpoincTea

* KOHCTPYKTUBHOE UCMOJSIHEHME
+ BepxHsasa naHenb ycTpoiicTea. MHanKaums
+ 3aHsAs naHesb yCTPoCTBa

* IHouKaums cCOCTOSAHUA Ha aucniee

+ 3acTtaBka Ha gucnnee B pexnmMe oxXuaaHua

* KoMnaekT noctaBku

1.1 Ha3HaueHue

VP-12(P) — IP-TenedoH, npeaHa3HauyeHHbI 415 NpefoCTaBNEHNS FO/I0COBbIX YCAYT U NOAK/THUYEHNS
nepcoHasIbHOro KoMmnbloTepa B IP-ceTb N0 ogHOMY Kabesto. YCTpoicTBO obnagaet nepesoBbiM
(hyHKLUMOHAIOM, UMEET NoJAePXKKY TeXHOMorMm POE, BbICOKOE Ka4eCTBO U YHUBEPCa/IbHbIV AN3aiiH.

VP-12(P) nogoiigeT Ans opraH13aLuii ¢ BbICOKMMM TPEGOBaHUAMM K KAUeCTBY nepegaBaemoli rof10CoBol
NHhopMaL MK, HaAEXHOCTU 1 YA06CTBY MCMNO/Ib30BaHUS.

Huxe n3obpaxkeHa cxema sk/toyeHus: yempolicmsa VP-12(P):

AN
&]a
2]
22

Cxema BktoueHusi VP-12(P)



PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

1.2 CTpyKTypa u npuHUun paéoTtbl
IP-TenedpoH VP-12(P) cocTouT 13 cnepyrowmx nogcuctem:

* KOHTpOJ/1epP, B COCTaB KOTOPOro BXOAMT:
* BbICOKOMHTErpypoBaHHas cucteMa Ha KpucTasse, BKovarLas B cebs npoLeccop,
100-merabuTHbIn KOMMYTaTOpP CO BCTPOEeHHbIMM PHY, annapatHoe yckopeHue Tpadmka L2/L3/L4;
 flash-namate — 16 MB;
+ oneparvsHasa namate SDRAM — 128 MB.
« komek (ADC/DAC);
* XUAKOKPUCTaUI/IMYECKUIA Ancnien ¢ paspeweHnem 128 x 64 nukcenei;
* MNO/SIHOLEeHHas undpoBas knasmartypa ¢ ON0AHUTENbHbIMU (YHKLMOHA/IbHLIMW KaBuLlamuy;
1 nopt LAN: RJ-45 10/100BASE-T;
1 nopt PC: RJ-45 10/100BASE-T;
+ 1 nopt Handset: RJ-9 (4P4C) ansa noaxntoyeHns Tpyoku;
+ 1 nopt Headset: 3.5 mm jack nnun RJ-9 (4P4C) ans noakntoueHns TpyGKu.

® B 3aBNCMMOCTM OT BEPCUM annaparHoro o6ecneyeHus: 41 Bepcuii Hmke 2.0 — pasbem 3.5 mm
jack, ons Bepcuii 2.0 n Bbiwe — RJ-9 (4P4AC).

CTpyKTypHas cxema ycTpoiicTBa NpuBELEHA Ha PUCYHKE HIXKE.

R145 R145

~

RoHTpoAnep Ethernet

switch

Oucnaei

mazm

Mr bhone 23

Knapnarypa

YCTpOIACTBO paboTaeT nog ynpaBneHnem onepaumoHHon cuctembl Linux. OCHOBHbIE (DYHKLMKN yNpaBieHns
cocpeaoToyeHbl B NpOLEeccope, KOTOPbI OCyLLeCcTBASET MapLupyTulaumto IP-naketos, obecneunBaet
pa6oty IP-TenecoHun.



1.3 XapaktepucTuku ycTpoucTea

O6wue napaveTpbl

MuTtaHue

MoTpebnsiemas MOLLHOCTL B paboyem pexumme
Pabounin gnanasoH Temneparyp

OTHOcUTeNbHaA BNaXXHOCTL NPy TeMnepartype
25°C

raGaputsl (LU x B x T)
Macca
CpoK cnyx06bl

JocTyrnHble UHTEpelichl

MapameTpbl LAN-uHTepdeiica Ethernet

Konnyectso noptos
DnekTpuyecknii pasbem

CkopocTb nepegaun

Mopnepxka ctTaH4apPTOB
MapameTpbl PC-nHTepdpeiica Ethernet

Konnyectso noptos
DnekTpuyecknii pasbem

CkopocTb nepegaun

Moanepxka ctTaH4apPTOB

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP-12(P), VP-15(P)

+ aganTtep nutaHua 220 B AC/5B DC, 2 A (ansa VP-12P —
OMUUOHA/TBHO)
+ nuTtaHue no Ethernet-ka6ento PoE IEEE 802.3af (Tonibko gns

VP-12P)
He 6onee 3,5 BT (MakcumarbHbIli noTpe6nsiemblii Tok 0,7 A)
ot 0 g0 +40 °C
0o 80 %

223 x89,5%x 178 Mm
He 6onee 0,52 kr

He MmeHee 5 neT

+ LAN: 1 nopt Ethernet RJ-45 10/100BASE-T
+ PC: 1 nopt Ethernet RJ-45 10/100BASE-T
+ Handset: 1 pasbem RJ-9 (4P4C) ansi nogxitoueHust Tpy6km

+ Headset: 1 pasbem Ans nogkIYeHNs rapHUTYPbI

1
RJ-45

+ 10 Méut/c
+ 100 M6éut/c
+ aBTOOMNpeaeneHue

BASE-T

1
RJ-45

+ 10 Méut/c
+ 100 Méut/c
+ aBTOOMNpeaeneHue

BASE-T



PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP-12(P), VP-15(P)

OCHOBHble beHKLl'I/IOHaI'IbeIe BO3MOXHOCTU yCTpOIZCTBa

quH KUMOHaJIbHble BO3MOXHOCTU VoIP

MNoppaepxnsaemMble NPOTOKOSbI SIP

KonnyectBo akkayHTOB 2

KntoueBble 0CO6EHHOCTH

Pabota 3a NAT

ObecneveHne 6e30MacHOCTH

Fonocosble doyHKUUN

O6HapyXeHue 1 reHeprpoBaHMe CUTHasI0B
DTMF

Kopekn

2 SIP-akkayHTa C HE3aBMCMMOW HaCTPOIiKOI

Mopnepxka fo 4 pesepsHbIX SIP-cepBepos

MOBKWIA NNaH Hymepauum

Pabota 6e3 SIP-cepsepa

OTo6paxeHne HOMepa 1 UMeHU Bbi3blBatoLero aboHeHTa (CallerID)
OTkntoueHne mukpochoHa (Mute)

MoBTopHLI HaGop Homepa (Redial)

NHAvBMAayanbHasa HacTpoiika PUHITOHOB Ha akKayHTax ¢
BO3MOXXHOCTbH0 3arpy3ku COOGCTBEHHbIX PUHITOHOB

WcTopms BbizoBos (Call History)

NokanbHas TenedoHHas kHura Ha 200 Homepos (Local Phonebook)
TenedpoHHast kHura LDAP (LDAP Remote Phonebook)

Moaaepxka pexrma rpoMKOiA CBA3N

Pa6ota 3a NAT

Mpriem KOPOTKMX TEKCTOBBIX COOBLLEHNI

(SIP MESSAGE)

MpPOCMOTP CYETUMKOB rO/I0COBOW NMOYTHI

Bu3yanbHoe yBegoM/IEHME O NOJTyYEHUN HOBOTO r0/10COBOr0
coo6uieHns (MWI)

YpaneHHas TenedhoHHas kHura (Remote Phonebook)

NAT keepalive
STUN mode
Public IP

SIP over TLS
SRTP

AxonoaasneHue (AES)
JeTekTop akTnBHOCTU peun (VAD)
O6HapyXeHue 1 reHepupoBaHue curHasios DTMF

Inband

RFC2833

SIP INFO

SIP INFO+RFC2833

G.711a
G.711u
G.723.1
G.726-24
G.726-32
G.729



®yHkumn ABO

CeteBble (QyHKLNOHa/IbHbI€ BO3MOXXHOCTU

KntoueBble 0COBGEHHOCTU

[poToKosbl

Moanepxka DHCP-onuuia

Mopnepka MexaHN3MOB KadyecTsa
o6cnyxumsaHus QoS

Mognepxka DNS

Moppepxka NTP

OrpaHuyeHne ceTeBoro JocTyna

MapupyTtusauns

CeTeBoe 06HapyXeHue

PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP-12(P), VP-15(P)

YnepxaHue Bbizosa — Call Hold

Mepepayva BbizoBa — Call Transfer

YBegom/ieHne o NocTyn/IeEHUN HOBOTO Bbi3oBa — Call Waiting
Mepeagpecayus no 3aHAToctTn — Call Forwarding Busy
Mepeagpecayus no HeotBeTy — Call Forwarding No Reply
BesycnoBHasn nepeagpecaumsa — Call Forwarding Unconditional
He 6ecnokonTts — DND

CoBeplueHre aHOHUMHbIX BbI30BOB — CLIR

OtnpaBka cepBucHbIX Kogos [BO ¢ TenedoHa
CuHxpoHusaums ABO ¢ yaaneHHbIM cepsepom
lopsavas/Tennas nuHusa — Hotline/Warmline

TpexcTopoHHss KoHpepeHuna — 3 Way-conference
OcTtaHoBKa Habopa no HaxaTuio #

Mprem MHTEPKOM-BbI30Ba

ABTOMaTUYECKMNI OTBET HA BbI30B

YnaneHHoe ynpasfieHne BbI30BOM

Ycnyra Remote Ring 19 Bbigaun HacTpavBaemoli Menoamm
Ring-ToHa Ha TenedoH ¢ Softswitch (B RTP-notoke)

Bo3MOXHOCTb pa3aeneHus Tpadmka voip 1 pc-data no pasHbim vlan

LLDP,

Static IP
DHCP

1 — Subnet Mask

3 — Router

6 — Domain Name Server

12 — Host Name

15 — Domain Name

26 — Interface MTU

28 — Broadcast Address

33 — Static Route

42 — Network Time Protocol Servers
43 — Vendor-Specific Information
66 — TFTP ServerName

67 — Bootfile name

120 — SIP Servers

121 — Classless Static Route

249 — Private/Classless Static Route (Microsoft)

IP DSCP header
802.1P

Cratnyeckn HacTpoeHHble agpeca DNS-cepsepos
OuHamnyeckoe nonyyeHune agpecos DNS-cepsepos no DHCP

Cratnyeckoe ykasaHue agpeca NTP-cepsepa
JOvnHamunyeckoe nonyyeHue agpeca NTP-cepsepa no DHCP

CeTeBoli aKpaH
®dunstp MAC

Crartuuyeckasn mapLupyTmsaums
HasHaueHue npaBun MaplupyTusaumm no DHCP (Option 33, 121,
249)

LLDP MED



PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

YHpaBneume N MOHUTOPWHT

KntoueBble 0COGEHHOCTY + OrpaHuyeHue AocTtyna no ceTeBbIM MHTepdeiicam
+ [MbGkasi HacTpolika AoCTyna K 31eMeHTaM MEHI0 Ha gucniee
ycTpoiicTea
+ [Bysi3bluHbIi UHTEPEIIC

ViHTepdoelichl + Web-uHTepgeiic
+ SSH
+ Telnet
+ MeHI0 Ha gucnnee ycTpoinctea

BbiBOA, 0T1a404HOM HhopmaLn + Syslog

+ Telnet

+ File
3arpy3ka/obHoBneHue MO u + ABTOOGHOB/IEHME NO pacnncaHnio
KoHdomrypauum + lNepmnoanyeckoe aBTOOOHOBIEHNE

1.4 KOHCTPYKTMBHOE UCNOJ/IHEHUEe
IP-TenedpoH VP-12(P) BbINONHEH B N1ACTMKOBOM Kopnyce ¢ pasmepamu 223 x 89,5 x 178 mm.

1.4.1 BepxHsasa naHenb ycTponcTea. MHankaums

BHewwHuii BuA BepxHeli naHenu yctpolictea VP-12(P) npuBeaeH Ha pUCyHKe HUXE.
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP-12(P), VP-15(P)
Ha BepxHeli naHenwn yctpolictea VP-12(P) pacnonoxeHbl cneaytouie CBETOBble UHANKATOPDI:

AnemMeHT OnucaHue CocTtosiHne CocTosiHMe ycTpoicTBa
nepeaHeii MHAMKaTopa
naHenu
1,2 L1,L2 VHavkaTopbl cOCTOAHUA He roput AKKayHT 3aperucTpypoBaH 1 HaxoauTcs B
nepBoi 1 BTOPOW JIMHWN. pexvmMe oXuaaHnsa BXo4ALWEero/CXoasLLero
BbI30Ba.
roOpuT 3e/1eHbIM AKKayHT aKTUBEH 1 HaxXo4UTCH B pexume

pasroBopa uim Habopa Homepa.

MUraeT 3e/1eHbIM AKKayHT B NpoOLecce pernctpauym.

(B pexume

0XunaaHus)

MUraeT 3e/eHbIM BXoAsALMiA BbI30B HA BTOPOWA NIMHUK, OAWH
(B0 Bpems Unn 6ornee BbI30BOB Ha yaepXaHuu.
pas3roBopa)

MUraeT 3e/1eHbIM BxoasLmii BbI30B.

(B0 Bpemsi

BXO/SILLETO BbI30BA)
rOPUT KPacHbIM OwwnbKa perucTpaumm.

rOpuT OpaHXXeBbIM AKKayHT HaxoauTca B pexume DND
(He 6ecnokouTb).

3 MSG VHavkaTop Ha/iMumns HOBbIX MUraeT KpacHbIM EcTb HenpounTaHHble COOOLEHNS UK
COOOBLLEHWIA. HOBble r0/10COBble COOBLLEHUS.
He ropuT OTCYTCTBYIOT HOBbIE€ COOBLLEHNS.
4 DND VHAavKaTop COCTOSAHUA YCNYrn  TOPUT KPacHbIM Kak MMHUMYM Ha OQHOM akkayHTe
DND. aKkTusmpoBsaH pexum DND.
He roput Pexxum DND He akTnBrpoBaH.
5 MUTE MHankaTop OTK/1H04EeHHOro TOPUT KPacHbIM AKTMBMPOBaH pexnm mute 4na TekyLwero
MUKPOChOoHa. pasrosopa.
He roput Pexum mute He akTBUPOBaH.
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1.4.2 3apgHaa naHenb yCTpoicTBa

BHeluHwit BuA, 3aaHeli naHenn VP-12(P) 3aBUCKT OT BepcuM annapaTHoro obecnedyeHns. BHeLWwHWiA B, ons Bepcuii
Hmke 2.0 npuBegeH Ha pucyHke A, ans sepcum 2.0 1 Bblle — Ha pucyHke b.

PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

20

6

PucyHok A — BHelwHwuii Bug 3agHeit naHenu VP-12(P) ansa Bepcuii annapatHoro obecnedeHus Huxe 2.0

7

8 9

1

5

]

o

¢

J ——-

6

PucyHok b — BHelwHw®it Bug 3agHei naHenun VP-12(P) ons Bepcumii annapaTtHoro obecneyvexms 2.0 1 Bbille

OnemeHT 3agHel naHenu OnucaHue

7

8 9

6 Headset PasbeM 715 NOAKOYEHNS TAPHUTYPbI:

+ 4N Bepcuii annapartHoro obecneyeHns Hke 2.0 — pasbem 3.5 mv;

+ pns Bepcun 2.0 v Bbilwe — pasbem RJ-9 (4P4C).

7 DC Pasbem gn1a nogknoyeHns agantepa nutaHus, 5 B, 2 A
8 PC Mopt 10/100BASE-T Ethernet (pasbem RJ-45) ans nogknoueHus MK.
9 LAN Mopt 10/100BASE-T Ethernet (pazbem RJ-45) Ana noAkIoUeHNs K TOKaSIbHO CeTu.
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

1.5 NHpgukaumsa coCTOSIHUA Ha gucnnee

1 2

VHAMKaLMA COCTOAHMA Ha aucniee

Ne OnucaHune

1 MHanKaTop 3ByKOBOTO MHTepdeiica:

" — teneoHHas Tpy6Ka NogHATa;

[
R 5 .
TenledpoHHasA TPy6Ka NoSIOXEHa;
mﬂl I
lFIgl 1 .
— CNVKepOH aKTMBMPOBaH;
[T

" — NoAK/IoYeHa rapHuTypa.
2 /IMs TeKyLLEro akkayHTa, a npu ero oTCyTCTBUM — TeneoHHbI HoMep.

3 Tekywas garta v Bpewmsl.

4 Paszgernbl, K KOTOPbIM OCYLLECTB/ISIETCA NEPEXOZ NPU HaxXaTun cothT-KNaBuLL.
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP-12(P), VP-15(P)

1.6 3acTaBKa Ha gucrnee B peXxume oXugaHus

HaunHas c Bepcumn 2.7.8 gobaBneHa 3actaBka Ha Aucnsei yCTpoicTBa B pexume oxungaHus. Mo ymonyaHmto
3acTaBKa BK/loYEHA 1 NOSIBASIETCS CMYCTs 3 yaca Npy OTCYTCTBUM akTUBHOCTM NOsb30BaTens.

© /15 Toro, uT06LI HACTPOUTL NapaMeTPbl 3aCTaBKK, HEOBXOAMMO NepeiiT B 3KPaHHOM MEHI0 TeniedoHa
no cnepyoLemMy nyTu:
MeHio - 3. HacTtpoiikn - 1. TenedpoH - 3. KkpaH — 2. 3acTaBKa.
B gaHHOM pasgene nonb3oBaTteslb MOXET OTK/H0UMTb 3aCTaBKy MO YMO/IYaHMIO U HACTPOUTb TalimayT
BK/THOUEHMS 3aCTaBKW.

3acTaBka npeacTaBnseT coboii n306pakeHne TEKYLLIMX BPEMEHU U AaTbl, KOTOPOE NEPEMELLAETCS Kaxkapble
60 cekyHz, Mo nepumeTpy Aucnes.

1.7 Komn/ieKkT nocTaBKu

B 6a30Bblii KOMMEKT NOCTaBKM ycTpoiicTea cepumn VP-12(P) BXxogsT:

* IP-tenechoH VP-12(P);

+ TenedpoHHasa Tpybka 1 kabenb ANns NOAKIYEHUS TPYOKN;

« Apantep nutaHus 220/5 B, 2 A (ana VP-12P — onumoHasnbHo);
+ Kabesnb RJ-45;

* NHchopmaumsa o ToBape 1 rapaHTum.

® Mo 3anpocy B KOMMN/EKT NOCTABKM MOXET 6bITb A06AB/EHA rAPHUTYPAL.

13



PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

2 OnucaHune VP-15(P)

* HazHaueHune

+ CTpyKTypa 1 NnpuHUMN padoThbl

+ XapakTepuCcTUKM yCTpoicTBa

* KOHCTPYKTMBHOE NCMOJIHEHNE
* BepxHsasa naHenb ycTpoicTea. MHgnKaums
+ 3aHsasa naHesnb yCTpoicTBa

* MHoukKauus coCcTosiHUA Ha gucnsee

+ 3acTtaBka Ha gucrnsee B pexvnme oXngaHus

+ KoMNeKT noctaBku

2.1 Ha3HaueHue

VP-15(P) — IP-TenedoH, npefHa3HaueHHbIli 415 NpefoCTaB/IEHNS TO/IOCOBbLIX YC/YT U NOAK/THOUEHMS
nepcoHasibHOro koMnbtoTepa B IP-ceTb Mo ogHOMY Kabesito. YCTpPoCcTBO 06nasjaert nepesoBbim
byHKUMOHANOM, UMeEeT NoafepxKy TexHonorun PoE, BbICOKOe KavecTBO Y YHUBEPCa/IbHbI An3aiiH.

VP-15(P) nogoiiget ans opraHusaumii ¢ BbICOKUMU TPe60BaHUAMM K Ka4ecTBy nepefaBaemoii rofiocoBoit
NHdOopMaLMK, HAAEXHOCTU 1 YA06CTBY UCNO/Ib30BaHUS.

2.2 CTpyKTypa 1 npuHUMn padoTbl
IP-TenedoH VP-15(P) cocTouT U3 cneayrowmx noacuctem:

* KOHTPO/1/1EP, B COCTaB KOTOPOro BXOAMT:
* BbICOKOVHTErpypoBaHHas cMcTeMa Ha Kpuctaslie, BkyatoLwasn B ceba npoweccop,
100-merabuTHbI KOMMYTaTOpP CO BCTPOEHHbIMK PHY, annapatHoe yckopeHue Tpaduka L2/L3/L4;
 flash-namatb — 16 MB;
+ oneparmeBHas namatb SDRAM — 128 MB.
+ kogek (ADC/DAC);
* XUAKOKPUCTaNINYeckuii aucnneii ¢ paspeweHnem 128 x 64 nukcene;
* MOSIHOUEHHAasA ungposas knasmnartypa ¢ A0NONHUTENbHbIMU (DYHKLMOHA/IbHBIMY KNasuLamuy;
* 1 nopt LAN: RJ-45 10/100BASE-T,;
* 1 nopt PC: RJ-45 10/100BASE-T,;
+ 1 nopt Handset: RJ-9 (4P4C) ans noaxntoueHns Tpyoku;
+ 1 nopt Headset: RJ-9 (4P4C) ansi NoAKItUEHN rapHUTYpPbI.
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)
CTpyKTypHas cxema yCTpOIiCTBa NpMBEAEHA HA PUCYHKE HUXE.

RJ45 RJ45

.n

\

e A
KoHTponnep m

A

A

J

ucnnei
RAV gk
(=] o
CPU —— e~
nasmnarty od
>
O @ea ©
® @®EBE O
e OB @

O

LXD)

YCTpoiicTBO paGoTaeT nof ynpas/ieHnem onepawLyoHHoli cuctembl Linux. OCHOBHbIE (OYHKLMM yNpaBieHus
cocpeaoToUeHbI B NPOLIECCOPE, KOTOPbI OCYLLECTBASET MapLupyTM3aumio IP-nakeTos, o6ecnednBaeT

pa6oty IP-tenecoHun.

2.3 XapakTepucTuKu yCTpoicTBa

O6uwue napameTpbl

MutaHue

MoTpebnsiemast MOLWHOCTL B
paboyem pexume

Pa6ounii gnanasoH Temnepartyp

OTHOCUTENbHAasA BNAXHOCTb NP
Temnepatype 25 °C

la6aputhbl (LU x B x I)
Macca
Cpok cnyx6bl

[oCTynHble NHTEPECHI

+ apganTep nutaHus 220 B AC/5 B DC, 2 A (gnst VP-15P — onunoHasbHO)
* nuTaHue no Ethernet-kaGento PoE IEEE 802.3af (Tonbko ana VP-15P)

He 6onee 4 BT (MakcuMasibHbIi NnoTpetnsiemsblii Tok 0,8 A)

ot 0 go +40 °C
0o 80 %

205x 86 x 210 mm
He 6onee 0,83 kr
He MeHee 5 neT

* LAN: 1 nopt Ethernet RJ-45 10/100BASE-T
+ PC: 1 nopt Ethernet RJ-45 10/100BASE-T
+ Handset: 1 pasbem RJ-9 (4P4C) ansi nogknoueHust Tpy6ku

+ Headset: 1 pasbem RJ-9 (4P4C) ans nogxIioueHns rapHuTypbl
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP-12(P), VP-15(P)

MapameTpbl LAN-uHTepdpeiica Ethernet

Konnyectso nopTos 1
DneKTpuyeckuii pasbem RJ-45
CkopocTb nepegaun + 10 Méut/c
+ 100 MéuTt/c
* aBTOONpefeneHve
Mogaepxka ctTaH4apToB BASE-T

MapameTpbl PC-uHTepdpeiica Ethernet

Konnyectso nNopTos 1
DneKTpuyeckuii pasbem RJ-45
CKopocTb nepegaun + 10 Méut/c
+ 100 MéuTt/c
* aBTOONpefeneHve
Moaaepxka cTaH4apToB BASE-T

OCHOBHble beHKLI.I/IOHa_I'IbeIe BO3MOXHOCTU yCTpOIZCTBa

q)yH KUMOHaJIbHble BO3MOXHOCTU VoIP

MoaaepXxunsaemblie NPOTOKO/bI

KonnyectBo akkayHTOB

KntoueBble 0CO6EHHOCTY

SIP

2 SIP-akkayHTa C He3aBMCUMOI HACTPOIKO

Moppepxka oo 4 pesepBHbIX SIP-cepBepoB

MMGKMIA NNaH Hymepayum

PaboTa 6e3 SIP-cepsepa

OTo6paxeHne HoMepa 1 UMEHM Bbi3biBatOLLLETO aboHeHTa
(CallerID)

OTkntoueHne mukpodpoHa (Mute)

MoBTOpHLIN HaGop Homepa (Redial)

NHamBuAayanbHasa HacTPOoiika PUHITOHOB Ha akkayHTax C
BO3MOXHOCTbH 3arpy3kM CO6CTBEHHbIX PUHITOHOB
WcTopus BbizoBos (Call History)

NokanbHasa TenedoHHas kHura Ha 200 Homepos

(Local Phonebook)

TenechoHHas kHura LDAP (LDAP Remote Phonebook)
Moaaepxka pexuma rpoMKoli CBA3N

Pa6ota 3a NAT

Mpuem KOpPOTKMX TEKCTOBbLIX coobLeHnii (SIP MESSAGE)
MpOCMOTP CUYETHUNKOB rONOCOBOI NOYTbI

BusyanbHoe yBejoMIeHME O NONYyYEHUM HOBOTO rO/10COBOIO
coobLeHns (MWI)

YpaneHHas TenecoHHas kHura (Remote Phonebook)
OTo6paxeHue ctatyca Habntogaemoro a6oHeHTa (BLF)
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Pa6orta 3a NAT

ObecneveHne 6e30MacHOCTU

lonocoBble dyHKLUK

OGHapy>XeHne 1 reHepupoBaHne CUrHaIoB
DTMF

Kogekn

dyHKkunn 4BO

CeTeBble (PYHKLUMOHa/IbHbIE BO3MOXHOCT!

KrntoueBble 0CO6eHHOCTYH

[poToKOobI

PykoBoacTBO no akcnyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

NAT keepalive
STUN mode
Public IP

SIP over TLS
SRTP

AxonopaasneHve (AES)
JeTekTop akTBHOCTY peun (VAD)
O6HapyXeHune v reHepuposaHue curHasios DTMF

Inband

RFC2833

SIP INFO

SIP INFO+RFC2833

G.711a
G.711u
G.723.1
G.726-24
G.726-32
G.729

YnepxaHue Bbizoa — Call Hold

Mepenaya BbizoBa — Call Transfer

YBegomsieHne o NocTyn/ieHnn HoBoro BbizoBa — Call Waiting
Mepeaapecauus no 3aHAaToctn — Call Forwarding Busy
Mepeaapecauus no HeotBeTy — Call Forwarding No Reply
BesycnosHas nepeaapecauus — Call Forwarding Unconditional
He 6ecnokonts — DND

CoBeplieHne aHOHNMHBbIX Bbl3oBoB — CLIR

OTnpaBka cepBUCHbIX koAoB [ABO c TenedoHa
CuHxpoHuzaumsa ABO ¢ yaasieHHbIM CepBepoM
lopsyas/Tennas nuHus — Hotline/Warmline

TpexcTopoHHss kKoHhepeHuma — 3 Way-conference
OcTtaHoBKa Habopa no HaxaTtuio #

ABTOMaTUYECKNIA OTBET Ha BbI30B

MepexBart BbI3oBa — Call Pickup

YpaneHHoe ynpaBfieHne BbI30BOM

Ycnyra Remote Ring 415 Bblgaun HacTpanBaeMoi menogun
Ring-ToHa Ha TenedoH ¢ Softswitch (B RTP-notoke)

Bo3moxHOCTb pasgeneHns Tpaduka voip 1 pc-data no pasHbim vian

+ StaticIP

DHCP
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Moppaepxka DHCP-onuwii

Mopfep)ka MexaHN3MOB KadecTsa
o6cnyxmsaHus QoS

Mopnepxka DNS

Mognepxka NTP

OFpaHI/I‘-IeHI/Ie CeTeBoro gocryna

MapLpyTtusauusa

CeTeBoe 06HapyXeHune

YnpaBneHne U MOHUTOPUHT

KntoueBble 0COGEHHOCTY

VHTepgoeiichl

BbIBOA, OT/1A/104HOI MHCDOpMALN

3arpyska/obHosneHue MO n KoHurypaumm

LLDP,

PykoBoacTBO no akcnyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

1 — Subnet Mask

3 — Router

6 — Domain Name Server

12 — Host Name

15 — Domain Name

26 — Interface MTU

28 — Broadcast Address

33 — Static Route

42 — Network Time Protocol Servers
43 — Vendor-Specific Information
66 — TFTP ServerName

67 — Bootfile name

120 — SIP Servers

121 — Classless Static Route

249 — Private/Classless Static Route (Microsoft)

IP DSCP header
802.1P

CraTtnueckn HacTpoeHHble aapeca DNS-cepsepos
OnHamnyeckoe nonyveHve agpecos DNS-cepsepos no DHCP

Cratndyeckoe ykasaHue agpeca NTP-cepsepa
OnHamnyeckoe nonyyeHune agpeca NTP-cepsepa no DHCP

CeTeBoii 3KkpaH
®unstp MAC

Cratuyeckasa MapLupyTm3alms
HasHaueHue npaBun mapLupytusaumm no DHCP (Option 33, 121,
249)

LLDP MED

OrpaHunyeHune focTyna no ceTeBbIM UHTEpPdheicam

MMbkasi HacTpolika foCcTyna K a/ieMeHTaM MeHI0 Ha gucnnee
yCTpoicTBa

[BYs3bI4HbIN NHTEPdIENC

Web-nHTtepdeiic

SSH

Telnet

MeHto Ha fucnnee ycTpoiicTea

Syslog
Telnet
File

ABTOOGHOBMIEHME MO pacnnCcaHnIo
Mepuoanyeckoe aBTOO6HOBEHNE
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

2.4 KOHCTPYKTUBHOE UCMOJ/IHEHMNE

IP-TenechoH VP-15(P) BbINOHEH B N1IAaCTMKOBOM Koprnyce ¢ pasmepamu 205 x 86 x 210 Mm.

2.4.1 BepxHsia naHenb ycTpoiicTea. Haykaums

BHewwHuii BuA BepxHeli naHenu yctpolictea VP-15(P) npuBeaeH Ha pUCyHKe HUXeE.
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OneMeHT nepegHel naHenu

000

PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)
Ha BepxHeli naHenu yctpoiictea VP-15(P) pacnonoxeHbl cneayrolue cBETOBble MHANKATOPbI:

OonucaHue

o WHpukaTopsl

©  nporpaMmupyeMbIX K/TaBULL.

o

®® O

CUCTEMHbIN NHAMKATOP.

000

NHavkaTop Ha/imums HOBbIX
COO00LLEHWIA.

VHArKaTop BK/IHOYEHHOIA
rapHUTYpbI.

NHAavkaTop OTKNHOUYEHHOTO
MUKpohoHa.

VHpukaTop rpomkoli cBs3u.

CocTtosiHue
MHAUKaTopa

CocTosiHMe ycTpoicTBa

3aBUCUT OT KOHChMrypaumm.

3aBUCUT OT KOHUrypauum.

Mwuraet 3eneHbIM

He roput
opuT 3eneHbImM

He roput

opuT 3eneHbIM

He roput

[opuT 3eneHbIM

He roput

EcTb HeMpounTaHHbIE COOOLLEHNSA
WM HOBbIE FO10COBbIE
coobLLeHus.

HeT HOBbIX COOBLLEHNIA.
AKTMBMpPOBaHa rapHuTypa.

lapHUTYpa He aKkTMBMPOBaHA.

AKTVMBMPOBAH pexumM mute a5
TeKyLLLero pasroopa.

Pexunm mute He akTMBMpPOBaH.

AKTVBMpPOBaHa rpoMKasi CBsi3b.

PoMKas CBA3b He aKTUBUPOBaHa.
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

2.4.2 3apHAas naHesnb yCTpoicTBa

BHelwHwni1 Bug, 3aaHeli naHenn VP-15(P) nprBeAeH Ha puUCyHKe HIXe.

OnemMeHT 3agHeii naHenun

7

10

11

12

DC

PC

Reset

LAN

MapHuTypa

Tpy6ka

-

=N

i
T i

7 8910 11 12

OonucaHue

PasbeM 4515 nofkoYeHns agantepa nutaHms 5B, 2 A.

MopT 10/100BASE-T Ethernet (pasbem RJ-45) ana nogknoueHust MNK.

KHonka ansi nepesanycka ycTpoicTaa.

Mopt 10/100BASE-T Ethernet (pazbem RJ-45) ans nogknoueHns K TIOKasIbHOM CETU.
MopT RJ-9 ansa nogkioueHns rapHUTypbl.

Mopt RJ-9 ANns nogkioueHns Tpyoku.
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

2.5 WNHgukauma cocTosiHUs Ha gucninee

1 3

VHAMKaLmna CoCTOAHMA Ha aucnnee

Ne OnwucaHue

1  WHpmkaTop 3ByKOBOro UHTepdelica:
W — tenedoHHas Tpy6bKa NnogHATa;
— Tened)oHHast Tpybka NonoXxeHa;

— CNVKEePHOH aKTMBIPOBAH.

2  Tekylwiasa gata u Bpemsi.

3 VmeHa BK/OYEHHBIX aKKayHTOB, & NPU OTCYTCTBUM MMEH — TeNeDOHHbI HOMep (akkayHT Mo YMOYaHWIo NOMeYeH
3aKpaLleHHbIM NIEBbIM HUXHVM YT/I0M).

4 Pa3faenbl, K KOTOPbIM OCYLLECTB/ISIETCS NEPEXOA NPY HAXATUM COT-KNABULL.

22



PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP-12(P), VP-15(P)

2.6 3acTaBKa Ha AUCMJIee B PEXMUME OXUAAHUS

HaunHas c Bepcumn 2.7.8 gobaBneHa 3actaBka Ha Aucnsei yCTpoicTBa B pexume oxungaHus. Mo ymonyaHmto
3acTaBKa BK/loYEHA 1 NOSIBASIETCS CMYCTs 3 yaca Npy OTCYTCTBUM akTUBHOCTM Nosib30BaTens.

© /118 TOro YTO6HLI HACTPOUTL NapamMeTPbl 3acCTaBKK, HEOBXOAVMMO NEPENTU B IKPAHHOM MEHI0 TenleddoHa
no cnepyoLemMy nyTu:
MeHio - 3. HacTtpoiikn - 1. TenedpoH - 3. KkpaH — 2. 3acTaBKa.
B gaHHOM pasgene nonb3oBaTteslb MOXET OTK/H0UMTb 3aCTaBKy MO YMO/IYaHMIO U HACTPOUTb TalimayT
BK/THOUEHMS 3aCTaBKW.

3acTaBka npeacTaBnseT coboii n3o6pakeHne TeKyLLMX BPEMEHU U AaTbl, KOTOPOE NepemMeLlaeTcst Kaxaple 60
CEeKyHA, Mo NepuMeTpy AnUcCnes.

2.7 KomMnneKT nocTaBKuU

B 6a30BblIii KOMMEKT NOCTaBKM ycTpoiicTea cepumn VP-15(P) BXxogsT:

* IP-TenechoH VP-15(P);

+ [1ByXno3uumnoHHasi NoACTaBKa;

+ TenedpoHHasa Tpybka 1 kabenb ANns NOAKIYEHUS TPYOKY,

« Apantep nutaHus 220/5 B, 2 A (ana VP-15P — onumoHasnbHo);
+ Kabesnb RJ-45;

* NHchopmaumsa o ToBape v rapaHTum.

® Mo 3anpocy B KOMMN/EKT NOCTABKM MOXET 6bITb A06AB/EHA rApHUTYPAL.
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

3 YnpaBneHue yepes web-koHurypatop

3.1 Hauano pa6otbl B web-koHurypartope

* MogrotoBka K pabote
« OnucaHune web-nHtepdelica
* OCHOBHbIE peXnMbl paboThbl
« OCHOBHble a/1eMeHTbl web-nHTepdgeiica
* [prMeHeHne KoHurypaumm
« OTMEeHa U3MEeHeHNIA

3.1.1 TMopgrotoBka K paboTte

© Mpu nepBom BKOYEHUN YCTPOCTBA PEKOMEHAYETCA COPOCUTL €ro K 3aBO/CKM HacTpolikam. A1
3TOr0 B 3arpy>XeHHOM COCTOSIHUM MPY MOMOLLM KHOMOK U MEHIO Ha Aucniee TenegoHa BbiNonHuTe

cbpoc HacTpoek:
MeHio - 3. HacTpoiikn - 2. Cuctema — 5. Copoc HacTpoek — Aa

YCTpOWCTBO aBTOMATMYECKN Nepe3arpy3mnTcs.
[nsa Hayana paboTbl NOAKNOUMTECH K YCTPONCTBY N0 UHTepdeicy LAN uepes web-6pay3ep:
1. OTKpoliTe web-6pay3ep, Hanpumep: Firefox, Opera, Chrome.

2. BBeauTe B afipecHoii cTpoke 6pay3epa IP-aapec ycTpoiicTea.

© Mpu 3aBoOACKMX YCTAHOBKAX YCTPONCTBO paboTaeT B PEXMME MOCTa, aBTOMaTU4eckun nosydas |P-

agpeca n gpyrne napameTtpbl cetn no npotokosy DHCP.
Y3HaTb Nosy4YeHHbll IP-agpec MOXHO Npy NOMOLLM MEHIO Ha 3KpaHe YCTPONCTBa, A4/15 3TO nepengure

no cnegywowemy nytn: MeHro — 1. Ctatyc - 1. CeTb

Mpu ycnewwHoM 06HapyXeHKM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcst CTpaHuLa ¢ 3anpocoM VMEHN
nosb3oBaTens v napons:

VP-15P -

JTorvn:

BeeauTe noruH

Maponsb:

© Mo ymonuanuio nmsa nonb3osarens — admin, napos — password.

3. BBeauTe UMs nonb3oBarens B CTPOKe «/10rvH» 1 Naposib B CTPOKE «[aposib».
4. HaxmuTe KHOMKy «BoiiTn». B okHe 6pay3epa OTKPOETCS NaHelb MOHUTOPUHTA.
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© Bo usbexaHne HecaHKLMOHMPOBAHHOTO AOCTYNa K YCTPOICTBY TpebyeTcsl CMEHWUTL Naposib
nonb3oBaTens No ymoa4aHui. YcTaHoBKa naponei gna gocrtyna yepes Web-nHtepdeiic onicaHa B
pasgene: [NoavieHo «Maponn». PEeKOMeHAyeM 3anmcaTb U COXpPaHUTb YCTaHOB/IEHHbIE Naponun B
HaJeXHOM MecTe Hef,OCTYNMHOM A5 3/I0YMbILUIEHHVKOB.
YnpaBreHne yCTPONCTBOM [A0/HKHO ObITb HEAOCTYNHO U3 NyOMMYHbIX CeTe. Kak BblAennTb
ynpasneHue B otaenbHbiii VLAN onncaHo B pasaene: lNoameHto «Hactpoikn cetn». Kak OTKNIYnUTb
Hencnosib3yemble NPOTOKO/IbI AN15 YIPaB/AeHUs 1 MOMEHATbL CTaHA4apTHbIE MOPTbI ONUCAHO B pasaerne:
lNoameHIo «MHTepHET».

© nMepep paboToii C YCTPOWCTBOM peKOMeHIyeTcst 06HOBUTL NPOrpaMMHOE 06ecrnedeHns [0 akTyasibHOM
Bepcun (cM. pasgen MoameHto «O6HoBMeHMe MO»).
AKTyasibHy0 Bepcuto MO MOXHO NoAyyYnTb Ha cTpaHule LleHTpa 3arpysku Ha odouumManibHOM canTe
KOMNaHUN UM Npu 06paLleHnn B CEPBUCHbIA LEHTP KomnaHun DJTTEKC. KOHTaKTbl TEXHUUECKOWA
NoALEePXKU M nosiesHble CcebiNkn cmoTpuTe B pasgene TEXHUNYECKAA MOALEPXXKA.

3.1.2 OnucaHue web-nHtepdeiica

3.1.2.1 OcCHOBHble pexumMbl paboTbl
Web-uHtepdieiic yctpoincts cepum VP MoXeT paboTaTb B ABYX pexunmax:

+ HacTpoiiku — pexuviMm KOH(PUTyprpoBaHNS CUCTEMbI — MNO3BO/ISET BbINO/IHUTL NOJSTHOE
KOH(purypupoBsaHue ycTpoicTea. laHHOMY peXxumy COOTBETCTBYIOT YeTbIpe BKIaLKM:
+ «CeTb»;
+ «IP-TenedoHus»;
+ «[lonb3oBaTesnibCknin nHTEPdIEnC,
+ «Cucremanr.

* MOHUTOPUHT — PEXUM MOHUTOPUHIA CUCTEMbI — UCMOMNb3YETCA /19 NPOCMOTPa MHAopMaLun, Kotopas
Kacaetcs paboTbl yCTPOMCTBA: aKTUBHOCTb VIHTEPHET-COeANHEHNS, COCTOSIHUE Tesled)OHHOro nopTa,
06bEeM MPUHATLIX/NEpefaHHbIX AaHHbIX N0 CETEBbIM MHTepdelicaM 1 Tak aasiee. PeXxrMy MOHUTOPUHIa
COOTBETCTBYET OAHOMMEHHas BKaaKa «MOHUTOPUHT».
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3.1.2.2 OcHoBHble 3nemMeHTbl web-nHTepdelica

OKHO N0/1b30BaTeNbCKOrO UHTepdelica pasaeneHo Ha LWecTb obnacteli (CM. pucyHOK «OCHOBHbIE 3/1EMEHTHI
web-koHpurypartopan):

m 1P b n W MHTEpden Cuctema  MOHWTOPHHI

8021X QoS  Hactpoiika MAC-agpecos  JlokansHiii DNS  Ceresofi axpas  Ounstp MAC  MapupyTusauus

O6LMe HaCTPOWKK
v xocTa

Ciopocts w aynnerc | Auto -

BHewHsA cetb (LAN)
Mpotokon | DHCP o
AntTepHaTHBHbIR Vendor ID (onuns 60) [J
Mepamrin DNS
Bropuusii DNS
Pa3avep MTU 1500

Mcnonssosars VLAN  [J

JlokaneHas cets (PC)

Hcnonbsopats VLAN - [

+ [pUMeHHTL % OTmeHa

© 000 "MpeanpnaTie "AnTeke", 2011 — 2023 Bepeua 10
Bepcus Be6-uH Teppeiica:

OCHOBHble 351eMeHTblI web-kKoHpurypatopa

1. KHoMnkKa 3aBepLUEHUsI ceaHca paboTbl B Web-nHTepdelice (8b1x00) Nonb3oBaTeNeM 1 BbinagatoLlee
MEHH0 Bbl6Opa A3blka
web-nHTepdelica.

2. BKﬂa,qKM MEHH, KOTOPbIE NMO3BONAAKT Bbl6l/|paTb KaTteropmm HaCTpoek Win MOHUTOpUHra:

+ CeTb;

* IP-TenedoHuns;

+ [Nonb3oBarenbCcknii nHTepeic;
+ Cuctema;

* MOHUTOPWHT.

3. Bknagkm nogMeHo, Heo6xoanMble /151 yNpaBeHns NosIEM HACTPOEK.

4. lMone HaCTPOEK YCTPOICTBa, KOTOpoe 6asnpyeTcs Ha Bblbope nosb3osarens. [lJaHHoe nosne
npegHasHa4yeHo 419 NPoCMoTpa HaCTPOEK YCTPOCTBa U BBOAA KOHUTYpPaLMOHHbIX AaHHbIX.
5. KHonku ynpaeneHus koHurypaumei, noapobHas nHcopmaumsa npusegeHa B pasgene NpumveHeHne
KOHoUrypauumu.

* [pumMeHUMb — NPUMEHUTb U COXPaHUTb TEKYLLYIO KOH(PUTYpaLMIO B 3HEPIOHE3aBUCKMYIO NaMATb

YCTPOWCTBa;
+ OmMeHa — 0TMeHa U3MeHeHU (BO3MOXHA TO/IbKO [0 HAXAaTWsl Ha KHOMKY «[ToUMEHUMb»).

6. IlHchopmaumoHHoe nose, B KOTOPOM 0TOGpaxaeTcsi BEpCKs MPorpamMmMHOro obecrneyeHuns, Bepcus
web-nHTepdelica.

26



PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

3.1.2.3 TlpumeHeHve KoHdurypauum

+ [IpMMEHHTE

KHonka «[MpuMeHnTb» NMeeT BUA; . Mo HaxaTuo Ha KHOMKY «[IpuMeHUMb» NPOUCXOANT
coxpaHeHue KoHdurypauum Bo flash-namsTb ycTpolicTBa 1 NpMMEHEHVe HOBbIX HACTPOEK. Bce HacTpoiiku
BCTYNaloT B cuU/ly 6e3 nepesarpysku ycTporcTaa.

B web-nHTepdeiice peannsoBaHa BM3yasibHast UHAMKALMS TEKYLLIEro COCTOSIHMSA Npouecca NpMMeHeHus
HacTpoek, KoTopasi NokasaHa B Tab/mue HUXe.

BusyanbHas MHAMKALMS TEKYLLLETo COCTOSIHMSA npoLecca NpYMeHeHNst HacTpoek

BHelwHnii BUp, OnucaHue coCTOAHMUA

lNocne HaxkaTus Ha KHOMKY «I'IpumeHumb» npouncxognT npouecc NnpumMmeHeHns

HacTpoMky ceTy <™

1 3aMMcy HACTPOEK B NamsiTb ycTpolicTBa. O6 3TOM MHDOPMMPYET 3HAYOK E
B HA3BaHWMW BKNAJKN W Ha KHOTMKE «[TpUMEHUMBb».

O6 ycreLwHoM COXpaHEeHUN 1 MPUMEHEHNU HACTPOEK MHADOPMUPYET

HacTporky ceTi &
F 3HA4YOK B Ha3BaHN BK1agKW.

Ecnu 3HayeHue napameTpa 6b1/10 yKa3aHO C OLUMOKOW, TO MOC/e HaKaTusi Ha
KHOMKY «[IpuMeHUMb» NOSIBUTCSA COOTBETCTBYOLLEE COOOLLEHNE C yKasaHMEM

MPUYUHBI, & B Ha3BaHUW BKNaAKN 0TO6BPasNTCS 3HA4Y0K .

HacTpoikn ceTy &@

3.1.2.4 OTtmeHa U3aMeHeHul

o ® Ormens
KHOMka oTMeHbl U3AMEHEeHUN nmeeTt BMA: . I'Ipl/l HaKaThn Ha KHOMKY «OmmeHa»

OTpefakTpOBaHHbIE Ha CTpaHuLe napaMmeTpbl 0OHOBASKTCA TEKYLUUMMN 3HAYEHNUSIMU, 3aNMCaHHbIMU B NaMATH
YCTpPOWCTBA.

© OtmeHa n3mMeHeHUit NPON3BOAMTCS TOJBLKO 40 HAKATUS Ha KHOMKY «[TpumMeHumby». Mocne HaxaTus Ha
KHONKY «[IpuMeHuUMb» BO3BPAT K NPeAblAyLLUM HACTPOkam ByaeT HEBO3MOXEH.
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3.2 KoHdpurypupoBaHue B web-koHcuryparope

[ns nepexofia B peX1m KOH(MIypupoBaHUs yCTPOICTBA B 3aBUCUMOCTY OT Lie/IM BbIGEPUTE OAHY U3 YETLIPEX

BKNanok: «CeTby, «IP-tenecoHns», «[lonb3oBaTtesibCkuini nHTepdeinc» nnmn «Cncremar.

* B MeHto «CeTb» BbIMNOHAETCA KOHUIypupoBaHue CETEBbIX HACTPOEK YCTPOCTBE,;

* B MmeHto «IP-TenecoHusi» BbinonHsitotcst HacTpoiiku VolP (Voice over IP): HacTpoiika npoTtokosna SIP,
KOHpurypauusa akkayHToB, ycTaHOBKa Kogekos, BO 1 nnaHa Hymepauuy,

+ B MeHto «[Monb3oBaTeNnbCkuii MHTEPAIERC» BbINOMHSAETCS HACTPOIKa AeNCTBWiA, KOTOpbIe

BOCMPOU3BOASATCSA NPV HAXATWUMN KNaBWLL;
*+ B MeHI0 «CucTema» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3INyHbIM

npoToKoaMm, NPOV3BOAUTCS CMEHA Naposisi U 06HOB/IEHWE NPOrpamMMHOro o6ecneyeHus ycTpoicTaa.

ONIeMEHTbI MEHIO peXxuMa KOHPUIypupoBaHus:

* MeHto «CeTb»

MoameHo «/IHTepHeT»

MoameHo «802.1X»

MoameHo «QoS»

MoameHto «Hactpoiika MAC-agpecoB»
MoameHto «JlokanbHbIi DNS»
MogmeHio «CeTeBoi aKpaH»

MoameHo «dunstp MAC»

NoameHto «MapLupyTusaumnsa»

* MeHio «IP-tenedoHus»

MoameHo «SIP-akkayHTbI»
MoameHto «O6Lne HacTpoiiku SIP»
MoameHo «QoS»

MoameHo «TenedoHHast KHUra»
NoamMeHto «/IcTopusa BbI30OBOB»

* MeHto «[Monb3oBaTenbCknini nHTepdeiic»

NoameHto «KnaBuimn»

NoameHto «Menogumn»

NoaMeHI0 «YBegoMTIEHUA»
NoamMeHIo «[POMKOCTb»

MogMeHto «CUCTEMHbIA MHAMKATOP»

* MeHt «Cucrtemar

[MoameHto «Bpems»

MogmeHto «ocTyn»

[MoaMeHo «KypHau»

MNoameHto «[Maponu»

MoaMmeHio «YnpaBneHne KoHurypaymen»
MoameHo «O6HoBAEHNE T1O»

NoameHto «lepe3sarpy3ka»

MoameHo «ABTOKOHUIYpUpoBaHne»
MoameHo «CepTudomkarbl»

MogmeHo «onosHUTE bHbIE HACTPONKM»
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3.2.1 MeHto «CeTb»

B MeHt0 «CeTb» BbINOSTHSAETCS KOH(UTYPUPOBaHME CETEBLIX HACTPOEK YCTPOICTBA.

3.2.1.1 ToameHto «/IHTepHeT»

B nogmeHto «/IHTepHET» BbINOMHAETCHA HACTPOKa NoKasibHOM ceTn no npotokonam DHCP u Static.

m IP-Tened: Monb3oBa W uHTepdpenc  Cuctema  MOHWTOPMHI

802.1X QoS  Hactpoiika MAC-anpecos  JlokanbHbii DNS ~ Cetesoid akpaH  ®unbip MAC MapuwipyTusauma

ObLume HacTpoHKK

Mwma xocta

CKopocTs M aynnexc Auto v

BhewwHan cetb (LAN)

Mpotokon | Static v
IP-anpec 192.168.1.1
Macka noacetd | 255.255.255.0
LLntoa no ymorn4armio
Mepsuytibil DNS
BropuyHblii DNS
Pasmep MTU 1500

Uenonssosats VLAN - [J

JlokaneHas cets (PC)

Hcnonssosars VLAN - [

3.2.1.1.1 O6Lune HaCTPOIiKK

* VIMsi xocma — ceTeBoe IMS YCTPOIACTBA;
« Ckopocmb U dyrsieKkc — yCTaHOBKa CKOPOCTM Nepeaayn AaHHbIX U pexunma paboTbl gynnekca Ha
Ethernet-nopty LAN-ycTpoiicTBa:
+ Auto — aBTOMaTMyecKoe corsiacoBaHne CKOPOCTU 1 AyN/eKca;
100 Half — nopaepxmBaetcsi ckopocTb 100 M6UT/C ¢ nonyaynAekCHbIM PEXUMOM;
100 Full — nopnepxmBaetca ckopocTb 100 MGUT/C ¢ AyNNEKCHbIM PEXMMOM,;
+ 10 Half — nogaepxwuBaetcs ckopocTb 10 M6GUT/C ¢ nonyaynIeKCHbIM PEXMMOM;
10 Full — nogaepxunBaetcsa ckopocTb 10 MOGUT/C € AyNNEKCHbIM PEXUMOM.
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3.2.1.1.2 BHewwHss ceTb (LAN)

lpomokos — BbIGOP NPOTOKO/A, MO KOTOPOMY 6yAET ocyLecTBAATLCA nogknoveHne LAN-nHTepdeiica
YCTPOICTBA K CeTV nepefayn AaHHbIX:
+ Static — pexxum paboTbl, Npy KOTopoM IP-agpec 1 Bce Heo6xoAMMble NapaMeTpbl Ha
LAN-nHTepdelice HazHa4aloTCs CTaTU4ecKu;
* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, W03 no
YMO/TYaHUIO 1 Apyrne napameTpbl, Heobxoaumble o paboTbl B ceTu, 6yayT nosyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCKHU.

3.2.1.1.2.1 TpoTtokon «Static»

Mpwv BbIGOpe NpoTokosa Tuna «Static» Ans peaakTMpoBaHus CTaHyT AOCTYMHbI CleayoLLme napamMeTpbi:

IP-adpec — yctaHoBKa IP-agpeca LAN-nHTepdheiica ycTpoiicTBa B CeTv nepefayn gaHHbIX;

Macka nodcemu — macka BHELUHel NoAceTH;

LLino3 no ymonyaHuro — afpec, Ha KOTOpPbI OTNpaB/IAeTca NakeT, eC/v 419 Hero He HailgeH MapLupyT B
Tabnvue mapwpyTtusaumy;

MepsuyHbIli DNS, Bmopu4Hbili DNS — agpeca cepBepoB JOMEHHbIX UMEH (MCNonb3yoTcs as
onpegenenus IP-agpeca ycTpolicTBa No ero JOMEHHOMY UMeEHM). [JaHHbIe MOt MOXHO OCTaBUTb
MyCTbIMW, €C/IN B HUX HET HEOOXOAMMOCTY;

Pasmep MTU — MmakcumasibHbIi pazmep 6710ka AaHHbIX, nepejaBaeMbix No CeTw.

3.2.1.1.2.2 Tpotokon «DHCP»

Mpw BbIGOpe npoTokona Tuna «DHCP» ana pefakTnpoBaHnsa cTaHyT AOCTYNHbI Creaytoume napameTpbl:

AnbmepHamusHbIl Vendor ID (onyusi 60) — npy ycTaHOB/IEHHOM chiare yCTpoiicTBO NepeaaéT B
DHCP-coo6weHusx B onummn 60 (Vendor class ID) 3HaueHne u3 nonsi Vendor ID (onyus 60). Ecnun conar
AnbmepHamusHbIl Vendor ID (onyusi 60) He ycTaHoBNeH — B onuumn 60 nepegaeTtcs 3HaYeHUe no
YMONYaHmnio, KOTOpoe UMeET creyownii gopmar:

+ [VENDOR: npouseogutens][DEVICE: Tun ycTpoiictea][HW: annapatHas Bepcusi] [SN: cepuiinblii
Homep][LAN: MAC-aapec uxtepdeiica LAN][VERSION: Bepcusi nporpammHoro o6ecnedexus]
Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118][LAN:02:20:80:a8:f9:4b]
[VERSION:#1.1.0].

Vendor ID (onyusi 60) — 3HaveHue onuumm 60 (Vendor class ID), nepegaBaeMoe B DHCP-coo6LgHUsIX.
Mpwn nyctom none onuusa 60 B coobLueHnsx npotokona DHCP He nepenaércs;

MepsuyHbIli DNS, Bmopu4Hbili DNS — agpeca cepBepoB JOMEHHbIX UMEH (MCNonb3yoTcs a5
onpeaenenus IP-agpeca ycTpoiicTBa No ero JOMEHHOMY MUMeHK). AApeca, 3ajaHHble BPYUHYLO, ByayT
nmeTb npuopuTeT Hag agpecamn DNS-cepsepoB, nosyyeHHbIMy no npoTtokony DHCP;

Pasmep MTU — MmakcumasibHbI pazmep 6710Kka AaHHbIX, nepejaBaeMbixX N0 CeTw.

3.2.1.1.3 Wcnonb3oBatb VLAN

VLAN — BupTyasibHas nokasibHas ceTb. MpeacrtaBnset coboit rpynny XocToB, 06beANHEHHBIX B OfHY CETb,
He3aBMCUMO OT UX (PMU3NYECKOro MECTOHaXOXAEHUS. YCTPONCTBA, CrpyNnMpoBaHHbIE B O4HY BUPTYa/lbHYHO
ceTb VLAN, nmetoT ognHakoBblii ngeHtudrkatop VLAN ID.

Ucnonb3osamb VLAN — npn ycTaHOBNEHHOM dhnare UCnonb3oBaTh 418 BbIX04a B CETb NAEHTUGIMKATOP
VLAN, nponucaHHbliii B none «VLAN ID»:
* VLAN ID — vpeHTndmkatop VLAN, ncnonb3yemsblii o8 AaHHOTO CETEBOIO MHTepdeiica;
+ 802.1P — npu3Hak 802.1P (gpyroe Ha3BaHune CoS — Class of Service), yctaHaBnMBaemblii Ha
ncxoasLLmMe ¢ AaHHoro nHTepdeiica IP-nakeTbl. MpuHUMaeT 3HaveHust oT 0 (HM3LWKWIA NpMopuUTET)
A0 7 (HavBbICLUNI NPUOPUTET).
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3.2.1.1.4 NokanbHas ceTb (PC)

VLAN — BupTyasibHas nokasibHas ceTb. [MpeacrtaBnset coboit rpynny XocToB, 06beANHEHHBIX B Of4HY CETb,
He3aBMCUMO OT UX (PMU3NYECKOro MECTOHAXOXAEHUS. YCTPONCTBA, CrpyNnMpoBaHHbIE B O4HY BUPTYa/lbHYHO
ceTb VLAN, nmetoT ognHakoBblii ngeHtudrkatop VLAN ID.

* Wcnonb3osartb VLAN — npu ycTaHOB/IEHHOM do/iare UCnosb3oBaTh 415 BbIXOA4a B CETb UAeHTUMKaTOp
VLAN, nponucaxHblii B none «VLAN ID» gnia ycTpoicTsa, nogxtoyeHHoro B nopt PC:
* VLAN ID — ngeHtudpmkatop VLAN, ncnonb3yemsblin o1 JaHHOro CETEBOr0 UHTepheiica;
+ 802.1P — npu3sHak 802.1P (apyroe HasBaHue CoS — Class of Service), yctaHaBnnMBaeMblii Ha
ncxopsLLmMe ¢ AaHHoro nHTepdeiica IP-nakeTbl. MpuHUMaeT 3HaueHust oT 0 (HM3LWKWIA NpMopUTET)
A0 7 (HavBbICLUNI NPUOPUTET).

Bo3MOXHbIE BapraHTbl HACTPOWKN CETU ONMUCaHbl B MPUNOXEHUN «BapraHTbl HACTPOWKN CETU C
ncnonb3oBaHnem TenedoHa VP-XX».,

3.2.1.2 TNopmeHto «802.1X»

B nogmeHto «802.1X» ocyLlecTBNAeTCA HacTpoliKa napameTpoB ayTeHTudmkauum no cneumdukaumnm 802.1X.

(o0 "9 IP-TenechoHna  lMonb3oBaTenbCKUi UHTepdhelic  Cuctema  MOHUTOPMHr

WHTEPHET 802.1X [l Hactpoika MAC-agpecos JNokanbHbin DNS CeTeBoi akpaH dunetp MAC MapLpyThsayma

802.1X

BKIHOMUTE
Mms nonbsoeartens
Mapone
Auth TaiimayT, ¢ 30
Held Tanmayr, ¢ 60

MaKcumMmansHoe KoMMYecTBO NOMbITOK 3

* Brksmodumb — ycTaHoBuTe donar, Ytobbl BKIUNTL ayTeHTUdMKaumo no cneundukaunm 802.1X;

* VIMs nosib308amesiss — UMSA NOJIb30BaTes s, UCMO/b3yeMOE Mpu ayTeHTUdINKALNN;

* [aposib — Naposib, UCNO/b3yeMbIi MPU ayTeHTUdMKaLuu;

+ Auth malimaym, ¢ — Bpemsi OXvnaHus OTBeTa OT ayTeHTUdnKkaTopa Ha 3anpoc ayTeHTudmnkaLmuy,

* Held malimaym, ¢ — nHTepBas BpeMeH/ MexAy NnornbITkaMmu ayTeHTUudmnkauuuy,

* Makcuma/ibHOe KO/Iu4ecmBo r10rbIMOK — MaKCMMaslbHOe KO/IMYECTBO MNOMbITOK OTMPaBK/ COOBLLEHWIA
EAPOL-Start.
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3.2.1.3 TNogmeHto «QoS»

B nogmeHto «QoS» oCyLLeCTBNSETCA HACTPOKa NPUopuUTETOB 06paboTKn Tpaduka 1 Tuna ovepesei.

(ol W |P-TenechoHma  Monb3oBaTenbckui uHTepdgenc  Cuctema  MOHWUTOPMHT

WHTepHer  802.1X m HacTtpoika MAC-agpecoe  JlokanbHblid DNS  CeTteBoi 3kpad  dunstp MAC MapLupyTusaums

HacTpolika QoS
KoHTponb noToka
BeiGop NpropuTETOR DSCP v

Tun cdepeau Strict v

* KOHMposib Nomoka — BKNOYEHWE/BbIK/IIOYEHNE MEXaHU3Ma ynpaBneHns NOTOKOM nepefayn faHHbIX N0
npotokony TCP;
* Bbi6op npuopumemos — BbI6Op cnocoba npuoputusauumn Tpadmka:
+ DSCP — mexaHn3M knaccudpmkaumn, ynpasneHust TpadmkomMm 1 obecneveHuns kayectsa
o6cnyXmBaHUs NOCPeACTBOM NPUOPUTETOB;
+ 802.1p — npusHak (apyroe HasBaHue CoS — Class of Service), ycTaHaBNMBaeMbIii Ha UcxosiLme ¢
AaHHoro uHTepdeiica IP-nakeTbl. MpuHMMaeT 3HadeHus ot O (H13Lwuii npuopuTeT) Ao 7
(HamBbICLIMIA NpMOPUTET).

® Mpwu BKNOYEHHOM KOHTPOJIE NOTOKA HACTPOVKM MPUOPUTETOB HELOCTYMHbI.

+ Tun o4epedu — BbIGOP ANCLMNINHBI 0BCAYXNBaHUN OYepeseil:
« Strict — gucumnanHa o6CnyXnBaHUSA ouepeaeit, Nnpu KoTopon Tpaduk ¢ 601ee HU3KUM
NPMOpPUTETOM NepeaaeTcs, TOMbKO Koraa yxe nepegaHa ovepefb ¢ 6051ee BbICOKUM NPUOPUTETOM;
+ WRQ — ancumnnuHa o6CcnyxmBaHust odyepeeit, Npn KOTopoi A0CTyNHasi nosioca NponyckaHus
AenuTcs mexay odepegamy NPonopuroHasibHO NPUOPUTETY:
* [Mpuopumem 0..5 — onpegenseTca Bec npuopuTeTa B gnanasoHe ot 1 go 127: uem
BblLLIE BEC, TEM NpropuTeTHee Tpadivik.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1N1s OTMEHbI M3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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3.2.1.4 NoagmeHto «HacTpoiika MAC-agpecoB»

B nogmeHto «<HacTtpoiika MAC-agpecos» MOXHO nsmeHnts MAC-agpec LAN-uHTepdoeiica ycTpoincTsa.

(ol " IP-Tenechbonmna  Monb3oBaTenbCKUid MHTepderc Cuctema  MoOHUTOpMHT

WMHTepHeT  802.1X QoS HacTpoiika MAC-agpecoB [ELIel NSNS CeTeBoN aKpaH dunsTp MAC MapLupyThsaums

HacTtpoiika MAC-agpeca LAN

Mepeonpegenuts MAC

MAC

+ lepeonpedesumb MAC — npn ycTaHOBNEHHOM donare Ha nHtepdelice MiHTepHeT ucnonb3yetca MAC-
agpec n3 nona MAC;
+ MAC — MAC-agpec, KoTopbIli 6yAeT Ha3Ha4YeH CETEBOMY MHTephelicy yCTponcTaa.

[nsa nepeonpenenedns MAC Ha nHTepdieiice «IP-tenedoHusa» nnu «VLAN ynpaBneHns» BOCNoNb3ynTech
pasgenamu «HacTtpoiika MAC-agpeca Ha nHTepdeiice "IP-meneghoHusi"» nnn «Hactpoiika MAC-agpeca Ha
nHtepdoeiice "VLAN ynpasneHusi"».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXMUTE KHOMKY «OmMeHa».

3.2.1.5 MNoameHto «JlokanbHbIn DNS»

B nogmeHto «JlokanbHbIi DNS» nponsBoantcst KoHhrrypmpoBaHme nokanbHoro DNS-cepsepa ycTpoiictea
nytem go6aeneHns B 6asy nap IP-agpec — AOMEHHOe UMS.

NokanbHbii DNS no3sonseT w3y noayunts IP-agpec B3anmogeincTeyoLero ycTpoicTaa no ero JOMeHHoOMy
nmeHn. B cnyyae otcyTcTBua cepeepa DNS B cermeHTe ceTu, KOTOPOMY NMPUHAAIEXMUT LLUJIK03, HO MpK
Heob6xo4MMOCTM MapLupyTh3aLmm Nno ceTesbiM MMeHaM N1bo UCMob30BaHKsA B kKadecTse agpeca SIP-cepeepa
€ro ceTeBoro MMeHU, MOXHO MUCNosb30BaTh «J/1okasibHbI DNS». MNpy 3TOM HEO06X0AMMO 3HaTb YCTaHOB/IEHHbIE
COOTBETCTBMS MEXAY MMEeHaM y3/10B (gomeHamu) n ux IP-agpecamu.

(o3 "0 [P-TenechoHna  Monb3oBaTenbckui HTepterc Cuctema  MOHUTOpPMHT

WMHTepHeT  802.1X QoS  HacTporika MAC-anpecos [IENSISVEsINISI CeTeBoil akpaH — @unsTp MAC  MaplupyTusauus

VimeHa yanos

[oMeHHOe UMA IP-anpec

Tect 128.0.3.2
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[na nobaeBneHus agpeca B CNMCOK HEOOXOANMO HaxXaTb KHOMKY «Jobasumsb» N B OkHe «Co3aaTb
COoOoTBEeTCTBME» N 3aNO/THNTL ceayruine nons.

CosgaTe COOTBETCTBUE

NomeHHoe uma | local

IP-agpec 127.0.01

DAITERN S % OTMeHa

+ [omeHHOe ums — NmA y3na;
* IP-adpec — IP-agpec y3na.

HaxmuTte KHOMKY «[TpuMeHuUmb» A5t CO34aHNA COOTBETCTBUS IP-aapec — AOMEHHOE UMSI. 11 OTMEHBI
N3MEHEHUIA HXXMUTE KHOMKY «OmmeHar». [N yaaneHus 3anvmcu n3 cnncka Heobxoammo yCTaHoBUTb donar
HanpOTVB COOTBETCTBYIOLLEN 3anNnCK 1 HAXaTb Ha KHOMKY «Y0a/iumb».

3.2.1.6 ToameHto «CeTeBOI 3KpaH»

B nogmeHto «CemeBol akpaH» yCTaHaB/IMBAKOTCA Npasuia NpoxXoXaeHNa BXOASALLEro, UCXo4ALLEero u
TPaH3UTHOro Tpadmnka. MimeeTtca BO3MOXHOCTb OrpaHn4MBaThb NPoOXoXaeHne Tpadmka pasHoro Tuna
(BXOOALLMIA, UCXOAALLMIA) B 3aBUCMMOCTU OT NPOTOKONA, IP-agpecoB UcTouHMKa 1 HazHaveHus, TCP/UDP-
MOPTOB UCTOYHMKA U HasHauveHus (ana coobuleHnii npoTokonos TCP nnn UDP), Tna coo6uexust ICMP (ana
coob6LeHunii npotokona ICMP).

(oW |P-Tenechonnna lMonb3oBaTenbckuid uHTepdhelic  Cuctema  MoHMTOpPMHT

WHtepier  802.1X QoS Hactpoiika MAC-agpecoB  JlokankHelit DNS dunetp MAC MapLupyTusaums

[paBuna ong BxogslLlero Tpaduka

Uma MpoTokon Apnpec otnpaBuTens MopTel oTNpaBuTens MopTel nony4artens OewcTtBue

Tect TCP 128.0.1.21 0 Q Accept

o«
@]

Mpaeuna onga ucxogawero Tpaduka

Wms Mpotokon MopThl oTNpaBUTenst Aqpec nomny4arens MopTbi nony4arens DeWcTBure
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[na no6aBneHns HOBOro npaBuia HAXKMUTE KHOMKY «/Job6asumb» U B OTKPbIBLLEMCS OKHe «Co3aaTb HOBOE

npaswio» 3anosiHnTe cnegyrowme nonad:
Co3sgaTb HOBOE Mpasuno

mA
Tun Tpachuka BxoarLyuit v
rpoTokon TCP v
Anpec OTNPaEHTENA
MopTel 0TNpasutens | 0
Moptsl nonydatens | 0

DeiicTene MponycTuTs v

AN UET A x OTMeHa

* VIMsi — Ha3BaHve NpaBuna;
« Tun mpaghbuka — BbI6GOp TMNa Tpadka, Ha KOTOPbIA pacnpocTpaHsieTcs AeicTBME AaHHOIo NpaBuna:
* Bxodsiwjuli — BXxoaawuii Ha yCTpoiicTBO Tpaduk (nonydyarenem sBnseTcs HenocpeacTBEHHO OAuH
3 CETEBbIX MHTEPDEICOB YCTPOIiCTBA);

- Adpec omnpasume/isi — 3afaeT HadasbHblli IP-agpec oTnpasuTens. Yepes CUMBON «/» MOXHO
yKasaTb Macky nofAceTn B hopmarax XXX.XXX.XXX.XXX Unun xx, Hanpumep, 192.168.16.0/24 nnn
192.168.16.0/255.255.255.0, 4T06bI BbIAENUTL CPA3Y LiENbIA AMana3oH aapecos (3anMcb Macku
B BUAe /24 cooTBeTCTBYeT 3anvcu /255.255.255.0). MapameTp AOCTyneH B cnydasix, koraa
napametp «Tun Tpaduka» UMeeT 3HaYeHne «Bxooswjuli».

* Ycxodsawuli — nexoaaiuia ¢ yctpoiicTea Tpaduk (Tpaduk, reHepupyeMblil TOKa/IbHO YCTPOMCTBOM
C O]HOTO U3 CETEBbIX MHTEPEICOB):

- Adpec nosyyamessi — 3agaeT IP-agpec nonyyarens. Yepes cMMBO/ «/» MOXHO yKa3aTb Macky
NnoAceTn B oopMaTtax XXX.XXX.XXX.XXX Uan xx, Hanpumep, 192.168.18.0/24 nnu
192.168.18.0/255.255.255.0, uT06bI BbIAENUTL CPasy Lesblil Anana3oH agpecos. MapameTp
[OCTYNeEH B cniyyasx, korga napametp «Tun Tpadvka» MMeeT 3HaueHune «/cxoosswjuls.

+ [Mpomoko/s1 — NPOTOKON NaKeTa, Ha KOTOPbI pacnpocTpaHseTcs AelicTBue AaHHOro npasuna:
+ TCP;
+ UDP;
« TCP/UDP;
+ ICMP;
+ JTio6oii.
« [elicmsue — peiicTBue, coBepluaemoe Haf naketamu (0T6poCuTb/NPonycTUTb).

Mpwu BbIGOpe npoTokonos TCP, UDP, TCP/UDP gnsa pegaktupoBaHus 6yayT AOCTYNHbI HACTPONKM:

« [Mopmbl omnpasumesisi — CNMCOK NOPTOB OTNPABMUTESIS, MAKETbl KOTOPOro GyayT nonaaaTtk Nof AaHHOe
npasuso (4onyckaeTcs ykasbiBaTb IM60 OAVHOUYHbIA NOPT, IM60 Yepes «-» AMana3oH NopToB);

« [MopmsI noslyyamesisi — CMMCOK NOPTOB MNoslyyaTens, NakeTbl KOTOPOro GyayT nonaaaTtk Nof AaHHOe
npasuso (4onyckaeTcs ykasblBaTb IM60 OAMHOUYHbI NOPT, IN60 Yepes «-» AnanasoH NopToB).

Mpu BbIGOpe npoTokona ICMP ans pegakTMpoBaHust 6yayT AOCTYMHbI HACTPOKM:

+ Tun coobuwjeHusi ICMR — MOXHO co3A4aTb NpPaBuo TOMNbKO Anga onpegeneHHoro tuna ICMP-coobuweHuns
6o ANns BCEX.

HaxmunTe KHOMKY «[IpuMeHuUmb» Ans Ao06aBNEHNS HOBOMO Npasuna. 15t OTMeHbl U3MEHEHWI HAXKMUTE KHOMKY
«OmmeHa». [ANs yaaneHust 3anvicu U3 cnucka Heo6xoAvMmo YyCTaHOBUTb goiar HanpoTUB COOTBETCTBYIOLLET
3anncy 1 HaxaTb Ha KHOMKY «Yoa/iumb».
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3.2.1.7 NoameHto «dPunstp MAC»

B nogmeHto «PunbTp MAC» BbINOMHAKTCA HAacTpoiika dunsTpaummn goctyna no MAC-agpecy xocTa.

(o9 IP-TenedoHna  lMonb3oBaTenbckuil MHTepdeitic  Cuctema  MoHuTOpUHT

WHTepHer  802.1X QoS  Hactpoika MAC-agpecoe  JlokansHuld DNS  CeTeBoi akpaH IS dULTel  MaplupyTusauma

[locTyn K yCTpOMCTBY

Pexum ounstpa BbIkno4eHO v

Pexum chubmpa — onpefensiet O4uMH U3 Tpex aliroputMoB paboTbl unsTpa B 3aBUCUMOCTM OT MAC-
agpeca KnneHTa:

* BbikmouyeHo — cpynetpauma no MAC-agpecam OTk/Il04eHa — BCEM XOCTaM paspeLLeHo
NOAKNHATLCSA K YCTPONCTBY;

+ YEpHbIl crnucok — B faHHOM pexumMe paboTtbl onnstpa xoctaM, MAC-agpeca KOTopbIX yKa3aHbl B
«Cnucke MAC-agpecoB», 3anpeLyeHo nogxnoyarscs K ycTpocTy. Xoctam, MAC-agpeca KoTopbIX
He yKa3aHbl B CM/CKe, NOAK/TIYEeHNe paspeLLeHo;

* Besbili cnucok — B AaHHOM pexume paboTbl hunstpa xoctam, MAC-agpeca KOTopbIX YKka3aHbl B
«Cnncke MAC-agpecoB», pa3peLleHo nogknoyarbes K ycTporcTBy. Xoctam, MAC-agpeca KoTopbIX
B CMUCKe He yKasaHbl, MoAK/TI04YEeHNE 3anpeLLeHo.

3.2.1.7.1 Cnucok MAC-agpecoB

B cnmncok moxHo BHecTu o Tpuauatn MAC-agpecoB XOCTOB, JOCTYN KOTOPbIX K YCTPOWCTBY peryvmpyercs
HaCTPOViKoIN pexnma cunstpa.

Cnucok paspewénHbix MAC-agpecos

MAC-agpec
ABF9:48:00:11:22

05:00:27:A3:3E:83
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[na no6aBneHns HOBOro XOCTa B CMMCOK HaXKMUTE KHOMKY «/Jobasums» n BBeante ero MAC-agpec.

OoBaeute MAC-agpec

MAC-agpec -

HaxmunTe KHOMKY «[IpuMeHuUmb» Ans nobasneHns HoBoro MAC-aapeca. [ OTMeHbl UBMEHEHUIN HAXMUTE
KHOMKY «OmMeHa». [Ans yaaneHust 3anmcy U3 cnucka HeobxoavMmo yCTaHOBUTb doiar HanpoTuB
COOTBETCTBYHOLLEI 3ANUCU N HAXATb HA KHOMKY «Yda/iumb».

3.2.1.8 TMogmeHto «MapLupyTmsaumns»

B nogmeHo «<MapLupyTu3aumsa» HacTpaMBalTCs CTaTMYeCcKme MapLUpyThbl yCTPOCTBA.

[« |P-TenechoHma  lMonb3oBaTenbCkui MHTepderic  Cuctema  MoHUTOPUHT

WutepHer  802.1X QoS Hactpoiika MAC-agpecoe  JlokanbHeidn DNS — Ceteson okpaH  ®unetp MAC  [RITETIT ol =TT

MapLwpyTusaymns

Uma Apnpec HasHa4eHuA Macka nogcetun LWinwo3

m] Tect 128.0.3.2 255.255.265.240 128.0.3.1

[nsi [o6aBNeHNs HOBOrO MapLUpyTa HAXMUTE Ha KHOMKY «Jo6asume» 1 3anofiHUTe cneayoLue nons:

OoBaeuTte mapwpyT

Mma
AJpEeC HazHaYeHUA
Macka noaceTw

Lnta3

* VIMsi — Ha3BaHWe mMapLupyTa, UCMNOoJb3yeTca 418 yA06CTBa BOCNPUATUSA YenoBeKoM. [lonie MOXHO
OCTaBUTb MyCTbIM;

+ Adpec Ha3zHayeHusi — IP-afgpec xocTa uiv NoAceTy Ha3HayeHus, 40 KOTOPbIX HE06X0ANMO YCTaHOBUTb
MapLuipyT,

* Macka noocemu — macka nogcetu. 19 Xxocta macka NofCeTn ycTaHaB/IMBaETCA B 3HAYEHNe
255.255.255.255, pnsa nogcety — B 3aBMCUMOCTM OT €€ pasmepa;

* Lmo3 — IP-agpec wn3a, Yepes KOTOPbI OCYLLEeCTB/ISETCA BbIXO Ha «AOpec Ha3Ha4YeHUsI».

HaxmunTe KHOMKY «[IpuMeHuUMb» AN AO6aBNEHNS HOBOrO MapLUpyTa. /15 OTMEHbI U3MEHEHUI HAXMUTE
KHOMKY «OmmeHa». AN yaaneHust 3anmcy U3 cnucka HeobxoaMmo yCTaHOBUTL doiar HanpoTuB
COOTBETCTBYHOLLEI 3aNMUCU N HAXATb HA KHOMKY «Yda/iumb».
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3.2.2 MeHto «IP-TenedoHus»
B meHto «IP-TenedoHusi» BbINOHSAOTCS HacTpoiiku VolP (Voice over IP):

+ HacTtpoiika npotokona SIP;
+ KoHthurypaums akkayHTOB;
* YCcTaHOBKa KOOEKOB;

+ ABO v nnaHa HymepaLmu.

3.2.2.1 TlogMmeHto «SIP-akkayHTbI»

BbiGpaTh akkayHT A/1s1 peAaKTMPOBaHKS MOXHO B BbINaJatoLLEM MEHIO «AKKaYHT».

Cerb QUBEHEWLETEE lMonb3oBatenbckui vHTepgenc Cuctema  MOHWMTOPHMHI

Blla:TETENIN  Obwwme HacTpoiku SIP QoS TenedonHan KHUra CTOpHA BLI30BOB

SIP-akxayHTbI

AxxayHT ArrxayHT 1 ~

[LNs1 KAXA0ro akkayHTa MOXHO Ha3HauMTb CO6CTBEHHbIE aapeca SIP-cepBepa 1 cepBepa perucrpauum,
ro/10COBbI€ KOZIEKMN, MHAMBUAYaNbHbIV NNaH HymMmepauun 1 apyrue napameTpbl.

3.2.2.1.1 OCHOBHbIE€ HaCTPOWKN

Ceto MISCHEGLETEN [Monb3oBaTenbckui MHTepgenc Cuctema  MoHMTOPHHT

SIP-arKayHThI O6wwme HacTpolkm SIP QoS TenedoHHan KHUra McTopHA BLI30BOB

SIP-axkayHTHI

ArKayHT AxrayHT 1 v

OCHOBHbIE HACTPOMKK Konetwn HacTpoiiku cepeucos IlononHUTENbHBIE NApAMETPbI MnaH Hymepayuu

BHMIOUMT
MmA anayHTa 3031
Homep tenedoHa | 3031
HMma nonbsosarena WMean Mearos
Mcnonsaosats ansTepHaTHeHGI Homep  [J

SIP-nopt 50860

£$]

Kareropua abodenta | He ucnonbaosatb v

Homep ronocosoi noytsl 904

* Brsmoyums — nNpy yCTaHOBNEHHOM (pniare akkayHT akTUBEH;

* VIMs1 akkayHma — MeTKa akkayHTa, Kotopas 6yeT UCnosb30BaTbCcs 4718 NAeHTUmKaum akTMBHOIO
aKKayHTa Um akkayHTa no ymosi4aHuio,

* Homep mesnehoHa — aBOHEHTCKUIA HOMeEP, 3aKpensIeHHbIN 3a akkayHTOM,;

* VIMs1 nosib308amesisi — M NONb30BATESISA, CONOCTAB/IEHHOE C aKkayHTOM (0ToGpaxaeTcs B nose
«Display-Name» 3aronoBka «From» B ucxogsiumx coobiieHunsx SIP);

38



PykoBoacTBO no akcnyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

* Mlcrnosib308amb a/lbmepHamusHbIU HOMep — Mpu YCTaHOB/IEHHOM dofiare B 3aro/sioBok «Fromy»
coobLeHuii SIP, oTnNpaBAsieMbIX C JaHHOTO akKayHTa, OyAeT NOACTaBIATLCA aflbTEPHATMBHBIN HOMep (B
4aCTHOCTW, YTOObI MackMpoBaTb CBOI peasibHblii HoOMep oT cncTeMbl AOH Bbi3blBAEMOrO abOHEHTA):

+ A/lbmepHamusHbIli HOMep — HOMEP, KOTOPbI MOXHO YCTAHOBUTb B Ka4eCTBe a/lbTePHATUBHOIO;
+ [Modcmasnsimb 3a20/1080K 8 Contact — UCNOMb30BaTb a/IbTEPHATUBHbI HOMEp B
3arosioBke «Contact» coobueHus SIP.

+ SIP-nopm — UDP-nopT gnsa nprema BXOAALWMX CO06LeHNiA SIP Ha AaHHbIN akkayHT, a Takke A/1s
oTnpaBkun ncxofawmx SIP-coobLieHnii ¢ faHHOro akkayHTta. MNpuHuMaeT 3HaveHns 1-65535 (no
ymonuanuio — 5060);

+ Kameeopusi aboHeHma — Kateropusi Bbi3biBatoLiero aboHeHTa (calling party category) — ucnonb3syetcs
A9 nepefayun B 3arosioBke «From» NCXoAsALLMX COOBLLEHWIA; MOCNEAHNUA NPY 3TOM NepefaeTcs B
copmarte Tel-URI (cm. RFC3966);

* Homep 2os10co80Ul noymsl — HOMep TenedoHa, Ha KOTOPbI ByAeT coBepLlaTbCs BbI30B NpU BbiGope
aboHEeHTOM onuumn «BbI30B» (4151 NPOC/TYLUMBAHUSI TOI0COBOV NOYTbI) B MEHIO FO/10COBOV NOYTHI.

3.2.2.1.1.1 AyTeHTUdMKaUns

AyTeHTUUKaUNS
Norwe 4201

MNaponb

+ Jlo2uH — UMs Nonb3oBaTens, Ucnonb3yeMoe Ana ayTeHTudukauum aboHeHTa Ha SIP-cepBepe 1 cepBepe
perucTpauuy;

« [Maposib — Naposb, UCMOMb3yeMbI Anst ayTeHTudmkaumn aboHeHTa Ha SIP-cepBepe 1 cepBepe
permcTpaumu.

3.2.2.1.1.2 NMapameTpsbl SIP

B cekuun «MapameTpbl SIP» BbINONHAKTCA HACTPOMKM SIP-napameTpoB akkayHTa.

MapameTpbl SIP
PE#MM HCNoNb30BaHKA SIP-NpoKcK Homing v
SIP-npokcu cepseep
Peructpauma
IMeToq KOHTPONA OCHOBHOTO CEpBepa Invite v

TpaHcnopT UDP (NpeanoyTuTensHo), TCH v

00

Taitmep T1, MC

cr

Taimep T2, MC 4000
Taiimep INVITE Tpansakuum (Taimep B), mc 32000
Mognucka gna Mwi

CepBep Noan1cok

* Pexxum ucnosib3o8aHusi SIP-npokcu — B BbiNaAatoLLLEM CMMCKE MOXHO BblGpaTtb pexum paboTsbl ¢ SIP-
cepBepom:
* He ucnosnb308ame;
* Parking — pexum pe3sepsupoBaHus SIP-npokcn 6e3 KOHTPOs 0OCHOBHOro SIP-npokcy;
* Homing — pexum pesepsupoBaHus SIP-NpoKcK ¢ KOHTPO/IeM OCHOBHOTO SIP-npokcu.
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TenedoH MOXeT paboTaTb C OAHUM OCHOBHbLIM 1 MaKCUMyM YeTbIPbMSI pe3epBHbIMK SIP-npokcu. Mpu paboTe

TONb
cnyy

KO C OCHOBHbIM SIP-npokcu pexumbl Parking v Homing Hu4em gpyr oT gpyra He oTnyarotcs. B atom
ae npw oTkase oCHOBHOro SIP-npokcn noTpebyeTcs ero BOCCTAHOB/IEHNE /1 06ecneyeHns

paboTocnocobHOCTH.

Mpu

HanMummn pesepBHbix SIP-npokcn paboTta B pexumax Parking n Homing ocywecTBNSIETCS CNeayowmum

obpasom:

Mpwn coBepLUeHNN UCXOAALLETO Bbl30Ba TeneoH otrnpasnseT coobueHmne INVITE Ha agpec ocHoBHOrO
SIP-npokcu unn npu nonbiTke pernctpauymm — coobueHme REGISTER. B cnyyae ecnm no ucteveHnn
BpemeHwu Invite total timeout oT ocHOBHOro SIP-npokcun He npuxoauT OTBET UK npuxoauT oTBeT 408 nnm
503 — TenedpoH otnpasnsiet INVITE (nn6o REGISTER) Ha agpec nepBoro pesepBHoro SIP-npokcu.

Ecnv oH TOXe HefoCTyneH, 3anpoc NepeHanpas/IseTca Ha creayroLwmii pesepBHblil SIP-npoken 1 T. 4. Kak

TONbKO AOCTYMHbIN pe3epBHbIi SIP-npokcy ByAeT HalgeH, NPOM30AAET NepeperncTpaums Ha Hem.

[anee, B 3aBUCMMOCTI OT BbIGPAHHOIO peXxunma pe3epBrpoBaHus, AeicTBUS GyayT crieayoLyMu:

B pexume Parking HeT KOHTpPons ocHOBHoOro SIP-npokcu, 1 TenedoH Npogo/mkaeT paboTarb C Pe3epPBHbIM
SIP-npokcu, gaxe ecnm 0CHOBHOI BOcCTaHOBNEH. [Mpy noTepe cBA3un ¢ Tekywmm SIP-npokcn 6yaet
NpoAo0/HKEH ONPOC Nocseayowmx pesepBHbIxX SIP-Npokcyn No onMcaHHOMY Bbille anroputmy. rNpu
HeZOoCTYMNHOCTY NocnefHero pe3epBHOro SIP-npokcn onpoc NpoAo/HKUTCA MO KPYry, HauMHas ¢ OCHOBHOTO.

B pexvme Homing fOCTYNHO TpW BUAA KOHTPOSA OCHOBHOTO SIP-Npokcu: nocpeacTBOM Nepuoanyeckoi
nepefayn Ha ero agpec coobueHnii OPTIONS, nocpecTBOM NepUoAMYECKO Nepefaymn Ha ero agpec
coobueHnii REGISTER nn6o nocpeactsom nepegaum 3anpoca INVITE npu coBepLueHumn ncxoasiero
BbI3oBa. 3anpoc INVITE cHavyana nepegaetcs Ha OCHOBHOI SIP-npokcu, a 3aTem, B c/lyvyae ero
HeA0CTYNHOCTK, Ha TeKyLUWIA pe3epBHbIli U T. 4. He3aBMCUMMO OT BUAa KOHTPO/ISA, €C/IM 06HapYXeHO, 4To
OCHOBHOI SIP-npokcn BOCCTaHOBWU/ICA — MPOUCXOAUT nepeperncrpaumsa Ha Hem. TenedpoH HauMHaeT
paboTtarb C OCHOBHbIM SIP-npokcu.

SIP-rpokcu cepsep — ceTeBoil agpec SIP-cepBepa — yCTPOMCTBA, OCYLLECTBAIOLWErO KOHTPOb A0CTyNa
BCeX abOHEHTOB K Tesile(pOHHOI ceTu nposaligepa. MoxHO ykasatb kak IP-agpec, Tak 1 JOMEHHOe UMS
(uepes gBoeToune MoxHo 3agate UDP-nopt SIP-cepBepa, no ymonyanuto — 5060);

Peaucmpayusi — npu ycTaHOB/IEHHOM do/1are NpPOCXOANT PerucTpauuns akkayHTa Ha cepsepe
perucrpaymu;

+ Cepsep peaucmpayuu — ceTeBOl agpec YCTPONCTBa, HA KOTOPOM OCYLLECTB/SIETCS permcrpaums
BCeX abOHEHTOB TeNledPOHHON CETU C LieNblo NpeaocTaBeHns UM Npasa nosib30BaTbCcs ycayraMmm
cBA3K (Yepes ABoeToure MOXHO ykasaTb UDP-NopT cepBepa pernctpaumm, No ymonyaHuo —
5060). MoxHo yka3aTb Kak IP-agpec, Tak u JOMEHHOE UMsI (YUepe3 ABOETOUME MOXHO 3a4aTb
UDP-nopt SIP-cepBepa, no ymonyaxuuto — 5060). O6bIYHO cepBep perncTpauum uanyecku
coBMelLLeH ¢ SIP-npokcn cepeepom (OHM UMEKT OANHAKOBbLIE agpeca);

Memoo KoHMpPOs1si OCHOBHO20 cepsepa — BbIOOP METOAA KOHTPONA AOCTYNHOCTN OCHOBHOTO SIP-
cepsepa B pexvme Homing:

+ Invite — KOHTPO/b NOCPEACTBOM Nepefayn Ha ero agpec 3anpoca INVITE npu coBepLueHum
NCXOAALLErO BbI30Ba;

* Register — KOHTPO/b NOCPEACTBOM NEPUOANYECKON Nepefayn Ha ero agpec coobLLeHui
REGISTER,;

+ Options — KOHTPO/Ib NOCPEACTBOM NEPUOAMYECKOI Nepeaayn Ha ero agpec coobuieHnii OPTIONS.
[epuod KOHMPO/Isi OCHOBHO20 cepsepa — UHTEPBaUT OTNPAaBKM NEPUOANYECKMX COOBLLEHNIA B CEKyHAAX
C LeNbio NPOBEPKN AOCTYNHOCTN OCHOBHOTO SIP-cepBepa;

TpaHcriopm — BbI6OP NPOTOKONA A1 TPAaHCMOPTUPOBKM Co0bLeHnin npoTokona SIP;

Talivep T1, Mc — nHTepBas Mexay nocblsikoi nepsoro INVITE n BTOporo npu oTcyTCcTBUM OTBETA HA
nep.blii B Mc. Ans nocneayrowmx INVITE (TpeTbero, 4eTBEPTOro 1 T. 4.) AaHHbI NHTepBaU
yBenmumBaeTcs Basoe (Hanpumep, npu 3HadeHnn 300 mc, BTopoii INVITE 6yaeT nepeaaH yepes 300 mc,
TpeTuii — yepes 600 Mc, YeTBepTbI — Yepe3 1200 mc 1 T. 4.);

Talivep T2, MC — MaKCUMaJslbHbIN MHTepBan Ans nepenocbiiki He INVITE-3anpocoB 1 0TBETOB Ha
INVITE-3anpochi;

40



PykoBoacTBO no akcnyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

* Talimep INVITE mpaH3sakyuu (malimep B), mc — obiumii TaiimayT nepegaumn coobuieHuii INVITE B mc. Mo
NCTeYeHNV JaHHOro TaimayTa onpeesnseTcs, YTo HanpasneHne HegoCcTyNHo. icnonb3yeTcsa ans
orpaHuyeHus petpaHcasumii coobeHunii INVITE, B TOM unicne ans onpegeneHns ocTynHOCTY;

* [Modnucka 07151 MWI — npu yctaHOBNeHHOM chriare 6yAeT oTnpas/IATLCA 3anpoc NMOAMUCKU Ha cobbITue
«message-summary». [locsie nosy4yeHnsa AaHHOro 3anpoca cepsep NoAnucok dyaet yBefoOM/IATb
YCTPOMCTBO O HaUIMYMKN HOBbIX 0/10COBbLIX co06LeHnn nocpeacTsom NOTIFY-3anpocos;

+ Cepsep noonucoK — CeTeBOW agpec YyCTPOMUCTBA, Ha KOTOpbIn oTnpasnstoTcs 3anpockl SUBSCRIBE ans
NOAMNMNCKN Ha cobbITUA «message-summary» n «dialog». MOXHO ykasatb kak IP-agpec, Tak 1 JoMeHHoe
nvs (yepes aBoetoume MoxHo 3agatb UDP-nopt SIP-cepBepa, no ymonyaxHuio — 5060).

° |_|pl/l NCcnosib3oBaHn pa3HbIX 3Ha4yeHuiA TaﬁMepOB Ha akKKkayHTax S|P-I'I0prI akKKayHTOB TaKXxe
AO0JDKHbI OT/INYaTbhCA.

3.2.2.1.1.3 Pe3epsHble SIP-npokcu

PeaepeHble SIP-npokcu

SIP-npokcw cepeep Cepsep peructpaumm

Ansi no6aBneHns pesepBHOro SIP-NMPoKCK HAXMKUTE KHOMKY «J06asumb» 1 BbINOMHATE CeaytoLe HaCcTPOKK:

+ SIP-nipokcu cepsep — ceTeBoin aapec pesepsHoro SIP-cepeepa. MoXHO ykasaTtb Kak IP-agpec, Tak 1
[loOMeHHOoe UM (Yepes aBoeToure MoXHO 3aaatb UDP-nopt SIP-cepBepa, no ymonyaHuio — 5060);

+ Cepsep pesucmpayuu — CeTeBOii aipec pe3epBHOro cepeepa perucTpaumm (Yepes ABOEToUME MOXHO
ykazatb UDP-nopT, no ymonyanuto — 5060). MoxHo yka3aTb Kak IP-aapec, Tak 1 JoMeHHoe nmsi. Ecnu
ycTaHoBneH donar nepeg nosnem Cepsepa perncrpaumu, To BKIKYeHa permctpanmsa Ha pe3epBHOM
cepsepe.

[nsa ynanexHns pesepsHoro SIP-npokcn ycTtaHoBUTE donar HanpoTyB 3a4aHHOro aapeca v HaXMUTE KHOMKY
«Yoanumsb».
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3.2.2.1.1.4 [ononHutensHble napameTpbl SIP

JlononuuTensHele napameTpsl SIP

SIP-gomen | eltextestloc
MeumernTe SIP Domain ana perwctpayns
MpwmesnTe SIP Domain ana noanucos [
Pesmma Quibound BranioueH v
MNepHon BpeMeHH NEpEpETHCTRALHM, © 1800
Murepean noatopa perucTpayud. ¢ | 30
MNeproa ofHOBNEHKWA NOANMCOK, © 1800
Hurepaan noatopa noanweo, © 30
Mcnonsaosate STUN
MyfinuyHbin agpec

Wenonesosate SIP Display Name npu O
PErMCTpaLMM

Brinaua KMB npu nonyuenun 183 Progress [

HapemwHan nocTassa npeasapuTensHex Supported w
orseTos (1xx)

Paspewwurs Timer

MHHHMANEHOE BREMA CECCHM, C 120
Bpema ceccuu, © 1800
Mepuoauuecsmin onpoc SIP-cepeepa | CLRF w
MuTepaan onpoca, ¢ 10

SIP-oteet npw otknoHeswn Beiaosa | 480 Temporarily Unavailable  «

SIP-oteeT npu DND | 480 Temporarily Unavailable
OfipafiaTeiears saronosok Alert-Info [
Mpoeepats Toneo wwe nonssosarena s RURL

Nepenasats IP-agpec & saronoawe Call-lID [

 [MpumesuTe x OmmeHa

+ SIP-0omMeH — fOMEH, B KOTOPOM HaxoAMTCsl YCTPOMCTBO (3ano/iHATL Npy He06X0AUMOCTW);

* MpumeHums SIP Domain 075151 pecucmpayuu — nNpu yCTaHoBAEHHOM donare npuMmeHnTb SIP-gomeH ais
pervucTpaumm (SIP-gomeH 6yaet noactaBnsaTbesi B Request-Line 3anpocos REGISTER);

* MNpumeHumsb SIP Domain 07151 NOONUCOK — NpwW yCTaHOB/IEHHOM hnare npumeHnTb SIP-goMeH ans
noanucok (SIP-gomeH 6yaeT noactaBnaTbes B Request-Line 3anpocos SUBSCRIBE);
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* Pexxum Outbound — pexum Outbound:

* BbIk/1l04€H — MapLUpPYTU3MPOBATb BbI30BbI COM/1ACHO M/1aHy Hymepawuuy,

+ Outbound — gnsa paboTbl NCXOAALLEN CBA3N HEOOXOAUM M1aH HyMmepauun, HO BCe BbI30BbI ByayT
MapLupyTM3npoBatbes Yepes SIP-cepsep; B criydae OTCYyTCTBUS pernctpauny aboHeHTy BblaaeTcs
OTBET CTaHLMK, YTOObI MOXHO ObINI0 OCYLLECTBATL YNpaBieHne aboHEHTCKM CEPBUCOM
(ynpaBneHwve ABO);

+ Outbound c sbidaveli «3aHsIMO» — ANs paboTbl UCXOAALEN CBA3M HEOOX0AMM NNaH HyMepauumm,
HO BCe BbI30Bbl OyyT MapLUpyTu3mpoBaTtbcs Yyepes SIP-cepBep; Npu OTCYTCTBUM permcTpaumm
BOCNO/1b30BaTbLCA TesiepoHnel 6yaeT HEBO3MOXHO: B TPYOKY BblAaeTCs CUTHaUT OLLUNOKM.

* [lepuod BpemeHu rnepepeaucmpayuu — BpeMs, B Te4YeHne KOTOpOro AeicTBUTE/IbHA perncTpaums
akkayHTa Ha SIP-cepBepe. MNepeperncrpaumsa akkayHTa OCyLLecTB/ISeTCA B cpeaHeM yepes 2/3
yKasaHHOro nepuoaa;

* MiHmepsas1 nosmopa peaucmpayuu — NPOMEXYTOK BPEMEHN MeXAy NomMbITKaMu 3aperncTpupoBaTbCcs
Ha SIP-cepBepe B crlyyae HeyCcneLwHol pernctpauum,

* [Mepuod o0b6HoB/MeHUsI MOONUCOK — BPEMS, B TEYEHNE KOTOPOro AelCTBUTe/IbHA NOANMCKa Ha COObITUS.
OG6HOBNEHME NOANMNCKN OCYLLECTBNSETCA B CpegHeM yepes 2/3 ykasaHHOro neproaa;

* MiHmepsas1 nosmopa rnoonucoK — NPOMEXYTOK BPEMEHUN MeXAy MonbITKaMy NoAnucatbCcsa Ha cobbiTue B
c/ly4yae HeycneLlHON NoANUCKN;

* Wicnonbzosams STUN — npu yctaHoBneHHoM donare ucnosb3yetcst npotokon STUN (Session Traversal
Utilities for NAT) gnst onpenenenus ny6/mMyHoro agpeca yctpoiictea (BHewHero agpeca NAT).
PekomeHayeTcs NCnonb3oBaTh AaHHbI NPOTOKON Npu paboTte ycTpoiicTBa Yepes NAT.

© Mpu ncnonbsoBaHWK pasnnuHbix HacTpoek STUN Ha akkayHTax, SIP-NopThl akKayHTOB [O/KHbI
pasnuyartbCes.

* [y6/1u4HbIl adpec — AaHHbI NapamMeTp UCMNOoMb3yeTCs B Ka4eCTBE BHELLHEro agpeca ycTpolicTea npu
pa6oTte 3a NAT (3a wnto3om). B kauecTBe ny6nvnyHoro agpeca nponucbiBaetcsa agpec BHelwHero (WAN)
nHTepgoeiica witosa (NAT), 3a KOTopbIM ycTaHoB/eH IP-TenedoH cepumn VP. Mpy 3TOM Ha caMOM LL/H03€e
(NAT) Heobxoaumo caenatb Npo6poc cooTBeTcTBYOLWMX SIP- 1 RTP-nopToB, NCNo/b3yeMblx
YCTPOWCTBOM,;

* Uicnonb3osamsb SIP Display Name ripu peaucmpayuu — npv ycTaHOBNEHHOM chniare nepegasatb UMs
nons3oBatens B nosne SIP Display Info coobuueHus Register;

* Bbidada KI1B npu nosydeHuu 183 Progress — npu ycTaHOB/IEHHOM donare BblgasaTb cUrHan «KoHTposb
MOCbINKN BbI30Ba» Npu NnpuemMe coobuleHns «183 Progress» (6e3 BnoxeHHoro SDP);

+ HadexHasi docmaska npedsapumesibHbix omsemos (1xX) — NCMOoNb30BaHNe HafeXHbIX
npeagapuTenbHbix oTBeToB (RFC3262):

+ Supported — nogaepxka Ucnosib30BaHNA HaAEeXHbIX NpeaBapuTe/ibHbIX OTBETOB;
* Required — TpeboBaHVe UCNOMb30BaTh HAaEXHbIEe NpeaBapuTesibHble OTBETLI;
* BbIK/Il04EH — HE UCNO0Mb30BaTb HAZEXHble NpeaBapuTesibHble OTBEThI.

Mpotokonom SIP onpegeneHo aga Tuna 0TBETOB Ha 3anpoc, MHULMnpyowmii coeamHerne (INVITE) —
npeABapuTeNibHble Y OKOHYaTesbHble. OTBETHI Kacca 2XX, 3XX, 4XX, SXX U 6XX ABMAKTCA
OKOHYaTeNIbHbIMN U NepefarnTCca HALAEeXHO — € NoaTeepxaeHnem nx coobeHnem ACK. OTBeTbl
knacca 1xx, 3a ucknoyenvem otseta 100 Trying, ABNATCA NpeABapuTe/IbHbIMU U NepesarTcs
HeHaaexHo — 6e3 noaTeepxaeHust (RFC3261). 3T 0TBETHI coepaTt NHhopMaLmMio O TEKYLLE
cTagunm obpaboTkm 3anpoca INVITE, BcrnefcTBme Yero noteps Takmx OTBETOB HeXesaTesibHa.
Vcnonb3oBaHve HafexHbIX npefsapuTesibHbIX OTBETOB TaKXe npeaycMoTpeHo npoTokosioM SIP
(RFC 3262) 1 onpegensietca Hanmumem Tera 100rel B MHALMMPYIOLLEM 3anpoCe, B 3TOM C/lyyae
npeABapuTeNibHble OTBETLI NOATBEPXKAAaTCA coobleHnem PRACK.

Paboma Hacmpolku 100rel npu ucxooswel cssa3u:

+ Supported — nepegasaTtb B 3anpoce INVITE ter supported: 100rel. B aTom cnyyae
B3aMMOAENCTBYIOLLMIA LL/IKO3 MO CBOEMY YCMOTPEHUIO MOXET NnepeaaBarb
npegBapuTesibHble OTBEThI IGO0 HAAEXHO, IGO0 HET;
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* Required — nepepasartb B 3anpoce INVITE Teru supported: 100rel v required: 100rel.
B aTom cniyyae B3aumogelicTBYOLWNIA W03 AO/DKEH NepefasaTth nNpeaBapuTe/ibHble
OTBETbI HAAEXHO. EC/in B3anmMoencTByoLWLniA W03 He NOAAEPXUBAET HAAEXHbIe
npeasapuTefibHble OTBETbI, TO OH AO/HKEH OTK/IOHUTL 3anpoc coobuweHnem 420 ¢
yKasaHvem Henogaepxumsaemoro Tera unsupported: 100 rel, B aTom cnyvae 6yget
oTnpasneH NoBTopHbIli 3anpoc INVITE 6e3 Tera required: 100 rel;
* Bbiksto4eH — He nepegasaTth B 3anpoce INVITE Hu ogunH 13 Teros supported: 100
rel v required: 100 rel. B aToM cnyyae B3avMOAENCTBYOLLMIA W03 ByaeT nepefasaTtb
npegBapuTesibHble OTBETbI HEHAAEXHO.

Paboma Hacmpolku 100rel npu s8xoosiwjeli cssi3u:

+ Supported, Required — npu npueme B 3anpoce INVITE Tera supported: 100rel nn6o
Tera required: 100rel, nepegaBatb npeaBapuTeNibHbIe OTBETLI HAAEXHO. Ecnu Tera
supported: 100rel B 3anpoce INVITE HeT, TO nepegasaTtb npeaBapuTesibHble OTBETI
HeHafexXHo;

* BbikstouyeH — npu npyueme B 3anpoce INVITE Tera required: 100rel, oTKNOHUTL 3anpoc
coobuweHnem 420 c ykazaHnem Henoggepxunsaemoro Tera unsupported: 100rel.

B ocTanbHbIX cnyyasx nepefasarb NpefsapuTesibHble OTBETbI HEHAAEXHO.

* Paspewums Timer — npv ycTaHOBNEHHOM dhiare BK/lOYEHA nogaepkka pacwmpenns timer (RFC 4028).
lMocne ycTaHOBNEHUA COeMHEHNS, eC/IM 06e CTOPOHbI NMOAAEPXKMBAIOT timer, ogHa U3 HUX
nepuogunyecku otnpasnseT 3anpockl re-INVITE gns KoHTpons coegnHeHusi (ecnm 06e CTOPOHBI
nogaepxmsatot metog UPDATE, ans yero oH gomkeH 6bITb yKasaH B 3arosnioBke Allow — o6HoOBNeHNe
CECCUM OCYLLECTBIAETCA NOCPEACTBOM Neproanyeckoin otnpaskn coobueHnii UPDATE);

* MuHumasibHoe 8peMsi ceccuu, C — MAHUMaSIbHbIV MHTEPBaUT NPOBEPKM PabOoTOCNOCOBHOCTY COeaUHEHUS
(ot 90 go 1800 c, no ymonuaxuio — 120 c.);

* Bpewmsi ceccuu, ¢ — Nepuo BpeEMEHU B CEKYHAAX, N0 NCTEYEHMM KOTOPOro NPOU3oiAeT NpUHyanTeIbHOe
3aBepLLUeHne ceccuu, B Caiyyae ecsim ceccus He byaet BoBpemsi o6HoBneHa (o1 90 go 80000 c.,
pekomeHayeMoe 3HadyeHre — 1800 ¢, 0 — Bpemsi CECCUM HE OrpaHNYeHo);

+ lMepuoduyeckuli onpoc SIP-cepsepa — BbIGOP cnocoba onpoca SIP-cepeepa:

+ OmknodeH — SIP-cepBep He onpawmBaeTcs;

+ Options — onpoc SIP-cepsepa npv nomoLy coobuieHnii OPTIONS;
+ Notify — onpoc SIP-cepepa npv nomowm coobueHunii NOTIFY;

* CLRF — onpoc SIP-cepsepa nyctbiM UDP-naketom.

* MiIHmepsas1 onpoca — nepuog, BpeMeHu B CeKyHAaxX, Yepes KOTopbIi BbinosHAeTcs onpoc SIP-cepeepa.
[JocTyneH npu BkNoYeHHON onuun «Mepuoanyeckuin onpoc SIP-cepeepay;

+ SIP-omgem npu omk/1Io0HeHUU BbI308a — BbI6Op SIP-0TBETA NPU OTKNIOHEHNN BXOAALLETO BbI30B3;

+ SIP-omsem nipu DND — Bbi60p SIP-oTBETa Npn OTKNOHEHNW BXOAALLETO Bbi3oBa B pexxume DND;

+ Obpabamsisamb 3a20/1080K Alert-Info — ob6pabaTtbiBaTb 3aronoBok Alert-Info B 3anpoce INVITE ans
Bbl4Aun MOCbISIKN BbI30Ba OT/IMYHON OT CTaHAAPTHOW;

* [Mposepsimb Mo/IbKO UMS nosib3os8amesisi 8 RURI — ecnv donar yctaHoB/EH, TO aHaUTM3NPYETCS TOSbKO
abOHEHTCKMIA HoMep (user), Npy CoBMaAeHNN KOTOPOro BbI30B OYAET HA3HAYEH AAHHOMY akkayHTy. Ecnun
chnar cHAT, TO NPV NOCTYNEHNN BXOASALLETO Bbl30Ba NPOM3BOAMTCA aHann3 Bcex anemeHToB URI (user,
host n port — aboHeHTckuii Homep, IP-agpec n UDP/TCP-nopt). Mpu coBnageHum Bcex anemeHtos URI
BbI30B OyAeT Ha3HayeH JaHHOMY akkayHTY;

+ lMNepedasamsb IP-adpec 8 3a2os108ke Call-ID — ecnn chnar yctaHoBreH, To B 3aronoske Call-ID npu
ncxopasiueli cBsa3n NCnonb3yeTcs co6CTBEHHbIN IP-agpec ycTpoiictea B hopmare localid@host.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ']'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmmeHan».
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3.2.2.1.2 Kopgekn

Cerp QUACHEIOLETEE MMonb3oBaTenbciuil MHTepdeinc  Cuctema  MoHWTOpHMHT

BIE-TETENI  O6wve HacTpokkn SIP QoS TenedgoHHan KHura McTopuA BoiIzoBOB

SIP-akkayHThI

ArxayHT ArrayHT 1 v

OcHOBHbBIE HACTPOAKK Konewun HacTpoiku cepercos JlononHuTEnbHbIE NapaMmeTpsl MNnaH Hymepaluu

Mp1opUTET KOLEKOB

Konex 1 G.711a v
Kopex 2 G.729 v
Konex 3 G.711u v
Konen 4 G.7231 ~
Konex 5 G.726-24 v
Konex 6 G.726-32 v
Kopek 7 BelknioueH ~

BPEMH nakeTusaLluu
Bpema naketusauum G.711, Mc 20 v
Bpema naketuszaymm G.729, mc 20 )
Bpema navetusaumm G.723.1, Mc 30 v
Bpewms naketusauyum G.726-24, Mmc 20 v
Bpewmna nakeTusayun G.726-32, Mmc 20 v

* Kodek 1..7 — nN0o3BOMISIET BblOGpaThb KOAEKM M NOPSLOK, B KOTOPOM OHM ByAyT Ncnosib3oBatbes. Kogek ¢
HaVBbICLLUMM MPUOPUTETOM HYXXHO nponucaTb B nosie «Kogek 1». Ans paboTbl HEOO6XOAMMO yKasaTb XOTS
6bl OAVH KOAEK:

* BbIK/Il04EH — KOLEK HE UCNOSb3YyeTCs;

+ G.7711a — ncnonb3oBartb kogek G.711A;

* G.7117u — vcnonb3osatb kogek G.711U;

+ G.723 — vicnonb3oBartb kogek G.723.1;

+ G.726-24 — wcnonb3oBatb Kofek G.726 co ckopocTbio 24 Kéut/c;

G.726-32 — ncnonb3oBarb Koaek G.726 co ckopocTbio 32 Keut/c;

+ G.729 — vcnonb3oBartb kogek G.729.

* Bpemsi nakemusayuu — YAC/I0 MUNNUCEKYHA peun B ogHoMm RTP-nakete (ans kogekoB G.711A, G.729, G.
723 1 G.726);

« Tun Hazpy3Ku — TUM AMHAMUYECKOW Harpy3ku ans kogeka G.726-24 nnu G.726-32 (paspelleHHblie as
1CNOMb30BaHMs 3HaYeHnst — oT 96 Ao 127).

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBNCMMYH0 NaMsiTb
HaXXMUTE KHOMKY «[TpuMeHUMb». [N OTMEHbl U3MEHEHWI HaXXMUTE KHOMNKY «OmmeHar.
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3.2.2.1.3 HacTtpoiikm cepB1coB

Cere QISEEGLETEN [onbiosatenbckuid maTepdeinic  Cucrema  MonuTopuur
SIP-asmayHTH Obwme wacTporsM SIP - QoS TenedoHHaR HHMra HcTopwA Bbizos0s

SIP-axKayHThI
AHKEYHT ArEayHT 1 w
CcroBsie HacTpodry  Hogemw | HacTpodws cepescos | JlononWrensHbie napametps  [NaH HyMepaum
Curxpormsauws JIBO c ynanesHsim cepeepom
OmHIaHHe Bulz0sa

He tecnonoute O
Kog aKTWsaLHu

Koo neaxTusaumu
Octanoeka Hatopa npu #

GLIR Bairin. w
Ko axTHBaLMK

Koo eanTHsaumMu

TopAYan/TENRAn NHHKUA -
Homep yonyrv "ropRYan/Tennian nuHsA” | 4803

TarmayT 33AS0MEA, ©

]

PaIpeiuuTh NPHEM HHTEDHOM BbiJOBA -
[exepHpoBaTE ToH

TpHOPHTET WHTEpHOM BrisoEa )

PaspelunTe ABTOOTSET Ha Buis0Esl - [

Pa3peWwHTh NEPEXEAT Bbl10BA -

Pexum nepexeata Buls0sa F.SF ACES W

YpanexHoe ynpasnexWe BuI30B0M -
[EHEDHDOBATE TOH NEped OTBETOM

TMp#OpMTET YAANEHHOMD OTBETA Had Teryupm [
EHIZ0E0M

+ CuHxpoHu3sayusi BO c yoasieHHbIM cepsepoM — Npu ycTaHOBMEHHOM dhiare OyaeT akTUBMpPOBaHa
cuHxpoHm3aums ycnyr CFU, CFB, CNFA, DND c yaaneHHbIM cepBepoM NocpeAacTBOM NoAnmncku (cm.
npunoxexnme CrHxpoHusauus ABO c yaaneHHbIM cepBepPOM);

+ OxudaHue B8bI308a — NPV yCTaHOBNEHHOM do/iare paspeLleH npruemM BXoAsLLMX BbI30BOB BO BpPeEMS
aKTMBHOrO BbI30Ba, MHA4Ye Ha 3anpoc BXOASLErNo Bbi30Ba OyAeT oTnpasneH oTBeT 484 Busy here;

* He 6ecriokoums — Npun yCTaHOBMIEHHOM (priare ycTaHaBNMBaETCA BpEMEHHbI 3anpeT BXOASLLEN CBA3N
(ycnyra DND — Do Not Disturb);

+ Koo akmusayuu — kop, aktusauuu ycnyru DND Ha yganeHHoM cepBepe;
* Koo deakmusayuu — kog geaktnsauum ycnyrn DND Ha yaaneHHOM cepBepe.

« OcmaHoska Habopa npu # — Npy ycTaHOBNEHHOM donare UCnonb30BaTb KHOMKY ‘# Ha TenetoHHOM
annapare An1s1 OKOHYaHUsl Habopa, MHave ‘#, HabpaHHasi ¢ Tenledh)OHHOro annaparta, UCNOMb3yeTCs Kak
yacTb HOMepa,
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* CLIR — orpaHuyeHue ngeHtudukaum HoMepa Bbi3biBaroLLero aboHeHTa:

Bbikn1 — ycnyra CLIR oTknioveHa;

SIP: From — B 3aronoske From coobweHunii npotokona SIP 6yaet nepegasaTtbcsa Anonymous Sip:
anonymous@unknown.host;

SIP: From u SIP: Contact — B 3aronioBkax From n Contact coo6uieHunii npotokona SIP 6yaet
nepegasartbcsi Anonymous sip: anonymous@unknown.host.

Koo akmusayuu — kopg, aktnaumu ycnyrn CLIR Ha yaaneHHOM cepBepe;

Koo deakmusayuu — kop, peaktnsaumm ycnyrm CLIR Ha yaaneHHOM cepBepe.

- [opsiyasi/mensasi IUHUST — NPW YCTAHOB/IEHHOM dp/iare paspeLleHa ycnyra «ropsiyas/Tennas MHUs».
Ycnyra no3BosiieT aBTOMaTMYecky yCTaHOBUTb UCXOASILLEE COEAUHEHVE NPU NOABEME TPYOKH
TenechoHa 6e3 Habopa Homepa C 3aAaHHol 3aepPXKoii (B cekyHaax). Mpu ycTaHOBMeHHOM doniare
3anofiHuTe cnepyoLme nons:

Homep ycnyau «2opsidas/mensiasi IuHUSI» — HOMep TenedoHa, ¢ KoTopbiM ByaeT
yCTaHaBMBaTbCA COeMHEHME Yepes BpeMs, paBHoe «TariMayTy 3afepXXKu», Noc/e NogHATUS
Tpy6kn TenecpoHa (B nnaHe Hymepauuy ucnosibdyemoro SIP-npochunst 4o/mkeH 6biTb Npedinke Ha
[laHHOe HanpaB/eHune);

Talimaym 3a0epikku, C — NHTepBaJ1 BPEMEHM, Yepes3 KOTOPbIN ByAeT ycTaHaB/IMBaTbCA
COe/iMHeHVe C BCTPeYHbIM abOHEHTOM, B CEKYHAAX.

* Paspewums npuem UHMEPKOM BbI308a — NPW BbIK/TOYEHHOW ONUUM NHTEPKOM-BbI30BbI OYAYT
aBTOMAaTMYECKMN OTKNOHSATHLCS:

leHepuposamb MoH — Nepef aBToMaTUYeCKUM OTBETOM Ha MHTEPKOM-BbI30B OyAeT npourpaH
KOPOTKWUIA 3BYKOBOI CUTHAUT;

lpuopumem UHMepPKOM BbI308a — KOTAA ONUUS BK/IOYEHA, MHTEPKOM-BbI30B UMEET NPUOPUTET MO
OTHOLLEHMIO K aKTMBHOMY BbI30BY. [Nepes aBToMaTuyeckum OTBETOM Ha MHTEPKOM-BbI30B
aKTMBHbI BbI30B OyAeT NOCTaB/IeH Ha yaepxaHue. Korga onuus oTk/ItoveHa, Npy akTMBHOM
BbI30BE aBTOMATUYECKNIA OTBET HA MHTEPKOM-BbI30B cpabatbiBaTb He byaeT.

* Paspewums ABmoomsem Ha 8b1308bI — NMPY BKIIOYEHHO ONuUMKU ByAeT NPoOUCXoAMTb aBTOMAaTUYECKNA
OTBET Ha BCE BXOASLLME BbI30BbI:

Ysedomums neped asmoomsemom — nepep aBToMaTuyeckum oTBEeTOM OyAeT NpourpaH KOPOTKUiA
3BYKOBOW CUTHaUT;

lpuopumem asmoomsema Ha 8bI308 — KOrfa onuus BK/IOYEHA, HOBbI BXOAALLMNIA BbI3OB MMEEeT
NPUOPUTET NO OTHOLLIEHUIO K aKTUBHOMY BbI30BY. [lepes aBToMaTnyeckum OTBETOM Ha BbI30B
aKTMBHbI BbI30B OyAeT NOCTaB/IeH Ha yaepxaHue. Korga onuus oTk/ItoveHa, Npy akTMBHOM
BbI30BE aBTOMATUYECKNIA OTBET Ha BbI30B cpabaTbiBaTb He OyaerT;

3adepixka rneped asBmoomsemom, C — UHTePBas1 BPEMEHM BPEMEHN B CEKYHAAX MeXAay
NOCTYN/IEHNEM BXOASALLErO BbI30Ba 1 aBTOMATUYECKUM OTBETOM Ha Hero.

+ Paspewums nepexsam BbI308a — NPW ycTaHOBNEHHOM thiare HaxxaTue Ha BLF-knasuwwy 6yaet
MHULMMPOBATL Nepexsar Bbi30Ba, NOCTYNaloLero K aboHeHTy, Ha KOToporo HacTpoeHa BLF-knasuwa;

Pexxum nepexsama 8b1308a — CNocob, KOTOPbIM OCYLLIECTB/IAETCA Nepexsar Bbi30Ba:

* Replaces — nepexsat ¢ NoMoLLbIO 3aronoska Replaces;

* Feature Code — nepexsar ¢ NOMOLLbIO Npedinkca, [o6aBNSEeMOro K Homepy aboHeHTa,

Ha KoToporo HacTpoeHa BLF-knasuwa.

Koo nepexsama — npedkc, o6aBneHHbIN K HOMepy aboHEeHTa, Ha KOTOporo HacTpoeHa BLF-
KnasuLua,
3asepwumb HOMepP cUMBO/IOM «#» — fob6aBNeHe CUMBONA «#» MPU Nepexsare Bbi30Ba Nocsie
HoMepa aboHEeHTa, Ha KOTOPOoro HacTpoeHa BLF-knasuLwa.

& BLF — HasHauaeTcs Ha KaBULWM C BCTPOEHHbIM CBETOANOAHBIM MHANKATOPOM. CBETOANOAHDII
MHAOMKATOP 0TOGPaKaeT COCTOSIHME abOHEHTA, YKa3aHHOrO B AOMNOIHUTE/bHbIX HAaCTpolikax. Haxartne
KnaBULWM UHULMUPYET BbI30B B PEXMME OXMAAHMS. A B PeXMME pasroBopa NEPEBOAUT BbI30B HA
yKa3aHHOro aboHeHTa.

*+ YOasieHHoe yrpas/ieHue 8bI3080M — NMPU BKIKOYEHHON onuun paspeLuaeTcs 06paboTka 3aro/f10BKOB
Event B SIP Notify cornacHo cneundmkaumm Broadsoft: SIP Access Side Extensions Interface. MNpwu
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nosyyeHun 3aronioBka event: talk TenedoH MOXeT cam OTBETUTb Ha BbI30OB, & NPV NOJTyYeHUM
3aronoska event: hold TenedoH cam oTnpaBuT 3anpoc Ha yaepXXaHue Bbi30Ba. ITO BAXHO A1 (DYHKLMN
«Nepek/irvyeHne NMMHNN», Tak Kak Tel'le(*)OH caM CHUMET BbI30B Ha yaepXaHunn:

* [eHepuposamb MOH rneped omsemoM — Nnepes, 0TBETOM M0 YAa/IEHHOMY YNpaB/ieHVIO Bbi30Ba
OyAeT npourpaH KOpOTKMIA 3BYKOBOW CUTHAT,

* [Mpuopumem ydasieHHO20 omBema Hao MeKyUwUM BbI30BOM — KOrAa Onums BK/IKOYEHA, HOBbI
BXO,CI,HLLI,VIVI BbI30B MMEET NPUOPUTET NO OTHOLLIEHNO K aKTUBHOMY BbI30BY. ﬂepe,q aBTOMAaTUN4YeCK1UM
OTBETOM Ha BbI30B aKTUBHbI BbI30B 6yp,eT nocTaB/iIEH Ha ygepXXaHune. Korp,a onumns OTK/TI04YEHa,
npn akKTMBHOM Bbl30B€E aBTOMaTMYeCKUi OTBET Ha BbI30B Cpa6aTbIBaTb He 6yAeT.

3.2.2.1.3.1 TMepeagpecauns

MNepeaapecauunn

BezycnoeHan nepeagpecauyMA -
Homep 6ezycnosHoil nepeagpecalmu 1001
Kon axTuBaymu 21"

Koa neaxTvBaUMM #21#%

MNepeanpecayHA NO 3aHATOCTH ~
Homep nepeagpecaluuu no 3aHATOCTH 1002
Kon axTuBaymu 22

Koa neaxTHBALMM #22#

NepeanpecayHa No HEOTBETY -
Homep nepeagpecalMu No HeoTBeTY 1003
TadmayT HeoTEETA, © 10
Kop axTvBaUMH 27

Kon peaxTtuBalmu #2TH

+ BbesycsiosHasi nepeaopecayusi — npu yctaHoB/eHHoM conare paspelleHa ycnyra CFU (Call Forwarding
Unconditional) — Bce BxogsLMe BbI30BbI NepeHanpaB/stoTCA Ha YKa3aHHbIn Homep 6e3yC/I0BHOIA
nepeagpecauuu:

* Homep 6e3ycsio8HOU rnepeadpecayuu — HOMeP, Ha KOTOPbI NepeHanpasnsaTCsa BCe BXoasLmne
BbI30BbI, NP BK/IIOYEHHOW ycnyrn «besycnoBHasn nepeagpecauus» (B niaHe Hymepaumm
ncnonb3yemoro SIP-npochnns gomkeH 6biTb NPedUKC Ha AaHHOe HanpaBneHue);

+ Koo akmusayuu — kog aktueauuun ycnyrn CFU Ha yganeHHoM cepBepe;

+ Koo deakmusayuu — kop, fgeaktusauum ycnyrn CFU Ha yganeHHOM cepBepe.

+ [MNepeadpecayusi no 3aHsMocmu — Npu yCTaHOBNEHHOM dhnare pa3pelueHa ycnyra CFB (Call Forwarding
Busy) — nepeagpecauusi Bbi3oBa nNpu 3aHATOCTU abOHEHTa Ha yKa3aHHbI HoMep:

* Homep nepeadpecayuu o 3aHIMocmu — HOMep, Ha KOTOPbI NepeHanpaBNAlnTCs BXoasawme
BbI30BbI MPY 3aHATOCTM aGOHEHTA, NPY BK/IIOYEHHOI ycnyre «[epeagpecaumsi No 3aHATOCTU»
(B nnaHe Hymepauwmm ncnonsayemoro SIP-npochuns AomkeH 6bITe NPetrKe Ha faHHoe
HanpaBsneHue);

* Kod akmusayuu — ko aktuauum ycnyru CFB Ha yaaneHHOM cepBepe;

+ Koo deakmusayuu — kop, geaktusauumn ycnyru CFB Ha yaaneHHOM cepBepe.
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« lNepeadpecayus no Heomsemy — npu ycTaHoB/IeHHOM chnare paspelueHa ycnyra CFNR (Call Forwarding
No Reply) — nepeagpecauusi Bbi3oBa Npu HEOTBETE aBOHEHT;
* Homep nepeadpecayuu rno Heomsemy — HOMep, Ha KOTOPbI NepeHanpaBNATCa BXoasawme
BbI30BbI NPY HEOTBETE abOHEeHTa Npu BK/IOYEHHO ycnyre «[epeagpecauuns no HEOTBETY»
(B nnaHe Hymepauwmmn ncnonsayemoro SIP-npodhuns AomkeH 6bITh NPetrKe Ha faHHoe
Hanpas/eHue);
+ Talimaym Heomsema, ¢ — UHTEPBaUT BPEMEHW, Yepes KOTopbIin ByaeT Npon3BOAUTLCA
nepeagpecayus Bbi30Ba B C/lyyae HeoTBeTa aboHEHTa, B CEKYHAAX;
+ Kod akmusayuu — kog aktueauumn ycnyrn CFNR Ha yganeHHOM cepBepe;
* Koo deakmusayuu — Kopg, geaktmsauum ycnyrn CFNR Ha yaaneHHom cepBepe.

& [1ns ncnonb3oBaHWs YCNYT Ha yAa/IEHHOM CepBepe HeEOOX0AMMO 3a4aTb KOAbl aKTUBaLMM U
fAeakTmBaumm ycnyr. Mocne Yyero Npu akTmBaumn (feakTmBawummn) ycnyrn yepes akpaHHOe MeH0 Un
web-uHTepdeliic 6yaet coseplueHa INVITE-ceccusi ¢ kogom, BCeACTBME Yero COOTBETCTBYOLLAA
ycnyra 6yfeT akTBMpOBaHa (4eakTVBMpOBaHa) Ha cepBepe.

Mpwn BK/IOYEHUN OAHOBPEMEHHO HECKO/bKMX YCNYT NPUOPUTET crieaytowunii (B NOPSAKE CHUKEHNS):

1. CFU;
2. DND;
3. CFB, CFNR.

3.2.2.1.3.2 TpexcTOpPOHHASA KOHhepeHuus

TPEXCTOPOHHAR KOHbepeHUMs
Pexum YoanenHan (RFC4579) v

Cepeep kondepeHy | conf

s

* Pexxum — pexunm paboTbl TPEXCTOPOHHEN KOH(hepeHuun. BO3MOXHO ABa pexunma:
* Jloka/ibHasi — KOHPepeHLmMa cobupaeTcs YCTPOMCTBOM JIOKa/IbHO MOC/1Ie HaxXaTus KoMOuHauun
«CONF»;
* YdaneHHasi (RFC 4579) — koHdpepeHUmMsi cobMpaeTcs Ha yaasleHHOM cepBepe Nnocse Haxatusi
«CONF». Ha cepBep, ykasaHHblii B none «CepBep KOHepeHUn», OTNPaBAseTcs
coobueHue Invite. B aTom criyvae KoHpepeHuma paboTaeT No asiropuTMy, ONMCaHHOMY
B RFC4579.
+ Cepsep KOHghepeHyuu — B 06LLEM CNyyae apec cepsepa, OCYLLECTBNALEro ycTaHOB/eHNE
KOHpepeHuun no anroputmy, onucaHHomy B RFC4579. Agpec 3agaetca B oopmare SIP-
URI: user@address:port. MoXHO yka3aTb TO/IbKO No/ib3oBaTesnbekyto yactb URI (user) — B 3TOM criyyae
coobLeHue Invite oTnpaBuTca Ha agpec SIP-npokcu.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXMUTE KHOMKY «OmMeHa».
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3.2.2.1.4 [ononHutenbHble napaMmeTpbl

Cere QIRELEGLETEN lMonb3oBaTenschuil HHTepdeidc Cuctema  MoHWTOpHHI

SIP-axxayHTHI Qbwme HacTpoiks SIP QoS TenedyonHan HHWra McTopua BsizoBos

SIP-akkayHThbI

Anxayut | AxxayHT 1 v

OCHOBHEIE HACTPOKK Konexu HacTpoiuu cepeucoe | [lononHUTeNsHeEE NapamMeTpel

Mepepaua DTMF Inband v
McnonbsoBats 06HADYMEHWE THLLUWHE
Mcnons3oeatk sxonogaeneq1e
RTCP -

MpooomKMTENEHOCTE CUIHANA 33HATO 3

RTP

MunumansHsid RTP-nopt 23000

MaxcumansHsiid RTP-nopt 26000

Mnakx Hymepaymu

+ lNepedaya DTMF — cnoco6 nepegayn curHanos DTMF:
* Inband — BHyTpunonocHas nepegava;

* RFC2833 — cornacHo pekomeHgaumm RFC2833 B kauecTBe BblAE/EHHOIN Harpy3kn B peyeBbIxX

naketax RTP;

+ SIP info — nepepaya coobLueHunii no npotokony SIP B 3anpocax INFO;

+ SIP info+RFC2833 — nepepaya coobLeHnii no npotokony SIP B 3anpocax INFO n cornacHo
pekomeHgaumn RFC2833 B kavecTBe BblAENEHHONM Harpy3ku B peveBbix naketax RTP

OAHOBPEMEHHO.

« Tun Hazpy3Ku 07151 nakemos RFC2833 — tnn Harpysku ansa nepegayn naketos no RFC2833

(paspelLeHHble Anst UCNOMb30BaHKSA 3HaYeHUst — oT 96 o 127);

+ OduHakosbIl mun Haz2py3ku 0/15 npuéma u rnepedaqu — onums UCNosb3yeTcs NPu NCXoaswemM BbI3oBe
ANS1 COrMlacoBaHus TMna Harpysku cobbITuid, nepegasaemMbix no RFC2833 (curHanos DTMF). Mpw
yCTaHOBNEHHOM chniare nepegaya n npmem cobbiTnini No RFC2833 ocyLecTBASETCS C Harpy3Koi 13
MPUHATOrO OT BCTPEYHOW CTOPOHbI coobueHmnsa 2000k. Mpwu cHaTom dhnare nepegaya cobbITUin NO
RFC2833 ocyuiectBnseTcs ¢ Harpy3koi us npuHsatoro 2000k, a npuém — ¢ TMNOM Harpysku u3

co6CTBEHHOI KOHMrypaumn (ykasbiBaeTcsi B UCXoAsLLEM Invite);

* Vcrniosib3o8ameb 06HapyxeHue muluHbl — NPW YCTaHOB/IEHHOM piare UCMNosib30BaTh AETEKTOP TULLVHBI.
* Vlcnosib3o8ame 3xornodassieHue — npu yCcTaHOB/IEHHOM dofiare NCrnonb30BaTb IX0MNoAaBMEHNE;
* RTCP — npwv ycTaHOB/IEHHOM ¢oiare ncnonb3osarb NpoTokon RTCP ans KoHTposs 3a pasroBOpHbIM

KaHasioMm:
* VIHmepsasi nepedayu — nHTepsan nepegayn naketos RTCP, c;

+ lNepuod rnpuema — nepuog npruéma coobueHna RTCP nsmepsercs B eanHMLax UHTepBaia
nepegayu; ecniv no ncTedeHnn nepmoga npuéma ot BCTPEYHOM CTOPOHbI HE ByAET NOYYEHO HU

ogHoro RTCP-nakeTa, yCTpOIACTBO pa3pbiBaeT COEAMHEHNE;

* RTCP-XR — npu ycTaHOB/IeHHOM dhnare 6yayT otnpaBnstbcs naketTbl RTCP Extended Reports B

cooTtBetcTBUM ¢ RFC 3611;

* [podo/mkumesIbHOCMb cueHa/la 3aHsimo — NPOLAO/MHKMTENBHOCTL IYKOB NPU 3aBEPLUEHUN BbI30Ba

BCTpel—IHOI7I CTOpOHOI7I nnn npun noayvyeHnmn OLINOKM npu coeepLueHnn Bbi30BAa, C.
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3.2.2.1.41 RTP

* MuHumasibHbIl RTP-riopm — HWXHAA rpaHuua guanasoHa RTP-nopToB, Mcnonb3yeMbix /18 nepegavv
pasroBOpHOro Tpagvka;

* MakcumasibHbIl RTP-nopm — BepXxHAA rpaHuua ananasoHa RTP-nopTos, ncnosnb3yemblx 418 nepegayun
pasroBOpHOro Tpadguka.

3.2.2.1.42 SRTP

SRTP

BKMHOYUTD >

KpunTorpadmyeckuin Habop 1 AES_80 ~

KpunTorpadmyeckuin Habop 2 AES_32 ~

* Bk/ouums — Npy yCTaHOBNEHHOM donare byaet ncnonb3osarbea WwndgposaHne RTP-notoka. Mpu aTom
B SDP ncxogawmx INVITE-3anpocos 6yaet ykasaH RTP/SAVP-npoduns. Takxe B SDP Bxogsawmx
3anpocos 6yaet npom3soantbes nonck RTP/SAVP-npodunns. Ecnn RTP/SAVP-npocune He 6yaet
HalifleH, TO BbI30B OyAEeT OTK/IOHEH;

* Kpunmoepacpudeckuli Habop 1-2 — NO3BOMAET BbIOPATL a/ITOPUTMbI LUMGPOBAHUSA U XeLLUMPOBaHWS,
KOTOpble ByAyT MCnonb3oBaTbCA. KpuntoHabop ¢ HaMBbICLLUMM MPUOPUTETOM HYXXHO MponucaTtb B rnosie
«KpunTorpadmyeckuin Habop 1». 519 paboTbl HEO6XOAMMO yKa3aTb X0TA Obl OAVMH KpunTorpaduyeckunii
Ha6op:

+ AES_80 — cooteetcTtByeT AES_CM_128_HMAC_SHA1_80;
* AES_32 — cootBetctByeT AES_CM_128_HMAC_SHA1_32.

3.2.2.1.4.3 [OxntTep-6ydep

OoxntTep-Oydep
MUHWMAENEHAA 330epHEa, MC 40 v
MakcMMansHaR 3a0epHEa, Mo 130 v
Mopor HeMeaNEHHOrD YOANSHUA NAKETOR, ME 500 v
DakTop onTuMuaaLmk bydepa 7 v

DoxutTep (jitter) — 3TO HEpaBHOMEPHOCTL NEPUOAOB BPEMEHHU, OTBELEHHbIX HA AOCTaBKy NakeTa. 3agepxka B
[LOCTaBKe MakeTa W MKUTTEP UCUMCNSIOTCA B MUIIMCEKYHAAX. BennumHa pkuttepa MMeeT 60/bLIoe 3HAYEHNE
npv nepegaye MHopMaLmn B peXUMe peasibHoro BpeMeHu (Hanpumep, ronoc unv Buaeo).

B npotokone RTP ecTb none Ana meTkM TOYHOro BpeMeHW nepesaqv OTHOCUTeNbHO Bcero RTP-notoka.
MpuHUMatoLLLee YCTPOICTBO NCMNO/b3YET 3TN BPEMEHHbIE METKN A/19 BbIACHEHWS TOrO, KOrga criegyer oxuaaTb
naket, Cob/oA4eH N NopAAoK NakeToBs. icxoaa 13 aToi nHopmMalmmn, npueMHas CTOpoHa BbISICHAET, Kak
cnefyeT HaCTPOUTbL CBOW MapameTpsl, YTOOblI 3aMacknpoBaTb NOTEHUMa/IbHbIE CETEBLIE NPOOGEMbI, TaKME Kak
3afepXKN N pKUTTep. Ecnu oxmnaaemoe Bpems Ha [OCTaBKY Naketa OT OTnpaBuTeNs K NPUEMHUKY Ha
MPOTSXXEHWM BCEro Nepuoaa pasrosopa CTporo pasHO onpefeneHHoMy 3HayeHuo, Harnpumep 50 Mc, MOXHO
yTBEpPXAaTb, YTO B TAKOW CETU [KMTTepa HeT. Ho 3a4acTyto NakeTbl 3a4epXnBatOTCA B CETU, U BPEMEHHOIA
NHTEepBa AOCTaBKM MOXET KosiebaTbCsi B 10BO/IbHO 6O/IbLLOM (C TOUKM 3peHUst Tpadomka, KpUTUYHOIO KO
BPEMEHW) BPEMEHHOM AnanasoHe. B ciyyae ecnv NnpuioxeHne-npueMHUK Takoro 3ByKa Uam Buaeo oyaet
BOCMNPOUN3BOAUTL €70 B TOM BPEMEHHOM Nopsaake, B KOTOPOM NPUXOLAT NakeTbl, Mbl NOyUYnM 3aMeTHOe
yXy[LeHUsi KayecTBa rosioca (Unv BMAeO0). Hanpmumep, ecav 310 KacaeTcs ro/10ca, TO Mbl YC/IbILLUM
npepbiBaHUe B rosioce u gpyrue noMexu.
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YCTpOCTBO MMEET criegytowme HacTporkn pKuTTep-dydepa:

* MuHuMasibHasi 3a0epPXKa, MC — MAHUMaJIbHOE OXMAaemoe BpeMs 3a[epXK1 pacnpocTpaHeHus IP-
nakeTa rno ceTy;

* MakcumasibHasi 3a0epXKa, MC — MakKCUMasIbHOE OXugaemMoe BpeMs 3a4epXku pacnpoctpaHeHus IP-
nakerta rno cetu,
* [Mopoea HemeOds1eHHO20 yoasieHusl nakemos, MC — MakCUMaJslbHbI NPOMEXYTOK BpeMeHW, Yepes KOTOpbIii

MPOUCXOANT yaasieHe peyeBbIX NakeToB 13 bydepa. 3HaueHne AaHHOro napameTtpa 60/bLue Ux PaBHoO
MaKCUMasIbHOW 3a/1ePXKKE;

+ Pakmop onmumu3ayuu byghepa — napameTp, UCNOb3yEMbIV ANS ONTUMU3ALUN pasmepa mKUTTep-
6yhepa. PekomeHayeTcA BbICTaB/MATb ero 3HavyeHue B 0.

3.2.2.1.4.4 YcuneHune curHasos

YcuneHne curHana ¢ MukpodpoHa

MpomKol ceszn & el 0ab
FapruTypbl @ o) 046
Tpybku & ool 06

* YcuseHue cueHasia ¢ MUKpPOghoHa 2pOMKOU C8s3U — onpefensieT 3HayeHue, Ha KoTopoe 6yaeT ycuneH
CUrHan ¢ MMKpodhoHa rpoMKoli cBa3m (AonycTUMble 3HadYeHus -9, ... 9 ab, ¢ warom 1,5 ab);

* Ycu/ieHue cu2Hazia ¢ MUKPOGhoHa 2apHUMYypbI — ONpeenseT 3HavyeHue, Ha KoTopoe 6yaeT yCcueH
CUrHas1 ¢ MMUKpOPOHa rapHUTYpbIl (BoNyCcTUMbIe 3HaueHus -9, ... 9 ab, ¢ warom 1,5 b);

* YcusieHue cuzHasia ¢ MUKpoghoHa mpybku — onpefenser 3HayeHne, Ha KOTopoe ByaeT YCUEH CUrHasl ¢
MUKpohoHa TeNedOHHOR TPy6KM (AonycTuMble 3HaYeHns -9, ... 9 ab, ¢ warom 1,5 aB).

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[IpuMeHuUMb». O OTMEHbI UBMEHEHUIA HXXMUTE KHOMKY «OmmeHa».
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3.2.2.1.5 TlnaH Hymepauuu

Cere UEEEHEICLUTEN [Mone3zoBaTenbckuil MHTepgeiic  Cuctema  MOHWTOpPHHT
SIP-akkayHThI O6wme HacTpoiku SIP QoS TenedpoHHaRA HHMMA HcTopua BeizoBos

SIP-aKkKkayHThbl

AmxayHt | AmeayuT 1 v

(OCHOBHBIE HACTPONKK Konesxw Hactpoiku cepaucos JTononuuTensHsLe napameTpsl Mnax Hymepatum

HacTpoitka nnasa Hymepauuu | S4.L8(["#x].)

MnaH Hymepaumun 3agaeTcst NPy NOMOLLY PErY/ISIPHbIX BbIPaXEHWIA B nosie «HacTpolika nnaHa Hymepauum.
Hwxke npuBoanTCS CTPYKTypa 1 hopMat 3anucy npaBu/l MapLipyTusaumm, 06ecneunBatoLLmx pasnnyHble
BO3MOXHOCTW Habopa Homepa.

CTpyKTypa 3anucu nnaHa MapLupyTmu3aumu:
Sxx, Lxx (MpaBuno1 | NpaBuno?2 | ... | MpaBunoN)
roe:

* XX — MPON3BOJIbHbIE 3HAUEHNS TalimMepoB S u L;
* () — rpaHuLbI N1aHa HymMepaumuy;

* | — pasgenutenb npaBua naaHa Hymepawmu;
* MpaBuno1, NpaBuno2, NMpaBunoN — Wab10HbI HOMEPOB, Ha KOTOPbIE Pa3peLleH Un 3anpeLLleH
BbI30B.

CTpyKTypa 3anvcu npasui MapLLpyTU3auum:
Sxx Lxx prefix@optional(parameters)
roe:

* XX — MPOW3BO/IbHbIE 3HAYEHUS TaliMepoB S 1 L. TaliMepbl BHYTPU NpaBua MOTYT GbiTb OMYLLEHbI, B 3TOM
cnydyae Ucnosb3yoTcs rnobasibHbie 3HaYeHVsl TaliMepoB, ykazaHHble nepes Kpyr/ibIMyM CKobKamu;

« prefix — npedhrkcHasi yacTb NpaBuna;

+ @optional — onunoHanbHas YacTb npaBuna (MOXeT 6bITb ONyLLEHA);

+ (parameters) — f0oNoNHUTENbHbIE NAapaMeTpbl (MOryT GbITb OMYLEHbI).
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3.2.2.1.5.1 Talimepsbl

« Interdigit Long Timer (6ykBa «L» 8 3anucu niaHa HyMmepayuu) — BPeMSsi OXUAaHMs BBOAA CrefytoLel
umMpbl B Cnyyae, ecav HeT Wab/1oHoB, MOAXOAALMX No4 HabpaHHY0 KOMOMHALMIO;

« Interdigit Short Timer (6yksa «S» 8 3anucu niaHa HyMepayuu) — BPEMS 0XMAaHNA BBOAA cneaytoLleit
umMdpsbl, eCNn ¢ HabpaHHO KOMBUHaLUKMEN NOMHOCTLIO coBNadaeT XoTs 6bl 0AMH WAa6/I0H 1 Npy 3TOM
NMEETCS elle XOTA 6bl OAMH LWAaBNOoH, A0 NOMHOM0 COBNAAEHMS C KOTOPbIM HEOBX0AMMO OCYLLLECTBUTL
[oHabop Homepa.

3HaueHusi TailmepoB MOryT 6bITb Ha3HAYEHbI Kak AJ/1s1 BCErO NniaHa MapLupyTusaumm, Tak 1 Ana onpenenéHHoro
npaswia. 3HaYeHUs TaliMepoB, yKasaHHble Nepes, KpYrnoli CKOOKOW, MPUMEHSIOTCA KO BCEMY MiaHy
MapLUpyTU3aLmu.

Opumep: S4 (8XXX.) nnu S4, L8 (XXX)

Ecnv 3HayeHnsa TaiimepoB yKasbIiBaloTCA B NpasBus/ie, TO OHW NPUMEHUMbI TO/TbKO K 3TOMY npasuiy. 3HavyeHve
MOXET ObITb PacnosioXeHo B N060M MecTe LabroHa.

Opumep: (S4 8XXX. | XXX) nnm ([1-5] XX S0) — 3anuch BbI30OBET MTHOBEHHYIO Nepeaadvy Bbi3oBa Npu HaGope
Tpex3Ha4yHoro Homepa, HaunHatowerocs Ha 1,2, ..., 5.

3.2.2.1.5.2 TpedhnkcHasa yacTb Npasw/ MiaHa Hymepauun
MpedrKcHasn YacTb NpaBuia MOXET COAEPXaTb CrefytoLine 3NIeMeHTbI:

AnemMeHT OnucaHue
npecuKcHOM YactTm

X vnm x Nio6as undppa ot 0 Ao 9, paBHO3HaUYHO AnanasoHy [0-9].
0-9 Lindopbl o1 0 go 9.

* CumBon * (3Be3404Ka).

# CumBon # (pelueTka).

© Vcnonb3osaHve cumBona # B NiaHe Hymepauunm MOXeT 6/10KMpPOoBaTh 3aBepLUeHne
Habopa ¢ NoOMOLLbHO 3Tol KnaBmLw!

[] YkazaHue ananasoHa (4epes Tupe), nepeuncreHme (6e3 npo6enos, 3ansTbiX 1 NPOUMX
CMMBOJIOB MeX[ly Lmpamu) Um KoMGUHaLIMS U3 AuanasoHa 1 NepedncieHus.

MNpumep avanasoxa: ([1-5]) — no6as umdpa ot 1 Ao 5.

MNpumep nepeuncnenus: ([1239]) — cooTBeTcTBYET M0G0 U3 UMdP 1,2, 3 MK 9.

MNpumep KombUHALMK AvanasoHa u nepeuncnenus: ([1-39]) — npumep 13 npeabiayLero nyHkTa
C VHOIi hOpMOIA 3anucy, T.e. COOTBETCTBYET LUmdpam ot 1 40 3 1 9.
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AnemMeHT
npecuKcHOM YacTm

{ab}

<argl.arg2>

PykoBoacTBO no akcnyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

OnucaHue

Yka3zaHue KonmyecTsa NoBTOPEHMIA CMMBO/IA, CTOSILLIETO Nepes CKkobkamu, AnanasoHa unm
CUMBO/IOB *#.

rpe:

* Min — MUHVYMa/IbHOE KOIMUYECTBO NOBTOPEHMWIA;
* Max — MakcuMasibHoe.
Bo3MOXHbI crieaytoLie hopMbl 3anucuy:

+ {{max} — paBHo3HauHo {0,max};

+ {min,} — paBHO3Ha4HO {Min,c}.
Npumep 1: 6{2,5} — uncpy 6 MOXHO HabpaTb OT ABYX A0 NSATW pa3. PaBHO3HAYHO 3anucu 66 |
666 | 6666 66666

Npumep 2: 8{2,} — undppy 8 MoxHo HabpaTb OT ABYX pa3. PaBHo3Ha4HO 3anucu 88 | 888 | 8888 |
888881888888 | ...

Npumep 3: 2{,4} — undpy 2 MOXHO HabpaTb [0 YeTbIpex pas. PaBHo3HAUYHO 3anucu 2| 22 | 222 |
2222.

CnevucrMBO/ «TOUKa» yKa3blBaeT Ha BO3SMOXHOCTb MOBTOPEHUS NpeaLlecTByoLLei nepes,
JlaHHbIM CYMBOJIOM LIMAPbI, AnanasoHa UM CUMBOJOB *# OT Hy/isl 0 6ECKOHEUHOCTU pas.
PaBHo3HauHo 3anucu {0,}.

Mpumep: 5x.* — X B JaHHOM NpaBuie MOXET IN60 OTCYTCTBOBATb BOOGLLE NNM60
NPUCYTCTBOBATbL CKOJIbKO YrofAHO pa3. PaBHO3HAYHO 3anucu 5* | 5x* | Sxx* [Sxxx* |...

CneucrmBON «MN/I0C» MOBTOPEHNEe NpeALecTByoLLEl nepes CUMBOMOM «+» LIMMPbI, Anana3oHa
WK CYMBOJIOB *# OT 0AHOTO 10 6€CKOHEYHOCTY pas. PaBHo3HauHo 3anucy {1,}.

Mpumep: 7x+ — X B AaHHOM NpaBwu/ie AO/DKEH NPUCYTCTBOBATbL KaKk MUHUMYM OLVH pas.
PaBHO3HAYHO 3anmncu 7X | 7XX |7XXX | 7XXXX |...

3ameHa HabpaHHoli nocniefoBaTeNlbHOCTU. JJaHHast BO3MOXHOCTb NMO3BO/SIET 3aMEHUTb
HabpaHHyt0 nocnegosatensHOCTb (arg1) B 3anpoce Ha SIP-cepsep, Ha Apyryto
nocnegoBaTesibHOCTb CMMBOJI0B (arg2). Moaudmkaumsi No3BONSIET YAANISATb — <XX:>,
[06aBNATb — <:XX> MO0 3aMeLlaTb — <XX:XX> npbl U CUMBOJIbI.

Opumep 1: (<9:8383>XXXXXXX) — paHHas 3anucb 6yaeT COOTBETCTBOBATL HAGPaHHbIM
umdppam 9XXXXXXX, Ho nepegaHa Ha SIP-cepsep, BMmecTo 9 6yaeT noacrtaBneHa
nocnegosaresisHocTb 8383.

Npumep 2: (<83812:>XXXXXX) — gaHHas 3anuncb GyAeT COOTBETCTBOBATb HAbpaHHbIM Lmdpam

83812XXXXXX, Ho aTa nocnegoBatenbHOCTbL 83812 GyaeT onyuleHa 1 He ByaeT nepegaHa Ha
SIP-cepsep.
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AnemMeHT
npecuKcHOM YacTm

PykoBoacTBO no akcnyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

OnucaHue

BcTaBka ToHa B Ha6op. Mpu coBepLIEHNI MEXAYTOPOAHNX 3BOHKOB (B OCUCHBIX CTAHLMUAX —
3BOHKOB Ha ropofckme Homepa BHe odhnca) NPMBLIYHO CrbIWAaTh OTBET CTaHUyn. OTBET MOXHO
peann3oBaTb BCTABKOW 3anaToli B HY)HYI0 MO3ULMIO MOC/1eA0BaTENLHOCTM Lndp.

MNpumep: (8, 770) — npn Ha6ope Homepa 8770 nocne undpsbl 8 6yaeT BblAaH HenpepbIBHbIA
TOH («OTBET CTaHUMW»).

3anpeTt Habopa HoMepa. Ecnu B kKOHUE WabnoHa Homepa A06aBnTb BOCKIMLATE bHbIV 3HaK
«I», TO HA6Op HOMEPOB, COOTBETCTBYIOLLMX LLAGOHY, 6yAET 3a6/10KMPOBaH.

Opumep: (8 TOX Xxxxxxx ! | 8 XXX XXXXXXX ) — BblpavkeHue paspeLiaeT Habop ToNbKo
MEXOYTOPOLHNX HOMEPOB U NCK/IYaeT MeXAyHapOoaHble BbI30BbI.

© 3anpeuwaiolme npasuna Jo/MKHbI 6bITh NPOMUCAHbI NEPBbIMU.

3.2.2.1.5.3 OnuuoHanbHasa YacTb NpaBw/a NaaHa Hymepauum

OnumoHanbHas YacTb NpaBuia MOXeT ObITb OMYyLLEHA, HO €C/IN OHA BCE-Taku UCMOMb3YETCS, TO MOXET
coAepXatb crieflytolie 3N1eMeHTbI:

dnemeHT
OnuUOHaNbLHOM
yactu

@host:[port]

OnucaHue

Ha6op no npsimomy agpecy (IP Dialing). CumBon «@», NOCTaBMEHHbII1 NOC/1e HOMEPA, O3HAYaEeT,
4yTO Janee ByaeT ykasaH agpec cepsepa, Ha KOTopbIi ByaeT OTnpaBneH BbI30B HA HAOpaHHbIl
Homep. Kpome Toro, chopmart agpeca c IP Dialing MoxeT 6bITb MCNO/Ib30BaH B HOMEpPAX,
npegHasHauYeHHbIX 415 nepeajpecaummn 3BOHKOB. B ciyyae ecnn @host:port He yka3aH, Bbi30Bbl
MapLupyTusnpyoTcs Yepes SIP-proxy.

Npumep: ( Txxxx@192.168.16.13:5062) — Bce NATU3HAYHbIE HA60pPbI, HAUMHAtOLLMECS C 1,
MapLpyTusmpytotcs no IP-agpecy 192.168.16.13 Ha nopt 5062.

3.2.2.1.5.4 [dononHuTtesnbHble NapamMeTpbl Npasu/ naaHa Hymepaumm

®opwmar: (param1: value1, .., valueN; .. ;paramN: value1, .., valueN)

* param — ¥Msl NapameTpa, HECKO/IbKO NapaMeTpPoB YKa3blBaKOTCS Yepe3 TOUKY C 3ansToil, Bce NnapameTpsbl
3aK/1HoualoTCs B 06LLME KPYI/ible CKOBKY;
- value — 3HaueHWe napamMeTpa, HECKO/IbKO 3HAaUYeHMii 0AHOro NapameTpa yKasbiBaloTcsa Yepes 3ansTyio.

JonycTumble napameTpbl U X 3HAYEHUS:

MapameTp

line

OnucaHue

AkkayHT. CoBepLUEHVE BbI30Ba Yepes AaHHbIN akkayHT, BO3MOXHble 3HadeHns 0 v 1.
3HayeHune 0 cooTBeTCTBYET 1 akkayHTy, 3HayeHne 1T — BTOPOMY akKayHTY.

Opumep: 12x(line:1) — BbI30B Ha TPEX3HAYHbIE HOMEpPA, HauMHatLwyecs Ha 12,
6yayT COBEPLLEHbI Yepes3 BTOPOIA akKayHT.
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3.2.2.1.5.5 Tpumepsl
Opumep 1: (8 XXX XXXXXXX) — 11-3HauHbIIN HOMep, HauNHatoLMIACA Ha 8.

Opumep 2: (8 XXX XXXXXXX | <:8495> xxxxxxx) — 11-3HauHblli HOMep, HaUMHarLWwMiica Ha 8. Ecnn BBeAEH 7-
3HaYHbIN, TO 4O6aBUTL K NepegaBaeMomy Homepy 8495.

Opumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) — HA6OP HOMEPOB 3KCTPEHHBIX CYX6, a TaKke HEKOTOPOro Habopa
MEXAyropoHNX HOMEPOB.

Opumep 4: (SO <:82125551234>) — 6bICTpbI HAGOP YKa3aHHOTO HOMePa, aHasor pexuma «Hotline».

Opumep 5: (S5 <:1000> | xxxx) — AaHHbI NaH HyMepawymn No3BoNseT HabpaTb 060 HOMeP, COCTOSILLMIA 13
LMdp, a eC/IN HUYETO He BBEAEHO B TeYeHUe 5 cekyHy, BbizBaTb Homep 1000 (gonycTum, 3To CekpeTapb).

Opumep 6: (8, 10x.|1xx@10.110.60.51:5060) — AaHHbI NNaH HyMepawumm No3Bo/ISET HAbUpaTb HOMepa,
HaumHatowmecs Ha 810 n cogepxalume kak MUHUMYM ogHy umdopy nocne «810». NMocne Beoga 8 6yaeT BblgaH
CUrHan «OTBET CTaHUMM». A Takke Habop Tpex3Ha4YHbIX HOMEPOB, HAYMHAKLLMXCS Ha «1», BbI30B HA KOTOPbIE
6ypnet otnpasneH Ha IP-agpec 10.110.60.51 v nopT 5060.

Opumep 7: (S3 *xx#|#xx#|#xx#|[*xx*x+#) — ynpaBneHue n ucnons3osaxue [BO.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'Ipu:vleHumb». Iﬂ.flﬂ OTMEHbI U3MEHEHUI HAXMUTE KHOMKY «OmmeHa».

3.2.2.2 NMogmeHto «O6wme HacTporiku SIP»

Ceto QUSGEIEGLENEN lNonb3oBatenbckui MHTepdenc  Cuctema  MoHWUTOPHMHT
SIP-aKKayHTb OO6LMe HACTpPO#KK SIP QoS TenedoHHaA KHMra McTopUA BLIZOBOB

O6uwme HacTpOoMKK

Anpec STUN-cepeepa
Hurepsan onpoca STUN-cepsepa, ¢ 30

CneumduKay1a TOHOB Poccua v

+ Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe nms cepsepa STUN, yepes gBoeToumMe MOXHO BBECTU
asibTepHaTuBHbI NopT cepBepa (no ymonuyaxHuto — 3478);

* WiHmepsas onpoca STUN-cepsepa, ¢ — HTepBasl, N0 UCTEYEHUN KOTOPOTro OTNPAaBASETCS 3anpoc Ha
cepsep STUN. Uem mMeHbLLE MHTEpPBaU1 ONPOCa, TEM Bbllle CKOPOCTb peakumm Ha U3MeHeHue ny6anyHoro

ajpeca,
+ Crieyuchukayusi moHOB8 — BbIGOP CTpaHbl A/18 OnpeAesieHunst NCNosib3yeMoro Habopa TOHOB.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». AJ’IH OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHanr.
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3.2.2.3 TogmeHto «QoS»

B nogmeHto «QoS» HacTpavBatoTcs oyHKUMKM o6ecneveHns kayectTsa oocnyxmsanus (Quality of Service).

Ceto QUESENEOLETEN lMonbsoBatenbckMid MHTepgenc  Cuctema  MOHMTOPHMHI

SIP-anxayHTL! Q6ume HacTpokkM SIP E TenegoHHaRA KHKra McTopWA BbiaoBoB

Hactpoitka DSCP gna SIP

AxxayHt 1 0

AxxayHT 2 0

Hactpoitka DSCP ana RTP

AxxayHt 1 0

AxxayHT 2 0

+ [pUMEHUTL x OTmeHa

3.2.2.3.1 Hactpoiika DSCP ans SIP:

+ AkkayHm 1 — 3HadeHne nonst DSCP 3aronoBka IP-nakeTa gnsi curHanbHoro Tpadynka npotokona SIP ans
nepBo NNHWK;

+ AkkayHm 2 — 3HadeHune nonst DSCP 3aronoska IP-nakeTa gns curHanbHoro Tpadynka npotokona SIP ans
BTOPOW NHWMN.

3.2.2.3.2 Hactpoiika DSCP ans RTP:

 AkkayHm 1 — 3HaueHue nonst DSCP 3aronoBka IP-nakeTa 51 ronocoBoro Tpaduka ans nepeoii MHUK;
* AkkayHm 2 — 3HaueHue nonst DSCP 3aronoeka IP-nakeTa 515 rofiocoBoro Tpadouka A1si BTOpoii NIMHWN.

[Nsi BCTYN/IEHUSI B CU/y HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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3.2.2.4 TMNopgmeHto «TenepoHHasA kKHUra»

PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

3.2.2.4.1 YnpaBneHve nokasibHOW Tesled)OHHOW KHUToW

INokansHan LDAP

Ceto QERENELLLTEE lNMonbsoBaTenbckuit MHTepdgenc Cuctema  MoHMTOPHHI

SIP-aKKayHTb O6wme HacTporkn SIP QoS EEIEWLETECEGTIEE  cTopiA Bbi30B0B

MonyunTb Tene@oHHYIO KHUTY C YCTpOMCTBa

dopmar daina O csv

3arpysuTb TenedoHHYI KHUTY Ha YCTPOWCTBO

Dain TenepoHHOA KHUIM \'Browse... '|

®opmar paitna (O csv

Pexum nobasnenwa [

OuKCTHTL TeNeOHHYH KHUTY

MpuopuTeT

® xml

* Crauatb

Mo file selected.

® xml

& 3arpyanTe

% OYMCTHTH

3.2.2.4.1.1 bnok napameTpoB «[onyuntb TeNeqIOHHYI KHUTY C YCTPOCTBax»

B gaHHOM 6/10Ke MOXHO ckayaTtb haiin TenetOHHON KHUIN.

+ opmam cpalina — Bblbepute hopmart gparina 41a ckaumBaHusa. JOCTynHbl cregyolme hopmarbi:
* CSV — TEKCTOBbIV dpopmarT paina, B KOTOPOM KOHTaKTbl 3anncaHbl B BUge tabnvupbl. 3Ha4eHus B
Tabnuue oTAeNsaTca Apyr OT Apyra BblopaHHbIM pasgenuTenew;
* Pasdesiume/ib — CUMBON pasfefieHns 3HaYeHunii B CTpoke. cnonb3yeTcs U MMeeT 3Ha4YeHuns npu

BblGope hopmara csy;

+ [lo6aBums 3a20/1080K — Npw BbIGOPE AAHHOI ONUMK B BbIrPY>XXaeMOM CSV-(haiinie nepsas cTpoka

OyOeT coaepXaTb 3arofIoBOK.

+ xml — eXtensible Markup Language — paclunpsiemblii A3blK pa3MeTKu.
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3.2.2.4.1.2 Bnok napameTpoB «3arpy3nTb TeNneOoHHY KHUTY Ha YyCTPONCTBO»
B faHHOM 6110Ke HacTpamBarTCs NapamMmeTpbl BOCCTAHOB/IEHNS TeNneOHHOM KHUIMM U3 pe3epBHON KOMUN.

« ®opmam c¢palisia — BbI6OP hopmata 3arpyxaemoro gaina. [loctynHbl cnegytoume opmarbl:
* CSV — TEKCTOBbIV dpopmMarT paiina, B KOTOPOM KOHTaKTbl 3anucaHbl B BUAe Tabnvupbl. 3HayeHus B
Tabnmue oTAensanTCca Apyr OT Apyra BblopaHHbIM pasgenuTenem;
+ [Mpucymcmsyem 3a20/1080K — ONUMA JOCTYNHA Npu BbIbope dhopmarta Csv U 03Ha4YaeT, YTo
nepsas CTpoKa COAEePXUT 3aro/ioBOK — Npu UMMNOPTE NnepBasi CTpoka byaeT UrHopMpoBaTbCs;
+ xml — eXtensible Markup Language — paclumpsiemblii A3blK pa3MeTKu.
* Pexum 0obassieHUs1 — Npu yCTaHOB/IEHHOM doflare KOHTakTbl U3 3arpyxaemMoro daiina éyayTt
[06aBneHbl K CyLLECTBYHOLLMM.

© Ecnu donar «Pexum do6as/ieHusi» He YCTaHOB/EH, KOHTaKTbI 13 3arpy)aemoro daiina 3aMeHaT
CyLLieCTBYIOLLME.

3.2.2.4.1.3 bnok napameTpoB «OUMCTUTb TENEOHHYH KHUTY»

B AJaHHOM 6/10KE MOXHO OYUCTUTb Tel'lqu)OHHyIO KHUTY NO HaXKaTnko KHOMKN «OQ4ucmuma».
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3.2.2.4.2 YnpasneHuve TenegoHHol kHuroii LDAP

B nogmeHto «TenedoHHas kHUra» HacTpaneaetcs noakntodeHne kK LDAP-cepBepy 1 napaMeTpbl noucka.

Cetb WISCEHEOLLTEN lMonb3osatenbckui MHTepdeic Cuctema  MoHMTOPHMHT

SIP-axxayHTL O6wme HacTpokku SIP QoS  EEIEMEGGEREERCTIEE  McTopHA BLi30B0B

JNoKansHan LDAP VnaneHHas MpuopHTET

Brriounts LDAP
Pexmum TLS Boikn. v
Anpec LDAP-cepsepa
Mopt LDAP-cepBepa 389

HayanbHan BeTka noucka

AHOHUMHBIA 3anpoc [
INoruk
Maponb

Bepcuanpotokona (O 2 O3

MaKcHMarbHOE KONMYECTBO 3anMcei B OTBETE
OT cepBepa

ATPUOYT MMEHW KOHTaKTA
ATpubyT HOMEPA KOHTaKTA
ATPMBYT HMEHH BbIBOAHMOTO
DUNLTP NOMCKA MMEH
DuNbp NoOMCKa HoMepa

Mowck NpK BXOOALLEM BhI3OBE

Bkatowums LDAP — npy ycTaHOBNIEHHOM (hriare akTMBUPYETCA JOCTYN K aApeCcHON KHUre yepes
3KpaHHOe MeHIo;
Pexxum TLS — pexunm 3awntsbl Tpadmka LDAP:
* BbIk/1. — BbIK/toUueHne pexxunma TLS ans LDAP;
+ StartTLS — komaHga npoTokona, ucnonbsyemas ansa nHcopmmpoaHnsi LDAP-cepBepa 0 TOM, 4TO
YCTPOWNCTBO NEepPexoauT ¢ Hebe3onacHoOro coeanHeHns Ha 6esonacHoe ¢ UCnosib3oBaHnem TLS;
* LDAPS — ucnonb3oBaHue 3awuTbl LDAP yepes SSL.
lposepka cepmughukama — BbINOJIHEHNE NPOBEPKN cepTudmKara,;
Vinmepcpelic — nHTepdpeiic, yepes KOTopbIi ByaeT Npon3BoanTLCSA nogktoveHne Kk LDAP-cepsepy
(Bo3mOXHbIE BapuaHTbl: Internet, VolP, Bropoii gocTtyn Internet);
Adpec LDAP-cepsepa — pomeHHoe nma nnu IP-agpec LDAP-cepBepa;
Mopm LDAP-cepsepa — nopt TpaHcrnopTHoro npotokona LDAP-cepepa;
HauasbHas sBemka roucka — ykasblBaeT MecTonosioxxeHue B katasiore LDAP 6a3oBoro
Katasiora, cogepxaLiero TenietpOHHYI0 KHUTY, U N3 KOTOPOro HauMHaeTcs Nouck. YkasaHne 6a30B0ro
Katasiora cyxaet 06/1acTb MoMcka U TeM CaMbiM YMEHbLUAET BPEMS MONCKA KOHTaKTa,;
AHOHUMHbIU 3arnpoc — Npy ycTaHoBNEHHOM chniare 6yaeT Npon3BOAUTLCA aHOHUMHOE MOAK/THYEHNE K
LDAP-cepBepy;
J1o2uH — NOTVH, KOTOPbLIV ByAET NCNONb30BaTbLCA NpU aBTopusauun Ha LDAP-cepsepe;
lMaposib — naponb, KOTOPbIA ByAeT NCNOb30BaTbCA Npu aBTopu3aumm Ha LDAP-cepBepe;
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Bepcusi npomokosia — Bepcus npotokona LDAP dhopmMupyembix 3anpocos;
MakcumasibHoe Ko/siu4ecmso 3arnuceli 8 omseme om cepsepa — NnapameTp, yKasblBatoLwmil
MakcumasibHOe KO/IMYeCTBO pesy/ibTaToB NOUCKa, KoTopble ByayT Bo3BpalleHbl cepsepom LDAP;

© Ouenb 6onbLOe 3HaYeHUe «Makc. Hits » 3ameanseT ckopocTb noucka LDAP, noatomy napamerp
[O/MKeH ObITb HACTPOEH B COOTBETCTBUM C AOCTYMHOW NPOMYCKHOM CNOCOGHOCTbLIO.

Ampubym uMeHU KOHmakma — napameTp, yKa3blBaloLLMii aTpnubyT MMeHU KaxKaol 3anucy,
BO3BpaLLaemoii cepsepom LDAP;

Ampubym HoMepa KoHmakma — napameTp, yKasbiBatoLwnin aTpnbyT HOMepa Kaxaon 3anuncy,
BO3BpaLLaemoii cepsepom LDAP;

Ampubym umMeHU 8bIB00UMO20 — NapameTp, YKasblBaloLLuii aTpubyT UMeHN A5 BbIBOAA Ha 3KPaH;
®usibmp rnoucka UMeH — PUIbLTP, UCNOMb3yeMblli 418 noucka MMeH. CUMBON «*» B

dunneTpe o603HavaeT N60IN cumBoa. CumBon «%» B ouNbTpe 0603HAYaEeT CTPOKY BBOAQ,
ncnosnb3yemMyto B kadecTtse npedomkca ycnosus omnstpa;

®usibmp rnoucka Homepa — PUNLTP, UCMOb3YyeMbI 418 Noncka Homepa. CUMBON «*» B OUNbLTPe
0603HavaeT ntoboli cumos. CUMBON «%» B hunbTpe 0603Ha4YaeT CTPOKy BBOAA, MCMNOb3yeMYI0 B
KayecTBe npecvkca ycnosusa punstpa;

lMouck npu 8xodsiujemM 8bI308€ — NOUCK UMEHWN N0 HOMepPY NpY BXOAALLMX Bbl30BaX.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «I'IpumeHumb». ﬂ']'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmmeHan».

3.2.2.4.2.1 Cnucok Han6osnee pacrnpocTpaHeHHbIX atpuoyToB LDAP

AGGpeBuartypa MonHoe Ha3BaHue OnucaHue

gn givenName 21V

cn commonName ATpunoyT LDAP, cocToAwmin N3 UMEHN 1
thamunmm

sn surname damunna

dn distinguishedName YHUKaNbHbI nAEHTMMKATOP 3anncK

dc dc KomnoHeHT gomeHa

- company HasBaHue opraHmsaymm

- telephoneNumber Pa6ounini Homep

mobile mobilephoneNumber MoGWbHbIA HOMEP

ipPhone IPphoneNumber JomaiiHnii Homep
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3.2.2.4.3 YnpasneHve ygasieHHOW TenedOHHON KHUIoi

Cete MUESNHEOLETEN Monb3oBaTenbcKuid MHTepdeinc Cuctema  MoHMTOPHHI

SIP-akkayHThb Q6wwe HacTpoirw SIP QoS EECHELLEITEERCTIEN  cTopia BoI30BOB

INokansHas LDAP Ynanexxan MpuopuTeT

BrHoUMTE yaaneHHyo TenedoHHY0 KHUIY
URL TenedoHHOM KHMMH https:// -
WMma nonbaosarens
Mapons
Perum sarpyasm MNepuoauyecku v

WHTepean o6HoBNeHKA TENedOHHOR KHWMM, C 600

* Br/moyums yoasieHHy0 mesieghOHHYHO KHU2Y — MPU YCTaHOB/IEHHOM do/iare BK/IoYaeTcs
aBTomMaruyeckas 3arpyska TeniepOHHON KHUTK;
* URL meneghoHHOU KHU2U — NOMHbIN NyTb K chaiiny TenedoHHOon KHurn — 3agaetcs B popmarte URL
(Ha paHHbI MOMEHT BO3MOXHa 3arpy3ka alina koHdurypauum no npotokonam TFTP, FTP, HTTP n
HTTPS);
* VIms nosib3o08amesis — ucnonb3yetca ana astopusauun Ha FTP/HTTP/HTTPS-cepsepe npu 3arpyske
TeneoHHON KHUTW;
* [Maposb — vcnone3yetcs An1a asTopusauum Ha FTP/HTTP/HTTPS-cepsepe npw 3arpy3ke TenetpoHHO
KHUTK;
* Pexum 3a2py3ku — BbI6Op pexmmMa 06HOBNEHUS TeNedOHHOW KHUTK:
+ lNepuoduyecku:
* VIHmepsas 06HoB/1eHUSI mesiethOHHOU KHU2U, C — MPOMEXYTOK BPEMEHU B CEKyHAAX,
yepes KOTOpPbIA OCYLLECTB/IAETCA Nepuognyeckoe 06HoBNEHNE TeNEe(OHHON KHUMN.
Ecnu napameTp paseH 0, TeniedpoHHas KHura 06HOBUTCA TOJTbKO OAUH pas3 — cpasy
nocne 3arpy3ku yCTpOnCTBa;
* [lo pacnucaHuro:
* [JHU 06HOB/1IeHUSI meflehOHHOU KHU2U — OHW Hefenu, B KOTopble B 3a4aHHOe BpeMs
6yeT Npoun3BOAMTLCA aBToMaTMYeckoe 0OHOB/IEHNE TeNeOHHON KHUTY;
* Bpemsi 06Hos/1eHUs1 mesiedhoHHoU kHU2u — BpeMs B 24-4yacoBoM oopmMare, B KOTopoe
6yaeT Npoun3BOAMTLCA aBToMaTMYeckoe 06HOBNEHME TeNedIOHHON KHUTW.

HaxmuTte KHOMKY «[TpumMeHUmMb» ansi fo6aBneHnst HOBOro npaswa. [ns 0TMeHbl U3MEHEHWIn HAXKMUTE KHOMKY
«OmmeHa». Ina yaaneHus 3anncu n3 cnucka Heo6xoayMo YCTaHOBUTL dhaiar HanpoTUB COOTBETCTBYOLLE
3anncu 1 HaxaTb Ha KHOMKY «Y0a/iumab».
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3.2.2.4.4 TlpuopuTeT 0TOGpaxXeHUss UMeHN aboHeHTa Ha aucnsiee

Ha cTpaHuue «MpropuTeT» HacTPaMBaeTCcs NPUOPUTET OTOBPAXEHUS MMEeHN aboHEeHTa Ha aucnsee.

Cerb QWUESGHELWLLIEM lMonbszoBatenbcHWd MHTepdenc  Cuctema  MoHWTOpPHMHI

SIP-axKayHTb O6wwme HacTpoiky SIP - QoS EEEHEGGECECRCTIENN  McTopHa BLISOBOB

INokaneHaA LDAP YnanenHan [MpuopuTeT

HDHODHTBT OTOf)pa)KeHMFI MMeHU aBoHeHTa Ha aucnnee

IoKanbHble KOHTaKTbI

L3

L1

Mpotokon SIP

L1

YnanexHan TenedoHHaA KHUra

L1

TenedgoHHag kuura LDAP

+ COoXpaHnTb NOPRACK % OTvena

* JloKaslbHble KOHMakmbl — OTOGPaXKeHMe Ha gucnaee UMeH U3 NOKasTbHOM TeneOoHHOM KHUY;

+ lpomokosn SIP — oTobGpaxeHne Ha gucniee MMeH, npuweawmx no npotokony SIP;

* YOasieHHass mesieghoHHasi KHu2a — 0TobpakeHne Ha Aucniee MMeH 13 yaaneHHon TenedOoHHON KHUTY;
« TenegpoHHasi kHu2a LDAP — oTobpaxeHune Ha ancnnee nMeH u3 TenedoHHol kHurn LDAP.

Nmsa aboHeHTa 6yaeT BblAaBaTbCs B COOTBETCTBUM C BblGpaHHbIM NpuopuTeToM. Hanprumep, B 4aHHOM cryyae,
€C/N B /IOKas/1bHOW Tened)OHHOW KHUre NMs Bbi3bIBaloLLEro aboHeHTa ecTb, TO Ha gucnniee byaet
0TO6PaXKaTLCA UMS U3 NTOK&/TbHON TeNeOHHOI KHUMM, eC/IN ero HeT, To ByAeT oTo6paxaTbCs UMS,
0603HaveHHoe B npoTtokose SIP. Ecnv nva He 0603Ha4veHo B npoTokosne SIP, To oHo ByaeT oTobpaxaTbes U3
yAaneHHon TenedOHHON KHUMM 1 T. A.
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3.2.2.5 TlogmeHio «/cTopunsa BbI3OBOB»

B nogmeHto «/icTopus BbI30BOB» NPOU3BOAWNTCS HACTPOViKa BefeHNS XPOHO/IOTMN BbI30BOB.

Cete QIEEEOLLTEN Monb3oBaTenbcHui MHTepdeinc Cuctema  MoHWTOpHHT

SIP-arxayHTb Obwwe HacTpoikm SIP QoS TenedonHan kHura  ERg(RsllER=TEIE]:]

[MocmoTpeTs "McTopHIO Bbiz0BOB"

MCTOpHFI Bbl30OBOB

Paamep MCTOpHKM BLI30BOB 100 2

dopmar ¢aina @ csv

O txt

Mony4uTh ain MCTOPHKM BEI30BOB * CravaTb

O4MCTHTL MCTOPHIO BLI30BOB T O4MCTHTD
+ [IpUMEHUTE %X OTmena

+ Pazmep ucmopuu B8bI30808 — MakCUMaslbHOE KOIMYECTBO 3anunceli B XypHase, NPUHUMAaET 3HauYeHns ot
0 no 10000 cTpok. 3HayeHue «0» oTK/I0YaEeT BeieHne NCTOPUKY BbI30BOB. [pn JOCTUXKEHUN
YCTaHOB/IEHHOIO OrPaHUYEHNs B XXYpHaUIe Kaxaasa nocneayowas 3anicb yaamT camyto cTapyto 3anucb
B Hayase XypHana,

* [Mony4yums ¢halin ucmopuu BbI30808 — AN cOXpaHeHus darina «voip_history» Ha nokasnbHom MK
HaXXMUTE Ha KHOMKY «CKayamb»;

+ O4ucmumb UCMOPUIO BbI30BOB — AJ11 OYUCTKM UCTOPUUN BbI30BOB HXXMUTE Ha KHOMKY «Oyucmumsa».

[ns npocmoTpa McTopmmn BbI30BOB NepeianTe Mo ceblike «[TocMompems “ucmoputo 8b130808"». OnncaHne
MOHWTOPWHIa NapameTpoB NprYBeAeHO B pasgene [oaMeHo «/IcTopus BbI30BOBY.

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXXMUTE KHOMKY «[IpuMeHUMb». O OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OmmeHa».
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3.2.3 MeHto «Nonb3oBaTenbCKuin MHTepdenc»

3.2.3.1 TlogMeHo «Knasuum»
Cetb  IP-tenedroHun Cuctema  MOHUTOPUHI

(XMl Nenoun  VeedownewdA  [POMKOCTb  CHCTEMHGI HHAVKATOP

HacTpoiika knasuw

SKpat v VcTopua v

MlepexniowiTs awkayHT v -
Srpan v MoKkanstsie KoHTaKTs v )
@&
Skpan v Merio v
D

[eficTaue He BLIGpaHO v

[eficTaue He BLIGaHO v

[efcTBME He BbIGDaHO v

AKKayHT v Aa@yHT 1 v

AxkayHT v AxkaynT 2 v

[eiicTaue He sbiGpato v

[eficTaue He BLIGpaHO v

[eficTaue He BLIGaHO v

[efcTBME He BbIGDaHO v

[efCTBME He BbIGpaHO v

[efcTane He sbiGpato v

Peoeeoof 8366886 FF08F

[eiicTaue He sbiGpato v

Ha faHHOI BKnaake BblbMpatoTcst AeiCTBIS, KOTOPbIe MPOUCXOASAT NPU HaxkaTuu KnasuLl. HacTpoliku
BbINO/IHEHBI B BUAE TabnuLbl CO CrieayoLlyMm cToN6LamMm:

1. KnaBuwa.
2. [eicTtBne — BbIGOP AENCTBUS, KOTOPOE ByAeT BbINO/THEHO NPY HaXXaTUM Ha Knasuwly. [OCTYMNHbI
cnepywouimMe BapuaHTbl:

a. [leicTBue He BbIOPAHO — HaXXaTue Ha Knasuwy He 6yaeT obpabaTbiBaTbCs;

6. IKpaH — NPV HaXXaTUM Ha KNaBuLLy GYAET OTKPbIT 3KpaH, BbIOGPaHHLIA B ONOMHUTENbHbIX
napameTpax;

B. BbI30B — NpW HaXXaTuu Ha Knasuwy 6yaeT Npov3BeAEH BbI30OB HA HOMEP, BbIGPaHHbIN B
[LOMOSTHUTENbHBIX NapameTpax;

r. I'IepeKmquTb aKKayHT — CMeHa akKKayHTa o yMOJ/1HaHWIO;

4. BLF — HasHavyaeTcsl Ha KnaBuLLUK C BCTPOEHHBIM CBETOANOAHLIM MHAMKATOPOM. CBETOANOAHbI
MHAOMKATOP 0TOGPaXKaeT COCTOSIHME aBOHEHTA, YKa3aHHOro B [A0MOMHUTENbHbIX HACTpoiiKax. Haxartune
KnaBULWM MHULMUPYET BbI3OB B PEXMME OXMAAHUS. A B peXMMe pa3roBopa NepeBOANT BbI30B HA
yKa3aHHOro aboHEHTa;

& BLF — HasHauaeTcsi Ha KaBULWM C BCTPOEHHbIM CBETOANOAHBIM MHANKATOPOM. CBETOANOAHDII
VHAOMKATOP OTOGPaKaeT COCTOAHME abBOHEHTA, YKa3aHHOTO B AOMOTHUTENbHbIX HACTPOKaXx.

© [ns paboTbl hyHKLMKM BLF HE06X0AMMO yKas3aTh cepBep NoAMUCOK B HACTpoiikax SIP-akkayHTa.
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e. AKKayHT — Npv HaXxaTuy Ha Knasuwy 6yaeT OTKPbIT HOMepoHabupareb 3alaHHOTO akkayHTa;

X. Mepeagpecauma — Npy HaxxaTun Ha KNaBuLLy ByAEeT akTUBMpPOBaHa Nepeagpecauusi Ha 3afaHHbIl
HoMep;

3.DND — Npn HaOXaThn Ha KaBuuly yCtaHaB/InBaeTCA BpeMeHHbIVI 3arnpert BXO,qFILIJ'ef/II CBA3N N BCeX
aKKayHTOB,

1. DND c BbIGOpOM akkayHTa — Mpu HaXaTuu Ha KNnaBuLLy yYCTaHaB/IMBAETCSA BPEMEHHbIN 3anpeT
BXOZsILLEN CBS3W A5t BbIGPAHHOTO akkayHTa.

3. MeTka — MeTKa K/aBuLLK, KOTopasi 0To6paXaeTcs psAoM Ha aKpaHe.

4, lﬂIOI'IOJ'IHI/ITeI'IbeIe napameTpbl — Bbl60p AONOJ/IHUTENBHOIO NapameTpa and p'eVICTBMFI KnaBuLLIN (OI'ILI,I/IFI
3aBUCUT OT Bbl6paHHOFO AeVICTBMﬂ).

,ﬂ.flﬂ BCTYMJ/ieHna B cuny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». AJ’IH OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHanr.

© NoameHo «Knaeuwwm» JOCTYMNHO TOMLKO A ycTpoiicts VP-15 n VP-15P.

3.2.3.2 TogmeHto «Menogum»

B nogmeHto «<Menoaum» MOXHO 3arpy3utb ayamochainn n ycTaHoBUTb Ero Kak Menoamio Bbi3oBa. MOXHO
3a/iaBaTb pasHble MeioAMmn BbI30Ba AJ151 Pa3HbIX akKayHTOB.

Cetb  IP-Tenechonna [ILHEELEENCH O Gl Il Cuctema  MoHWTOpPMHT
Knaswim w YBeoMIIeHus TpoMKOCTb  GUCTEMHbIM UHAVMKATOP

YHpaBneHme MenoanaMn Bbi3oBa

3arpysuTe hain menoun | BuibepyTe tpaitn | baiin He eeiGpar

Ucenonbayetes 0% 13 L0CTYNHOTO NpocTpaHcTBa Ang Menoawi (0 Kait of 384 Kbait)

Menoguu

HassaHune AKKayHT 1 AKKayHT 2 Paamep Aenctena

default_ringtone.wav @ €] 20.0 K6awr (20 513 6awT) >

[laHHyt0 BKNAKy YC/TOBHO MOXHO pa3fe/inTb Ha TPU YacTu:

* GNOK 3arpysku menoguu;

* MHAMKATOP 3aHATOro MPOCTPaHCTBA Ha HaKonuTesie 1 06LWMiA pa3mep NPOCTPaHCTBA Ha HakonuTene,
npeAHa3Ha4YeHHOro A1 XxpaHeHs Menoanii Bbi3oBa,

* CMWCOK 3arpy>XeHHbIX Menoaunii.

® Mepep 3anN1CbI0 HA HAKOMUTESb MENOANN CXUMAIOTCS U B UHAMKATOPE 3aHATOr0 NPOCTPaHCTBa
oTOOpaxaeTcs pasmep CXaToro apxmea BCEX MeNoANIA.
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CnnCOoK 3arpyXeHHbIX MefoAuii BbINoMHEH B BUe Tab/unLbl CO CEAYOLLMMM CTONBLAaMN:

HasBaHune — nms gpainna menogmu;

AKKayHT 1T — Ha3HauyeHue Mefioaun Ha NepBbIA aKKayHT;

AKKayHT 2 — Ha3HauyeHue Menoauy Ha BTOPOI akKayHT;

Pa3smep — pa3mep Hecxartoro daiina;

[JelicTBya — Knasuwa BOCNPOM3BeAeHE MeNoaMn/ocTaHOBKa BOCNpou3seneHus. Mpu Haxatum Ha
Knasuwwy menoausa 6yaet npovurpaHa yCcTpPOWCTBOM.

Ecnn Heob6xoanmo yaanunTb 0AHY WM HECKONbKO MenoaniA, TO HE06X0AMMO OTMETUTL NX DNaXKKOM B
nepBOM CTONGLE TabNULbl U HaXXaTb KHOMKY «YOa/iumb» nog, Tabnuuei.

[ns Toro 4TO6bLI MENOAMNSA BbI30BA KOPPEKTHO BOCMPON3BOAMIACL HA YCTPOICTBE, ee doaiin A0/MKeH
YAOBNETBOPSATbL CNEeAYHOLWMM YCOBUSAM:

+ YactoTta guckpetunsauumn — 8000 Iy,

+ KonuyectBo kaHanoB — 1 (MoHo);

+ PaspsigHocTb — 8 buT;

+ Kogek — A-Law.

MHCTpYKUWMS No NoAroToBKe doaiina Menoaun npuBeaeHa B NPUIoXeHnn [Moarotoeka taiina Menoamny
BbI30Ba.

3.2.3.3 TlogmeHto «YBegOMEHNS»

B nogmMeHto «YBefoMAEHMA» MOXHO BbIK/THOUNUTb U BKKOYUTL ONpeAeseHHble BCN/biBalOLWME yBeAOMIEHUS
Ha 3KpaHe ycTponcTaa.

Cetb  IP-tenecporus [IGHEEGLEVEHIRTOTETH L CucteMa  MOHMTOpPMHT
Knasuwm Menogun IpomKkoCTb CuCTEeMHBI MHAWKaTop

YrpasneHue yBeaoMneHUaMU

yBS,D,OMﬂHTb O NponyuleHHbIX BblI30BaX
YBeAoMNATb 0 NepeagpecoBaHHbIX BbI30BaX

YBEOOMINATL O HEMPOYUTAHHbIX TEKCTOBbIX
CoOBLLEHUsIX

YBEAOMNATE O HEMPOCTYLLIEHHBIX FONOCOBbIX
co0bLLEeHUAX

YBeoom/isimb 0 MporyweHHbIX 8bI308ax — NPW YCTAHOB/IEHHOW ONUMK Ha 3KpaHe ByayT oTobpaxarbCcs
yBEe0M/IEHMSA O NPONYLLEHHbIX BbI30BaX;

YBeoom/iimb 0 nepeadpecosaHHbIX BbI308ax — NPWU YCTAHOB/IEHHOW ONUUKN Ha 3KpaHe byayT
oTobpaxaTbCs yBe4OM/IEHUS O NepeaspecoBaHHbIX BbI30BaX;

YBeoom/1iimb 0 HEMNPOYUMaHHbIX MEKCMOBbIX COOOWEHUSIX — MNPU YCTAaHOB/IEHHOM OMLUMN Ha 3KpaHe
6yayT oTOGpaxaTbCs yBEAOMIEHNS O HEMPOUYMTaHHbLIX TEKCTOBbIX COOOLLEHNUSX;

YBeoom/1isimb 0 HeNnpocC/lywaHHbIX 20/10COBbIX COOOWEHUSIX — MPWU YCTAHOB/IEHHOM ONuUKN Ha 3KpaHe
6yyT OTO6paXaTbCs YBeJOM/IEHNS O HEMPOC/TyLUAHHbIX F0/10COBbIX COOOLLEHUSAX.
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3.2.3.4 TlogmeHto «POMKOCTb»

B noameHto «[POMKOCTb» MOXXHO HAaCTPOUTb IPOMKOCTb B Pa3/iMuHbIX pexnmax paboTbl yCTPOCTBa.

CeTb IP-renecpoHns ILHIELEEVE NTUVETN GG CucteMa  MOHUTOPMHT
Knasuwn Menogumn YBegomnexust CWCTEeMHBbI UHAWKaTOP

HacTporkun rpoMKoOCTH

lpomkasn ceAzb

rpOM KOCTb 3BOHKa

lapHuTypa

11

TenedoHHas Tpybka

* pomKasi cB85i3b — FTPOMKOCTb MPK Pa3roBope no rpOMKOiI CBA3W;

* [poMKOCMb 380HKa — TPOMKOCTb MeNOoAMY BbI30Ba;

* [apHUMypa — rpOMKOCTb NpW PasroBope Nno rapHUTYpeE;

« TeneghoHHasi mpybka — rPOMKOCTb NPV pa3roBope no Tened)oHHOl TpyokKe.
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3.2.3.5 ToameHIo «CUCTEMHbIN UHAVKATOP»

& CycTeMHbI HAUKATOP — 3TO CBETOAMO/, pacnoararLmincs Ha Kopnyce B NPaBoOM BEPXHEM YIJy.

B nogMeHo «CUCTEMHbI MHAMKATOP» MOXHO HAaCTPOUTb PaboTy CUCTEMHOIO MHAMKATOPA Y NPUOPUTET ANA
BO3MOXHbIX COObITUIA. IHOUKaTOp B NepByto ovepenb 0TO6paXaeT CUrHan Toro cobbITusA, KOToOpoe
pacrnonaraetcs B Tabnuue NpropuTeETOB BblLLe, YeM OCTaslbHble. Ha CKpUHLLOTE, NPUBEAEHHOM HIXe, CaMoe
NPUopUTETHOE COOLITUE — «BXOAALMIA BbI30B», CAMbIl HA3KWI NPUOPUTET Y COOBLITUA «YCTPOMCTBO BK/THOYEHOY.

Cetb IP-TenecpoHun QERLHIELI-ENEDINELETRT GGl CucTemMa  MOHMTOpPUMHE
Knaswiwm Menoguu YBenomneHns [pomMrkocTh

CUCTEMHBIV MHOWKATOP

Mpuoputer CobeIThe WHoukauua
- -
- 1 Bxoaswil Bi30B Muramwwuit 3eneHbiit (BbicTpo) v
s 2 BrI30B Ha yaep:KaHum MurarLLuii 3eneHbii h

AKTMBHBIIA BblZoB

L1
[

JeneHbln hd
s 4 Owwnbka KpacHbii v
s 5 MponyweHHsIA(-sle) BeI30B(bI) MuratoLLmii KpacHsIi v
= [i] MepeanpecoBanHbIi(-bie) BeI30B(bI) Muraiowmit KpacHsii v
s 7 HenpounTartoe cooblyeHue Muraiowmii 3eneHbIi v
= 8 Yenyra DND KpacHsiii v
- 9 YCTPOACTBO BKMMHEHD AeneHbiil v

m = OTmeHa

BO3MOXHblIe peXxnmbl MHAUKaLUN:

* BbIKntoyeHa;

* 3eneHsblis;

+ KpacHbliif;

* MuraroLwimii 3eneHblii;

* MuraroLmii KpacHblIi;

+ Mwuratowuii 3eneHblii (6bICTPO);

+ MuratoLumii KpacHblii (6bICTPO);

+ [MonepeMeHHO 3eneHbIi, KpacHbIiA;

+ lMonepeMeHHO 3eneHbliA, KpacHblii (GbICTPO).
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3.2.4 MeHo «Cuctema»

B MeHi0 «CuncTeMar» BbINOJTHSAKOTCS HACTPOWKM CUCTEMBI, BPEMEHN, AOCTYNa K YCTPONCTBY NO Pa3/IMYHbIM
NpPOTOKOMaM, MPOM3BOAMTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst ycTpoiicTea.

3.2.4.1 TlogMeHo «Bpems»

B nogMeHto «Bpemsi» BbINO/THSETCA HACTPOIiKa NPOTOKO/a CMHXPOHM3aumn BpeMeHn (NTP).

Cetb IP-teneconns  lNonb3aoBaTenbCkui MHTepdrenc m MoHuUTOpUHI

Bpems Hoctyn 2KypHan Maponu YnpasneHue KOHpurypauuen O6HosneHne MO Mepesarpyska ABTOKOH(PUIYpUpOBaHWE WHTepdeiic ynpaBneHus CepTtundhukars! JlononHWTenbHbIe HaCTPOMKK

HacTpoiiku BpemeHn

Yacosoi nosic Moscow v

ABTOMAaTUYECKWA Nepexon Ha neTHee/sumHee  [J
Bpems

Brniounts NTP
Cepeep CMHXpPOHM3ALMU pool.ntp.org -
Mpuopurer aHavenns agpeca NTP-cepsepa DHCP v

Wntepdeiic Internet v

+ Yacosol rnosic — no3BONAET YCTAHOBUTb YaCOBOIA MOAC B COOTBETCTBUN C GvKaiLLIMM rOpOLOM B
BalleM pervoHe u3 3aaHHoro Crucka,;

+ ABmomamu4eckul rnepexoo Ha /iemHee/3uUMHee BpeMsi — NMpu YCTaHOB/IEHHOM priare nepexop, Ha
NeTHee/3nMHee BpeMs 6yAeT BbINOMHATLCA aBTOMATUYECKU B 3a4aHHbIN Nepuos BpeMeHMU:

* [Nepexod Ha silemHee BpeMsi — AeHb, KOrAa Heo6XoAMMO BbINOHUTL Nepexos Ha /IeTHee Bpems;

*+ [Nepexod Ha 3uMHee BpeMsi — [eHb, KOorga Heobxo4MMO BbIMONHUTL NEPEXO[, Ha 3IMHee BpeMms;

+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTaX, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.

* Brsmoyumb NTP — yctaHoBUTE hiiar, ec/iv He06X04MMO BK/IHOUUTL CUHXPOHU3ALMI0 CUCTEMHOTO
BPEMeHM yCTpoiicTBa ¢ onpegeneHHoro cepsepa NTP;

+ Cepsep cuHxpoHu3ayuu — |P-agpec/fAoMeHHOe NMA cepBepa CUHXPOHMU3aL My BpeMeHn. Bo3moxeH
py4HOI BBOA, afpeca cepsepa Ui Bbl6op 13 CNncka,;

* [Mpuopumem 3HayeHus1 adpeca NTP-cepsepa — N0O3BO/ISET BbIOPATb MPUOPUTET NOJTYyHEHUS
agpeca NTP-cepsepa:

* DHCP — npv ycTaHOBAEHHOM dpfiare yCcTpoincTBo ucnonbayet agpec NTP-cepeepa ns DHCP-
coob6ueHuii B onuum 42 (Network Time Protocol Servers) (an1s 3Toro Heo6xoAMMO A5
BbIGpPaHHOrO «/IHMepghelica» ycTaHOBUTb NpoTokon DHCP);

* KoHthuaypayusi — npun ycTaHOB/IEHHOM do/iare ycTponcTBo ucnonb3yeT agpec NTP-cepsepa u3
napameTpa «Cepsep CUHXPOHU3ayuu».

* MlHmepcpelic — BbIGOP CETEBOrO MHTEpPdenca, NCNosIb3yeMoro A5 OTNpaBky 3anpocoB CUHXPOHM3aUUN
NTP.

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSITh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1NS OTMEHbI M3MEHEHWIA HAXMUTE KHOMKY «OmMeHa».
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

3.2.4.2 TlogmeHto «[ocTyn»

B nogmeHto «[ocTyn» HacTpamBaeTcsa [OCTYN K YCTPOMCTBY nocpencTsom web-nHtepdelica n no
npoTtokonam Telnet n SSH.

Cete IP-TenedoHnA  Monk3oBaTenbCkUil MHTEphedc m MOHUTOPHHF

Bpema WWIGIAGIM ypHan  [aponu  YnpaBnewue kougurypauwedn  OBnoenedwe MO TMepesarpyaka  AsTokoHpurypupoBanue  CepTudmkatel  JlONONHUTENBHBIE HACTPOIKKM

MopTbl gocTyna
Mopr HTTP 80 2
Mopr HTTPS 443 2
Mopr Telnet 23 5]

MoprSSH 22 =

Doctyn k yonyre "MHTepHeT"
Web @ HTTP @ HTTPS
Telnet

SSH

DocTyn Kk ycnyre "VolP"
Wsb @ HTTP [ HTTPS

Telnet [

SSH [

ﬂOCTyﬂ K 3nemMeHTaM 3KpaHHOro MeH 4nd HenpuBUnerMpoBaHHOrO Nonbk3oBaTensa

Ynpasnesus yenyra nepearpecauna no oot %
nepeaspecaun o earaeTy X T p—

Hacrporion yerpoicrea CEITEITEIEEITD €5 CID €25 CIIED €D CIIEID

Yapamnenue ycrpoicrsom
PeaKTMPOEaHHE KOHTAKTOE X

3.2.4.2.1 MopTbl goctyna

B gaHHOM pasgene BbInonHsAeTca HacTporika TCP-nopToB g/1a gocTtyna K yCTPOoWCTBY No
npotokonam HTTP, HTTPS, Telnet, SSH.

* [Mopm HTTP — Homep nopTa Ans goctyna k web-uHtepdelicy yctpoicTtsa no npotokony HTTP, no
ymosnyaHuio — 80;

« Mopm HTTPS — Homep nopTa g/1s AocTyna Kk web-nHTepdeiicy yctpoiictea no npotokony HTTPS (HTTP
Secure — 6e3onacHoe noakyYeHne), No ymonyaHuo — 443;

* Mopm Telnet — HOMep nopTa ANns AOCTyna K yCTPOMCTBY N0 npoTokosny Telnet, no ymonyaHuo — 23;

* MMopm SSH — HOMep nopTa 418 A0CTyna K yCTPOMCTBY No NpoTokosy SSH, no ymonyaHuio — 22.

Mo npotokonam Telnet n SSH ocyLlecTBASETCS AOCTYN K KOMaHAHOM cTpoke (KoHconb linux). Mms
nonb3oBaTtensa/naponb Asa NoAKAYeHMs K koHconu: admin/password.

2



PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP-12(P), VP-15(P)

3.2.4.2.2 [Joctyn K ycnyre «/IHTepHeT»

[N nonyyeHust 4OCTyna K yCTPoicTBY € MHTepdeiicoB ycnyrn VHTEPHET yCTaHOBMTE COOTBETCTBYHOLLME
paspeLLeHus:

Web

* HTTP — npw ycTaHOBNEHHOM (hriare paspeLLeHo nogkaveHne K web-koHdurypaTopy ycTpoicTea no
npotokony HTTP (HeGe3onacHoe NoAKIHUYEHNE);

* HTTPS — npu ycTaHOBNEHHOM (hnare paspeLLeHo NoAkK/IrYeHe K web-koHdurypatopy ycTpoiictea no
npoTokony HTTPS (6e3onacHoe NoaKtoueHmne).

Telnet — npoTokon, npeaHasHaYeHHbI 415 opraHm3aunm ynpasneHusi no cetu. NMo3BonseT ygasieHHo
MOAK/THUNTLCA K YCTPOMCTBY C KOMMNbOTEPA A1 HACTPONKM 1 ynpaBneHus. [Ans paspelleHns goctyna K
YCTPOWCTBY NO NpOTOKO/y Telnet ycTaHOBMTE COOTBETCTBYHOLLMIA dhniar.

SSH — 6e30nacHblii NPOTOKON yAaNIeHHOro ynpasfieHns yctpolictBamu. B otnnume ot Telnet, npotokon SSH
LWMdopYyeT BECb TpadhvK, BK/IOUasi nepegaBaemble naponun. 18 paspelleHmsa goctyna K yCTpoicTBy no
npotokony SSH yctaHoBUTE COOTBETCTBYHOLLMIA dhnar.

3.2.4.2.3 [octyn k ycnyre «VolP»

B gaHHOM pasgene ocyLecTB/SIETCS HAcTpoiika Aoctyna k nHtepdeiicy ycnyru VolP (nHtepdpeiic ycnyru VolP
HacTpavBaeTcsi Ha cTpaHuue IP-TenedoHnsi — Hactpolika cetn) yepes web (npotokonbl HTTP unn HTTPS), a
Takke no npotokonam Telnet n SSH. 1nA paspelueHus goctyna no Kakomy-imbo 13 yKkaszaHHbIX NPOTOKO/10B
yCTaHOBUTE COOTBETCTBYIOLLME donaru.

3.2.4.2.4 [ocCTyn K 3/1IeMeHTaM MeHHo

B gaHHOM 6/10Ke HAX0AATCA TPY TPYNMbl 3/1IEMEHTOB, AOCTYMN K KOTOPbIM MOXHO 3anpeTuTb A5
HenpUBWUIErMPOBaHHOIO Nob3oBaTesis. EC/IN TOT WU MHOWN 3/1IEMEHT yKa3aH B CMUCKE, TO A0CTYM K HEMY
paspeLLeH.

3anpeTuTb A0CTYN MOXHO, HaXKaB Ha KPECTUK CnpaBa OT Ha3BaHUS 3/IeMeHTa MeHH0 | cere X J . Ans Toro

+
UTOGbI pa3peLlnTb A0CTYMN A0 paHee 3anpeLLeHHOro 3/1IeMeHTa MeHH, HE06X0MMO HaXKaTb Ha KHOMKY "
3 BbINaZatoLLEero cn1cka BbiopaTb HEOOXOANMBIA 3/TIEMEHT.

[Nsi TOro UTo6bl AMUHUCTPATOPY NOMYYUTb AOCTYM KO BCEM 3/1IEMEHTAM MEHIO0, B TOM YMC/IE U CKPbITLIM A5
nosib30BaTessi, He06XoANMO NEePEKTIUNTLCA B PEXUM aaMUHMUCTpaTopa. [ 3Toro B pasaerne MeHo «Bbibop
no/sib30Batens» Bbl6epuTe NyHKT «<AAMUHUCTPATOP» U BBEAWTE Naposib.

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXMUTE KHOMKY «OmMeHa».

© [1ns gocTyna K CKPbITbIM 3/1EMEHTaM MEHIO UCMO/b3YETCS TOT Xe Naposib, YTo U 418 AocTyna K web-
NMHTepdeicy.
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3.2.4.3 TMoameHto «KypHasn»

MoameHo «KypHas» npegHasHayeHo A1 HAaCTPOVKM BbIBOAA PAa3HOro poja OT/1af04HbIX CO0OLLEeHNI
CUCTEMbI B LieNsiX 06HapyXeHus npuynH npobnem B paboTe ycTpoincTea. OTnafouHyo MHhopmaumo
BO3MOXHO MOMYyYUTb OT CNeayoLwmnx nporpaMMHbIX MOAy/eil yCTporcTBa:

MeHedxep mesiehoHuu — oTBeYaeT 3a paboTy dyHKLmii IP-TenedoHmy;

CucmeMHbIU MeHedep — OTBEeYaEeT 3a HACTPOIKy YCTPOMCTBA COrnacHo daiiny KoHdurypawuuu,
MeHedxep KoHchu2ypayuu — 0TBeyaeT 3a paboTy ¢ (paiiyioM KoHgurypauum (YTeHre 1 3anuce B
KOHGUr-haiin n3 pasnmnyHbIX MICTOYHMKOB) U CO0P MHCYOPMAaLM MOHUTOPMHIA YCTPOICTBA;
MeHnedxxep uHmepghelicos — oTBEYaeT 3a paboTy MHTepdelicoB B3aMOAENCTBUA YCTPONCTBA C
nonb3oBatenem (Takux Kak KiaBuaTtypa, gucnnei, cnnkepdoH, TenedoHHas Tpybka v T. 4.).

CeTb IP-TenechoHusi  Monb3oBaTenbCKUN MHTEPENC m MoOHUTOPUHT

Bpems Hoctyn Maponu YnpasneHue koHpurypauuen O6HoeneHwe MO Mepesarpyaka ABTOKOHGUTryprpoBaHmne CepTudukatbl [ononHuTenbHble HAaCTPOWKN

YKypHan tenedoHunm

BbiBoa xypHana Syslog v

<]

Owmbkn

a

MpeaynpexaeHna

<]

OTtnagoyHas uHdopmaumns

<]

MHopmaLnoHHble coobLueHns

YpoBeHb Tpaccuposku SIP 9 v

XKypHan cuctemMHoro MeHemkepa

BbiBoa xypHana KoHconb v

<]

Owwmbkn

<]

Mpeaynpexaexus

a

OtnaaoyHas uHdopMauns

<]

WHdopMaLmnoHHble coobLueHus

XKypHan meHemxepa KoHdUrypaumm
BbiBoa XypHana Tenwer v
oumekn O
Mpepynpexaenns O
OTtnagoyHas uHpopmaums O
NHdbopmaLmoHHble cooblueHus O

XKypHan meHemxepa nHTepdencos

BebiBoa XypHana OTKnoYeHo v

Hactporika Syslog
BrroumTh
Pexum CepBep v
Anpec Syslog-cepsepa syslog.server

MopT Syslog-cepsepa 514
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3.2.4.3.1 XypHan TenetoHum

* BbIBOO XypHasa — HanpaB/ieHne BbIBOAA COOBLLEHUI XypHana:

* OMK/IOYEHO — XXYPHaUT OTK/IOYEH;
+ Syslog — coob6LLEeHMA BbIBOAATCA MO NPOTOKO/Y Syslog Ha yaasieHHbIli cepBep NM60 B NIOKa/bHbIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXKE);
* KoHco/ib — cO0BLLEHUNS BLIBOASTCS B KOHCO/b YCTPOICTBA (HEO6XOAMMO NOAKMOUEHME Yepes
nepexogHuk COM-nopTa);
+ Telnet — coobLeHns BbiIBOAATCA B telnet-ceccuto; Ana aToro cHavyasia He06xoAMMO co3faTb
noAK/IYeHne No nNpoTokony telnet.
Owubku — ycTaHoBuTe donar, ec/iv Heo6xoAMMO BbIBOAUTL COOOLLEHUA TUNa «OLWMOKNY;
lpedynpexoeHusi — ycTaHoBUTe hnar, ecnin HeobXxoaUMO BbIBOAUTL COOBLLEHNS TMNa
«[pegynpexaeHus»;
OmyiadoyHasi UHghopMayusi — yctaHoBuTe cpnar, ecnim Heo6Xxo4MMO BbIBOAUTL OTNaL0uHbIE COOBLLEHNS;
VHgpopmayuoHHble coobujeHuss — ycTaHoBUTe dhnar, ec/in Heo6XoAMMO BbIBOAUTL MHDOPMAaLMOHHbIE
COO006LLEHNS;
YposeHb mpaccuposku SIP — 3a0aéT ypoBeHb BbiBOAA CO06LLEHNI cTeka SIP-meHemkepa TenedoHny;

3.2.4.3.2 XypHas cMcTeMHOro MeHepKepa, MeHempkepa KoHdurypauum, MeHempxkepa nHtepdelicos

Bb1800 XypHasia — Hanpas/ieHne BbIBOAA COOOLLEHUI XypHana:
* OMK/IOYEHO — XYpPHaUT OTK/TIOYEH;
+ Syslog — coobLeHns BbIBOAATCA NO NPOTOKoNy Syslog Ha yaaneHHbIli cepsep NM60 B NIOKaUTbHbI
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXKE);
* KoHco/1b — COOBLEHNSA BbIBOAATCA B KOHCO/b YCTPOICTBA (HEO6XOAMMO NOAKMOUEHME Yepes
nepexogHuk COM-nopTa);
+ Telnet — coobueHuns BbIBOAATCA B telnet-ceccuio: Ana aToro cHavyasia Heo6xoAMMO co3faTb
noakntoyeHne no npotokony Telnet.
Owubku — ycTaHoBuTe dhnar, ecsim Heo6Xxo4MMO BbIBOAUTL COOOLLEHNA T1Na «OLWnOKN;
lpedynpexoeHusi — ycTaHoBUTE ch/iar, ecin He0BX0AUMO BbIBOAUTL COOBLLEHNS TMNA
«[pedynpexxoeHus»;
OmyiadoyHasi uHghopmayusi — yctaHoBuTe conar, ecnim Heo6xoAUMO BbIBOAUTL OT/1af04YHbIE COOBLLEHNS;
VIHghopmayuoHHble coobujeHus — ycTaHoBuUTe donar, ecnm Heo6xo4UMO BbIBOAWUTb MHPOPMAaLMOHHbIE
COOOGLLEHNS.
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3.2.4.3.3 HacTpoiika Syslog

Ecnun xoTs 6bl 0AMH 13 XypHanoB (MeHemkepa TenedoHmn, CUCTEMHOIO MeHeIKepa UM MeHeaxepa
KOHdhUrypaumm) HacTpoeH ans BbiBoga B Syslog, Heo6xoanmo BKIOUNTL Syslog-areHTa, KoTopsblit 6yaeT
nepexeaTtbiBaTb OT/1af04HbIE COOBLLEHMSA OT COOTBETCTBYHOLLIETO MEHEAKEpA 1 OTNPaBIATbL UX NGO Ha
yAa/IEHHbI cepBep, MM60 CoOXpaHsTb B /IOKa/bHbIN daiin B dpopmare Syslog.

Bksitodums — npu ycTaHOBNEHHOM dhniare 3anyLeH Syslog-areHT;
Pexxum — pexum paboTbl Syslog-areHTa:
+ Cepsep — NHopMaLs XXypHasIoB OTNPaBSETCS Ha yaaneHHbIli Syslog-cepsep (3TOT pexum
Ha3bIBAETCA «yfasIEHHbI XypHa»);
* Jloka/ibHbIl ¢hali/l — HPOPMaLMS XXYPHaUT0B COXPaHSAETCA B /IOKa/IbHOM haiine;
« Cepsep u ¢halin — nHgopmauus XXypHasioB OTnpaBnseTcsa Ha yaaneHHblin Syslog-cepsep u
COXpaHsieTcs B JIOKaIbHOM chaiine.
Adpec Syslog-cepsepa — IP-agpec nnm gomeHHoe ums Syslog-cepsepa (He06Xo0AUMO ANA pexuma
«CepBep»);
Mopm Syslog-cepsepa — NopT ansi BXogawmx coobueHmnin Syslog-cepeepa (no ymonyanuo — 514,
HeobXxoaumMo Ansa pexuma «Cepaep»);
Vimsi gpalina — vimsi chaiina ansa xpaHeHus xypHana B popmarte Syslog (Heobxoaumo ans pexmma
«Paiin»);
Pasmvep ¢palina, kb — MakcuMasbHbI pasmep goaiina xypHana (Heo6xoauMo Ansa pexuma «daiiny).

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ']'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmmeHan».
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3.2.4.4 TlogmeHto «Maponn»

B noameHto «Maponu» ycTaHaBIMBatoTCA Naposv AOCTyna aagMUHUCTPATOPA, HENPUBUIETMPOBAHHOTO
nonb3oBatens u Habnwaatens.

YcTaHOB/IEHHbIE Naposv UCNO/b3YTCA A1 AO0CTyna K yCTPOUCTBY Yepe3 web-uHtepdelic, a Takxe no
npotokony Telnet.

Mpw BXxoge yepes web-uHtepdeiic agMmHucTpaTop (Naponb No yMmonyaHuio: password) MMeeT NoJHbIA AocTyn
K YCTPOWCTBY: UTEHME U 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

© NorvH agmuHncTpaTopa: admin

CeTb IP-TenecdoHus  MMonb3oBaTenbCKUI UHTepdeic m MoHUTOPUHI

Bpewms Hoctyn XKypHan m Ynpasnenve KoHdurypauuen O6HoeneHue MO Mepeaarpyaka ABTOKOHpUrypupoBaHue CepTudukarbl [ononHUTENbHbIE HAaCTPOKN

Maponb agMuHucTpatopa (admin)
Maponb

MoaTteepxaeHne

Maponb agMyHUcTpaTopa Ans AocTyna K 3kpaHHOMY MeHto (admin)
Maponb

MoaTteepxaeHne

* Maposnb admuHucmpamopa (admin) — B COOTBETCTBYHOLLE NOMS BBEAUTE Napo/b afMUHUCTpaTOpa U1
noATBepaunTe ero;

* lMaposib admuHucmpamopa 07189 docmyna K 3kpaHHOMY MeH!o (admin) — B COOTBETCTBYHOLLME MOSS
BBEAMTE Naposib agMuHucTparopa 418 AOCTyna K 3KpaHHOMY MEHI0 1 noaTBepauTe ero.

[nsa BCTynneHns B CUy HOBOWM KOHGIUIypaumm 1 3aHeCEHNss HaCTPOEeK B AHEProHe3aBMCUMYI0 NamMATb
HaXKMUTE KHOMKY «[IpuMeHUMb». [Nnsi OTMEHbl U3BMEHEHMWIA HXXMUTE KHOMKY «OmmeHan.

3.2.4.5 TogmeHto «YnpasneHme KoHdurypaumnein»

B nogmeHto «YnpaBrieHvue KoHurypaumeii» BbINONHAETCS coXpaHeHne u 06HOBNEHNE TeKyLein
KOHpurypauuu.

CeTb IP-TenecdoHusi  lMonb3oBaTenbCckUN UHTEpEnC m MoHUTOpUHI

Bpewms Hoctyn XKypHan Maponu YnpaeneHue KoHdurypauuen O6HoBeneHue MO Mepeaarpyska ABTOKOHbUrypupoBaHne CepTudukarbl [ononHNTENbHbIE HAaCTPOKN

Paiinbl KoHUrypaumum

MonyynTb apxunB KOHGUrypaLmum ¢ ycTpoiicTea  CkauaTb

3arpyanTb apxve KoHUrypaumm Ha BuibepuTte caitn | daiin He BbIGpaH

YCTPOICTBO

CBpoc Ha 3aBofickMe HacTPOKN % Cbpoc
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3.2.4.5.1 MonyunTb apxmB KOHMrypauum c ycTpoictea

YT0O6bl COXpaHUTb TEKYLLYIO KOH(PUTYpaLMO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayamsb».

3.2.4.5.2 3arpy3uTb apxvB KOHGUrypaumm Ha yCTpoiicTBO

[ns 06HOBNEHMA KOHDUrypaLmmn yCTpoicTBa HaXKMUTE KHOMKY «Bbibepume ¢halisi» B CTpoke «3az2py3umsb
apxus KoHghuaypayuu Ha ycmpolicmso», ykaxuTe caiin (B doopmarte .tar.gz) n HaXMUTe KHOMKY «3agpy3umab».
3arpyxeHHas KOH(UrypaLmusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

3.2.4.5.3 C6pocC K 3aBOACKMM HacTpoiikam

[nsa cépoca ycTpoicTBa K HacTpolikam No yMONYaHUI0 HaXXMUTE KHOMKY «C6poc».

© TMpun cbpoce KoHGMrypaumy 6yayT Takke COPOLLEHbI:
* KOHTaKTbl;
* UCTOPUA BbI3OBOB;
* TEKCTOBblE COOOLLEHMSA.

3.2.4.6 ToameHto «O6HoBeHMe MNO»

MoameHto «O6HoBMeHNe MNO» npefHa3HavYeHo A1 06HOB/IEHNS yNpasnsaoLLeli MUKPONporpamMmmbl YCTPOUCTBA.

CeTb IP-tenedoHuna [onb3aoBaTenbcHUM MHTepdeiic m MoHWUTOpMHT

Bpema  [Joctyn  MypHan Maponu YnpasneH1e KOHQUIypayHen [oLULENERPEANOM [epesarpyska  ABTOKOHQMrypupoBanwe — CepTuguHatel  JONONHUTENbHBIE HACTPORKK

O6HoeneHnve nporpammHoro obecneueHus

AxTveHan eepcua MO

Pesepexan eepcua MO + Cpenate aKTHEHOM
Oé6rosnerna MO Taxwe focTynHs no agpecy: http:/feltex-co.ru/support/downloads
®aitn obroenerkA M0 Browse... No file selected.

& 3arpyauts pain

« AkmusHas gepcusi [10 — Bepcusi NPorpaMMHOro o6ecneyeHusl, ycTaHOB/IEHHOTO Ha YCTPOICTBE;
« PesepsHasi sepcusi 10 — Bepcusi NPOrpaMMHOro o6ecneveHus], yCTaHOBMIEHHOTO Ha YCTPOIACTBE, Ha
KOTOPYIO MOXHO NnepeiiTv B clyyae npo6/iem ¢ akTuBHoli Bepcueii MO:
+ Cdenamb akmusHoli — caenaTb pe3epBHyto Bepcuto MO akTMBHOIA. 15 3TOro noTpebyeTcs
nepesarpyska ycTpoiicTBa. AKTuBHasi Bepcus MO B 3TOM c/lyyae CTaHeT pe3epBHOIii.

O6HOBUTL NpOrpaMmHoe obecneyeHne yCTPOCTBa MOXHO BPYUHYI0, NpeaBapuTesibHO 3arpy3uns gaiin Mo ¢
cainTta http://eltex-co.ru/support/downloads/ n coxpaHuB ero Ha kKomnbtoTEpPeE. 18 3TOr0 HAKMUTE KHOMKY
«Bblbepume ¢palin» B none Palisn o6HosieHuUs1 MO n ykaxkute nyTb K dpainy ynpasnsioLLeli nporpaMmmbl B
hopmare .tar.gz.

[nsi 3anycka npoliecca 06HOBMEHNSI HEOGXOAMMO HaxkaTb KHOMKY «3az2py3ums c¢halis». Mpouecc 06HOBNEHUS
3aiiMeT HeCKo/IbKO MUHYT (0 ero TekyLleM cTaTyce 6yAeT yKasaHo Ha CTpaHuLE), Noc/ie Yero yCTpoiicTBO
aBTOMATUYECKN NnepesarpysuTcs.

© He otkniovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHATE €ro nepesarpysky B npotecce 06HosneHus MO.
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3.2.4.7 TlogmeHto «[Nepesarpy3ka»
B nogmeHto «lMepe3arpy3ka» BbINO/HAETCA nepesanyck yCTPoicTaa.

CeTb IP-TenedoHns  MMonbzoBaTenbckuii MHTepdeiic [MOTACITER MOHUTOPUHT

Bpems Loctyn XKypHan Maponu YnpasneHue KOHUrypauumei OB6HosneHwue MO Mepezarpyaka ABTOKOHUTYPNpOBaHUE CepTudmkarol JononHnTeNkbHble HACTPOMKN

Mepesarpyaka ycTponcTea

[nsi nepesarpy3ku yCTpoicTBa HAXMIUTE Ha KHOMKY «/[lepesazpy3umsb». [pouecc nepesarpyski ycTpoictea
3aHMMAaEeT NPUMEPHO T MUHYTY.

3.2.4.8 TMoameHto «ABTOKOHpMryprMpoBaHme»

B nogmeHto «ABTOKOHQMUIypupoBaHue» BbINOHAETCA HacTpolika anroputma DHCP-based
autoprovisioning (aBTOKOHhMrypmpoBaHue Ha ocHoBe npoTtokosia DHCP).

Cetb IP-tenedpoHuA  MMonb3oeaTenbcKWA HHTepdenc EeTRETEN MOHHTOPHHT

Bpema  HocTyn  XypHan Maponn YnpaeneHue KoHdHrypaLuen O6xosnexnune MO (IEEEENGETENE  ABTOKOHpHIYPUPOBaHHE CepTugukatel  JlONONHMTENbHLIE HACTPORKM

O6uyMe HACTPOWKK

lMpHopHTET NapaMeTpos M3 Static settings v

AsTomaTnyeckoe obHosneHue MO n KoHpUrypaLmm

KoHdurypauma

Pexum sarpysxn Mepuoauyectu -

Dain KoHDHUIypaumn -

WHTepBan 06HOBNEHHA KOHGUIypaLMK, ¢ | 300 z

MporpamMmMHoe oBecneyeHme
Pexum sarpysxn Mepuoauyectu -
Dain Mo -

WuTepean o6HoBneHkA MO, ¢ 3600 -

+ [Mpuopumem napamMempos U3 — AaHHbIN NapameTp onpeaensieT, OTKyAa HE06X0AUMO B35Tb HA3BaHUSA 1

pacnonoxeHue gaiaoB KOHUrypaumm n nporpaMMHOro obecnevyeHus:
« Static settings — nyTu K dpainnam KoHdmrypauum n nporpammMHOro obecneyeHnss onpeaenaTcs

COOTBETCTBEHHO 13 NapameTpoB «dain koHpurypaumm» n «daiin Moy,
« DHCP options — nyTu K chaiinam KoHuUrypaumm n nporpaMMHOro obecneyeH1s onpeaensitoTcs us
DHCP onuuii 43, 66 1 67 (a5 3TOro He06XoANMO ANA YCNyrn VIHTepHET BbiGpaTb NPOTOKON

DHCP).
Moapo6Hoe onucaHne anropMTMOB paboThl ONMCAHO B pasaene [oAMeH 0 «/IHTEPHET».
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3.2.4.8.1 AsTOMarunyeckoe o6HoBsieHne MO 1 KoHpurypawmm

3.2.4.8.1.1 KoHdurypaums

* Pexum 3a2py3ku — AN 06HOBNEHMSA KOHPUrypaumm oTae/lbHO MOXHO 3a4aTb OAUH U3 HECKObKMX
PEXMMOB 3arpy3Ku:
* [Nepuoduyecku — aBTOOOHOB/IEHNE KOHIUTYpaLMK AU NPOTPaMMHOr0 o6ecneyeHnst ycTpoiicTea
6yaeT NPon3BOAMTLCA Yepes 3aaHHblil MPOMEXYTOK BPEMEHMU:
* MIHmepBas1 06HOB/IEHUS KOHbU2ypayuu, ¢ — NPOMEXYTOK BPEMEHM B CEKYHAAX, Yepes
KOTOpbIA OCYLLLECTBNSETCA Nnepuoanyeckoe 06HOBIEHNE KOHGIUTypaLumn yCTponcTBa;
* [o pacnucaHuto — aBTOOOGHOBNEHME KOHpUIypaLmMm uin nporpaMMHOro obecneyeHms ycTponcTea
6yneT Npon3BOAMTLCA B 3ajaHHOE BPEMS, B YKa3aHHble AHWN Heaenu:
* Bpemsi 06Hos/1eHus1 halisia KoHguzypayuu — BpeMs B 12-yacosom dhopmare, B
KoTopoe 6yZeT NPoM3BOAUTLCA aBTOOOHOB/IEHME KOHbUrypaumm;
* [JHuU 06HOB/IEHUS KOHGbU2Ypayuu — OHW Hedenu, B KOTopble B 3aZjaHHoe Bpems byaeT
NPOU3BOAUTLCSA aBTOOBOHOB/IEHNE KOHIUTYpaLnN.
* dalin KoHbuaypayuu — NOMHbIA NyTb K dpaliny koHdurypauumn — 3agaetca B oopmate URL (Ha faHHbIi
MOMEHT BO3MOXHa 3arpy3ka paiina koHgurypaumm no npotokonam TFTP, HTTP, HTTPS n FTP):
« tftp://<server address>/<full path to cfg file>;
* http://<server address>/<full path to cfg file>;
* https://<server address>/<full path to cfg file>;
« ftp://<server address>/<full path to cfg file>;

roe <server address> — agpec HTTP-, HTTPS-, TFTP- nnu FTP-cepBepa (qoMeHHoe nms
nnu IPv4), <full path to cfg file> — nonHbIi NyTb K chaiiny koHUrypaummn Ha cepeepe.

3.2.4.8.1.2 TporpammHoe obecneyeHune

* Pexum 3a2py3ku — ANns 06HOBMEHUS NPOrpaMMHOro obecneyeHns OTAe/IbHO MOXHO 3a4aTb OAVH U3
HECKO/TbKNX PEXMMOB OOHOB/IEHUS:
* [Nepuoduyecku — aBTOOOHOB/IEHNE KOHIUTYpaLMK AU NPOTPaMMHOr0 o6ecneyeHnst ycTpoiicTea
6yAeT NPoOn3BOANTLCA Yepes 3afaHHblii MPOMEXYTOK BPEMEHM:
* MIHmepBas1 06HOB/IEHUS KOHbU2ypayuu, ¢ — NPOMEXYTOK BPEMEHM B CEKYHAAX, Yepes
KOTOPbI OCYLLLECTBNSAETCA Nnepuoanyeckoe 0O6HOB/IEHNE NPOrpamMmmMHOro obecneyeHus
YCTPONCTBa; BbI6OP 3Ha4YeHuss 0 03HavaeT ogHOKpaTHOe 06HOBMEHUE cpa3y nocne
3arpysKku yCTpOICTBa,;
* [o pacnucaHuto — aBTOOOGHOBNEHNE KOHpUrypaLmm uin nporpaMMHOro obecneyeHms ycTponcTea
6yAeT Npon3BOANTLCA B 3aZlaHHOE BpeMSsl, B YKa3aHHbIe AHN Heaenu:
* Bpemsi 06Hos/1eHus1 halisia KoHguzypayuu — BpeMs B 12-yacosom dhopmare, B
KoTopoe 6yaeT NpoM3BOAUTLCA aBTOOOHOB/IEHME NMPOrpaMMHOro o6ecrneyeHus;
+ [JHuU 06HOB/IEHUS KOHbU2Ypayuu — OHW Hedenu, B KOTopble B 3aZjaHHOe Bpems byaeT
Npon3BOANTLCSA aBTOOBHOB/IEHME NPOrPaMMHOro 06ecneyeHus.

« @alin MO — nonHblii NyTh K goaliny nporpammHoro obecneveHns — 3agaétcs B oopmate URL (Ha
[laHHbIi MOMEHT BO3MOXHa 3arpy3ka cpaiina Mo no npotokonam TFTP, HTTP, HTTPS n FTP):
« tftp://<server address>/<full path to firmware file>;
* http://<server address>/<full path to firmware file>;
* https://<server address>/<full path to firmware file>;
« ftp://<server address>/<full path to firmware file>;

roe <server address> — agpec HTTP-, HTTPS-, TFTP- unu FTP-cepBepa (gomeHHoe nms unu IPv4),
<full path to firmware file> — nonHbIii NyTb K haiiny MO Ha cepsepe.

[JeTtanbHoe onvncaHve asroputma aBToMaTtnyeckoro 06HoBeHNsA Ha ocHoBe npoTtokona DHCP cmoTpuTe B
NPUNOXeHUN ANropuTM paboTbl aBTOMAaTUYEeCKOro 06HOBIEHNA YCTPOKCTBA Ha 0cHOoBe npoTokosia DHCP.
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3.2.4.9 MNogmeHto «CepTudnKaTbl»

CeTb IP-Tenecdonns  lMonb3oBaTenbCKU MHTepdenc m MOHWUTOPUHI
Bpems LOoctyn HKypHan MNaponu Ynpaenexue KoHdurypauven O6Hosnenue MO Mepeaarpyska ABTOKOHUrypHpoBaHne [lononH1TeNbHbIE HaCTPOMKN
CepTtudukatbl
Tun Obuwee ums OpraHusauus
(m] KopHesoii cepTudomkar 192.168.1.1 Eltex
Knuentckuin ceptucbukar <cepmucgbukam omcymcmeyem>
=] WEB-ceptudukar 192.168.1.1 Eltex Ent
W Ypanuts

MoameHto «Cepmugbukamsl» NO3BOMSIET NPOCMATPVBATbL, CKAUMBATb W 3arpyXaTb Ha YCTPOINCTBO
cepTudmKaTbl 415 UCNOMb30BaHMS B 3alLMLLEHHBIX COeanHeHnsX TLS.

3.2.4.9.1 KopHeBoii cepTudmkar

KopHeBoii cepTudmKaT UCnonb3yeTcs A1 NPOBEPKM NOAMHHOCTYA CEPTMANKATOB NPV BXOASILLMX
coefiHeHUsIX. TOT CEPTUIMKAT AO/MKEH ObITb NOANMCAH LIEHTPOM aBTOpPM3aLMN.

Cete IP-tenecboHns  Monb3osaTenbckui uHTepdeiic TG EYERM MOHHTOPHHN

Bpemsa Aoctyn Kypran Maponu YnpaeneHue KoHUrypayue ObHoeneHue MO Mepesarpyska ABToKOHHrypupoBaHue CepTnhuraTsl JlononHuTenbHbIe HacTpoiiku

KopHeBoli cepTudpukar
CepTudpurar
CepuiiHblit HoMep  89:8D:12:84:D9:3D:1E:64
Hepeficteutener ao 01.01.1970

HepeiicTeutenen nocne  31.12.1975
Wms nonyyatens

Obuwee ums  192.168.1.1
Opranusayma  Eltex

ﬂﬂﬂﬂﬂHHTEﬂbe\E AOMeHHble agpeca -
LieHTp aBTOpU3aUMK

Obuwee ums  192.168.1.1

Opravuzaums  Eltex

Onepauun ¢ cepTuduKaTom

Ckauatb cepTudukar ¢ ycTpoicTaa ™ Ckauatb

3arpysuTe CEpTUUKAT Ha yCTPORCTBO BribepuTe daiin | daiin He BuiGpan

€ Hasan

+ Cepmuchukam — faHHble 0 cepTudomkaTe:
+ CepuliHbili HOMEpP — CepWiiHbIA HOMep BbIGpaHHOro cepTudmrkara;
* HedelicmsumesieH 00 — AaTa Hadana AeicTBusa cepTugmnkara;
+ HedelicmsumersieH nocsie — aata OKOHYaHMA AencTBus cepTudmkarta.
* VIMsi nonlydamesisi — faHHble 0 nosyyatene ceptudukara (O6uee ums, OpraHmsauus, JonosHUTENbHbIE
[IOMEHHble afpeca);
+ LJeHmp asmopusayuu — faHHble 0 LUeHTpe aBTopusaumm (O6uiee ums, OpraHmsaums);
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+ Onepayuu ¢ cepmugbukamom — BO3MOXHbIE AeCTBUS, NPON3BOANMbIE C MOSTYYEHHLIM CEPTUUKATOM:
+ Ckadamb cepmugbukam ¢ ycmpoticmsa — 4T0Obl COXpaHUTb TEKYLLMI cepTudmkaT Ha
YCTPOWCTBO, HAXKMUTE KHOMKY «CKayamb»;
+ 3aepy3umb cepmugbukam Ha ycmpolcmso — ANnsa 06HOBNEeHMA cepTudmkara ycTpoiicTea
HaXXMuTe KHOMKY «Bbibepume ¢halisi», ykaxuTe dhainn cepTudonkaTa u HaKMUTE KHOMKY
«3agpy3umsp».

3.2.4.9.2 KnueHTtcKuii cepTucpukar

KnneHTckuii CepTI/IdI)I/IKaT NCNOJIb3YETCA NMPU ncxoaAawmnx coeanHeHnAax rno npoTokony SIP ¢ ucnonb3oBaHnem
TLS.

CeTb IP.-TenechoHus  MoNb30BaTENLCKUNA MHTEpdEenc m MOHUTOPUHT

Bpema Hoctyn Hypnan Maponu YnpaeneHue kongurypaume OBHosnenune MO MNepesarpyska  ABTOKOHDWIypMpoBaHUe CepTtudmkaTsl [ononHuTenbHbIE HACTPORKKM

KnueHTcKkuin cepTudukar

CepTudmkar

CepuitHbiin Homep
HepeicteuTtened go  31.03.2022

HepedctenTened nocne  31.03.2023
WmAa nony4artens

Obwee uma
Oprasuzauua

[ononHuTenbHbIE JOMEHHEIE adpeca  —
LieHTp aBTOpM3aLUK
Obwee uma

Opranusayua

Onepauuu ¢ cepTUdUKkaTom

Cravarts cepTudmkaT C ycTpoicTea * Crauats

3arpy3nTb cepTUtUKaT Ha YCTPOKCTBO [ Beibepute dhaiin | Daiin se soibpar

€ Hasap

+ Cepmuchukam — faHHble 0 cepTudmkaTe:
+ CepuliHbili HOMEpP — CepuiiHbIA HOMep BbIGpaHHOro cepTudmrkara;
* HedelicmsumersieH 00 — AaTa Hadasna AeicTBusa cepTugmnkara;
+ HedelicmsumersieH nocsie — aata OKOHYaHuA AencTBus cepTudmkara.
* VImsi nonydamesisi — faHHble 0 nonyyatene ceptudukara (O6uwee ums, OpraHmsauus, JonosHUTENbHbIE
[IOMEHHble aapeca);
* LJeHmp asmopusayuu — faHHble 0 LeHTpe aBTopusaumm (O6uiee ums, OpraHmsaums);
+ Onepayuu ¢ cepmugbukamom — BO3MOXHbIE AeNCTBUSA, NPOM3BOANMbIE C NOSTyYEHHbIM CEPTUGINKATOM:
+ Ckadamb cepmugbukam ¢ ycmpoticmsa — 4YT06bl COXpaHUTb TEKYLLMIA cepTudmkar Ha
YCTPOWCTBO, HAXKMUTE KHOMKY «CKayamb»;
+ 3aepy3umb cepmugbukam Ha ycmpolcmso — ANns 06HOBNEHMA cepTudmkara ycTpoiicTea
HaXXMUTe KHOMKY «Bbibepume ¢halisi», ykaxuTe dpann cepTudnkara u HKMUTE KHOMKY
«3agpy3umsp».
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3.2.4.9.3 WEB-ceptuchukar

WEB-cepTuchmkat ncnonb3yetcsa npu goctyne kK web-koHgurypartopy yctpoiictea no npotokony HTTPS.

Cetb IP-TenecioHnsa  Monb3oBaTenbckud MHTepdgenc M« HEITEN MOHWUTOPWHN

Bpemsa Hoctyn Hypnan Maponn YnpaeneHune KoHgurypaume Obnosnenue MO Mepesarpyska  ABTOKOHQWIypMpoBaHWe (&2 GITEN NIl [1ononHUTENbHBIE HACTPOMKN

WEB-ceptudumkar
CepTudmkar
CepuiiHelid Homep  F8:EC:64:4B:19:AB:F8:83
Hepeiicteutened ao 01.01.1970

HenefcTenTenen nocne  18.01 2038
WUmA nony4atens

Obwee uma  192.168.1.1
Opranuzayma  Eltex Ent

[lononHuTensbHble AOMEHHbIE aapeca  —
LleHTp aBTopMzaunK (camonoAnMcaHHEIW cepTudiMkaT)

Obwee uma  192.168.1.1

Opranuzayma  Eltex Ent

Onepauuu ¢ cepTudMKaToM

CkauaTte cepTMdMKaT C yCTpoicTEa r* Ckauate

3arpyauTh cepTUgUKAT Ha YCTPORCTBO BiBepute thaiin | aiin He BuiBpaH

4 Hasan

+ Cepmughukam — AaHHble 0 cepTudounkare:
+ CepuliHbIli HOMEP — CEPUIHbIA HOMEP BbIGpPaHHOIo cepTudmkaTa;
* HeodelicmsumesieH 00 — gata Havasna AeicTena ceptudmkara;
* HeodelicmsumesieH nocsie — aata OKOHYaHusl AeAcTBUS cepTudmkara.
* VImsi noslydamesisi — AaHHble 0 nonyvatene ceptudpukara (O6Liee ums, OpraHmsaums, JonosHUTeNbHbIE
[IOMEHHble aapeca);
+ LJeHmp asmopu3sayuu — AaHHble 0 LieHTpe aBTopusaumm (O6Lee ums, OpraHmsaums);
+ Onepayuu ¢ cepmugpukamom — BO3MOXHble AelCTBUSA, NPON3BOANMbIE C MOJSTyYEeHHbIM CEPTUUKATOM:
+ Ckayamb cepmudhukam ¢ ycmpoticmsa — UTobbl COXpaHUTb TEKYLLINIA cepTudumkar Ha
YCTPOWCTBO, HAXKMUTE KHOMKY «CKayamb»;
« 3aepy3ums cepmucbukam Ha ycmpolicmso — Ansi 06HOBMEHMS cepTudonkara ycTpoicTea
HaXKMUTE KHOMKY «Bbibepume ¢halisi», ykaxuTe ann ceptudmukara n HaxXmMuTe KHOMKY
«3azgpy3ums».
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3.2.4.10 MoameHto «[oNoNHUTENbHbIE HACTPOKN»

MeH!0 NO3BO/ISIET HACTPOUTbL AOMNOJTHATENbHbIE HACTPOWKM YCTPOCTBA.

Cetb IP-TenecdoHua  Monb3oBaTenbcKUi UHTepdeiic m MoHUTOpUHT

Bpewms Ooctyn HypHan Maponu Ynpaeneuve koHdurypauven O6HoeneHue MO Mepeaarpyska ABTOKOHGbVIYpUpOBaHNe CeptndmkaTsbl

3apesepsuposaHHiie VLAN ID

HavanbHewt VLAN ID 1

KoHeuHbin VLAN ID

Hactpoiku LLDP
Brnioumts LLDP

Mepwvon nepenaun LLDP 30

3.2.4.10.1 3apesepBupoBaHHble VLAN ID

3ape3epsupoBaHHblie VLAN ID HeobxoauMbl 418 BHYTPUCUCTEMHbBIX HYX/, LL/TH03a Y MOTYT ObITb NU3MEHEHbI B
3aBUCMMOCTM OT ucnosib3yemoro Ha cetu VLAN ID:

* HayasibHbil VLAN ID — HavanbHoe 3HaveHne ngeHtudmkaropa VLAN B 3ape3epBrpoBaHHOM
AnanasoHe, NpYHUMaeT 3HadeHus [1-4090];

* KoHeuHbIl VLAN ID — HauyanbHoe 3HauveHne ngeHtudukatopa VLAN B 3ape3epBMpoBaHHOM AuanasoHe.
[aHHas HacTpoiika HefoCTynHa AN peAakTMPOBaHUSA U PacCYMTbIBAETCA aBTOMATUYECKN.

3.2.4.10.2 Hactpoiikm LLDP

* Brsmoyums LLDP — npy ycTaHOBNEHHOM dh/iare Ucnosib30oBartb NpoTokos LLDP;
* [Nepuod nepedayu LLDP — nHTepBan nepegayn coobuieHunii no npotokony LLDP. Mo ymonuanuio — 30
CeK.

Mpwn aktMBuposaHHom LLDP TenecoH oTnpasBnseT o cebe cnepyowyo Hopmaumio:

*+ Chassis Id Subtype — Tyn ngeHTncmkaTopa waccu:
+ Chassis Id — ngeHTudmkatop waccu;
* Port Id Subtype — Tvn ngeHtudmkaropa nopra:
* Port Id — naeHTMdmKaTop nopTa;
+ Time To Live — npeanvucaHHoe BPeEMS XU3HY;
+ System Name — UMa CUCTeMbI;
+ System Description — onucaHue CUCTEMbI;
+ Capabilities — BO3MOXHble peXxuMbl paboTbl YCTPONCTBA;
+ Port Description — onucaHune nopra;
« MAC/PHY Configuration/Status — pmanyeckne xapakTepMCTUKM 1 CTaTyc nopTa yCTpoicTBa:
+ Auto-Negotiation Support/Status — nogaepka/craryc aBTocorfiacoBaHus nopTos;
* PMD Auto-Negotiation Advertised Capability — BO3MOXHOCTb pab0oTbl NopTa C ONpeaeseHHON
CKOPOCTbIO 1 AyNEKCOM,;
« Same in inverse (wrong) bitorder — To e camoe, YTo B NpeablayLLeM MyHKTE, HO C NepeBepHYTO
nocnefoBaTelbHOCTbIO 6UT;
+ Telecommunications Industry Association TR-41 Committee - Media Capabilities — BknouaeT B cebs:
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* LLDP-MED Capabilities — nogaepxka LLDP-MED;
+ Network Policy — nogaepxka npuMeHeHnsi CeTeBOoin NONMNTUKNY,
+ Location Identification — nogaepxka naeHTUnKaLum MecTonoIOKeHNS;
+ Extended Power via MDI-PSE — nogaepxka nutaHus yepe3 MDI-PSE;
+ Extended Power via MDI-PD — noppaepxka nutanus yepes MDI-PD;
* Inventory — nogaepxka nepegayn HW-nHcopmaumm o6 ycTpoincTee;
+ Telecommunications Industry Association TR-41 Committee - Inventory - Hardware Revision —
annaparHas Bepcusi yCTpONCTBa;
+ Telecommunications Industry Association TR-41 Committee - Inventory - Firmware Revision — Bepcusi
NPOLUMBKMN YCTPOICTBA;
+ Telecommunications Industry Association TR-41 Committee - Inventory - Software Revision — Bepcus
NPOrpaMMHOro obecnevyeHns yCTponcTea;
+ Telecommunications Industry Association TR-41 Committee - Inventory - Serial Number — cepuiiHblli
HOMep YCTPOICTBa;
+ Telecommunications Industry Association TR-41 Committee - Inventory - Manufacturer Name — ums
NpoOu3BOANTENS YCTPOICTBE;
+ Telecommunications Industry Association TR-41 Committee - Inventory - Model Name — Ha3BaHve
YCTPOWCTBa;
+ Telecommunications Industry Association TR-41 Committee - Network Policy — ceTeBas nonutuka:
* Policy — Hannune ceTeBol NO/IMTUKN Ha YCTPOWCTBE;
+ Tagged — Tvn Tpaduka;
* VLAN Id — Homep VLAN,;
* L2 Priority — npuoputeT VLAN,;
* DSCP Priority — DSCP-meTka gna SIP- n RTP-Tpaduka;
+ Telecommunications Industry Association TR-41 Committee - Extended Power-via-MD| — xapakTepucTUKu
nUTaHWA yCTpolicTBa.

,ﬂ.ﬂﬂ BCTYMJ/ieHNAa B CcUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ']'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmmeHan».
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3.3 MoHutopuHr B web-koHcpurypatope

* MOHUTOPUHT CeTEBbIX NapaMeTpoB
* MoHuTopuHr IP-TenedoHmmn
+ CocTosHuMe ceTeBoro nHrepdeiica VolP
* MoHuTOpUHr SIP-akKkayHTOB
+ TekyLine BbI30BbI
+ [eiictBus
* JlokanbHble napamMeTpsbl
* YpasieHHasa cTopoHa
+ OOwme napameTpsbl
* MoHuTOopuHr Ethernet-noptos
* MpocmoTp ARP-Tabnuubl
* MpocmoTp nHhopmMaLmm 06 ycTpoinctee
* MOHUTOPWHT CETEBbIX COeANHEHWUI
* BbIBOZ aKTUBHbIX ceccuii
« Cnncok coeanHeHuni
* MpocmoTp Tabnuubl MapLupyTU3almm
* MpocMOTp UCTOPUM BbIZOBOB

[nsa nepexofia B peXXMM MOHUTOPWHIA CUCTEMbI HA NMaHeNn BKNaAo0K BbloepuTe NyHKT «MOHUTOPUHI».

© Ha HeKoTopbIX CTpaHMLAX He peasiM30BaHO aBTOMATUYECKE OBHOB/EHME AaHHbIX MOHUTOPUHTA

2 ORHOEMTE

ycTponcTBa. 511 nonyyeHns TekyLlein nHdopmMauum ¢ yCTpoMcTBa HaOXXMUTE KHOMKY

3.3.1 MOHUTOPVHT CETEBLIX NapaMeTpoB

B nogmeHo «/IHTepHET» OCYLLIECTBNSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOCTBA.

Cetb IP-tenecoHus  lMonbzoBaTenbckui UHTepdeinic  Cuctema [TV TIT g

IP-TenechoHus Ethernet-nopthbl ARP YcTpoicTBo Conntrack MapwpyTraaums WMcTopua Boi3oBOB

Bkixon B UHTepHeT

MpoTtokon gocTtyna DHCP
IP-agpec 10.10.10.250

&~ OBHOBUTL

* [Mpomokos docmyna — NPOTOKO/, UCNO/b3YEMbIA NSt 4OCTyNa K TIOKasIbHO CeTu;
+ IP-adpec — IP-aapec ycTpoiicTBa B /IOKa/IbHOI CETU.
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

B nogmeHto «IP-TenecoHns» ocyLLecTBIAeTCA NPOCMOTP COCTOSAHUS ceTeBoro nHTepderica VolP un

MOHUTOPUHI aKKayHTOB.

Cetb IP-TenechoHuss  lMonb3oBaTenbckUi UHTepdenc Cuctema m

WHTepHET Ethernet-noptel ARP YeTpoiicTBo Conntrack MapuwpyTtusaymus WcTopus BLI3OBOB

CocTosHne ceTeBoro nHTepdperica VolP

|P-appec 10.10.10.250

MoHuTopuHr SIP-akkayHTOB

Ne AkkayHT INokanbHBIA HOMep Cratyc Peructpauus UcTekaeT yepes Appec cepeepa

O 1 Account_1 888 BknioueH BrinonHexa 00:26:20 10.10.10.1

0 2 Account_2 77 BrroveH BbinonxHeHa 00:26:20 10.10.10.1

@ PeructpupoBatb ® PaaperucTpupoBatb

TeKyu_Lme BbI30BbI

JNokanbHble napamMeTpbl YpaneHHas cTopoHa

BHYTpeHHU
naeHTudukaTop

Bpemsa Hayana [OnutenbHocTe CocTtosHme Tun SIP Call-ID

AxkayHT Homep Mopt Homep Wms IP-agpec MNopt

3.3.2.1 CocTtosiHme ceTeBoro nHTepdeiica VolP

* IP-adpec — IP-agpec ceteBoro nHtepdelrica ycnyrm VolP.

3.3.2.2 MoHuTopuHr SIP-akkayHTOB

* Ne — nopsiAKOBbI HOMEp akkayHTa;
* AKKayHm — UM akkayHTa;
* Jloka/ibHbIl HOMep — HoMep TenedoHa aboHeHTa, 3aKpen/IeHHbIV 3a AaHHbIM akKayHTOM,
* Cmamyc — cTaryc akkayHTa:
* BK/ito4eH;
* Bbik/1104eH.
* Peaucmpayusi — COCTOsIHUE pervcrpaummn TesieddOHHOro Homepa rpynnbl Ha NPOKCU-CepBepE:
+ OmksodeHa — (pyHKUMA pernctpaumm Ha SIP-cepBepe Bbik/loueHa B HacTpoiikax npogunns SIP;
+ Owubka — npoueaypa perucrpanmmn 3akoHunnach Heygade;
* BbinosiHeHa — npoueaypa perncrpauun Ha SIP-cepsepe BbiNoMIHEHA YCMELLHO.
* Micmekaem yepes3 — BpeMs [0 UICTEUEHNS peructpauun akkayHta Ha SIP-cepsepe;
+ Adpec cepsepa — agpec cepBepa, Ha KOTOPOM NOCAeAHWUIA pa3 npoLuna perncTpaLlmnio aboHeHTcKas
NINHUA.

Mop, Tabnuueii MoHUTopuHra SIP-akkayHTOB HaxXoAsTCst KHOMKU /181 NPUHYAUTENBHON perncTpaummn nnm
OTMEHbI PErNCTPaLMMN BbIGPaHHbIX aKKayHTOB.
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3.3.2.3 Tekyuime BbI30OBbI

3.3.2.3.1 [MdeicTtBus

TeKyu.wle BbI3OBLI

JloKankeHble NapameTpbl YpaneHHasA cTOpoHa _
vTenb- BHyTpeHHUIA
An CocrosHmne Tun TP

SIP Call-ID
HOCTb MaeHTUUKaTOP

Bpems Ha4vana
AxkkayHT Homep TMopt Howmep WUma IP-agpec  MopT

® 777 77 23004 01:06:02 29 pasrosop MCXOOALLYMN
10.06.2022

OTo6paxaeT AonycTMMble AeCTBUSA HaL, akTUBHbIMY BbI30BaMU:

. \‘ — OTBETUTb Ha BXOAALMIA BbI3OB;

* @ — OTK/TIOHUTb BXO,CI,FILLI,VIVI BbI30B WK 3aBEPLLUNTb OTBEUYEHHbIIi BbI30B.

3.3.2.3.2 JlokanbHble napameTpsbl

* AKKayHm — UMS1 aKKayHTa, Yepes KOTOPbIli OCYLLLECTB/IEH BbI30B UM HA KOTOPOM MPUHST BbI30B;
* Homep — TenedoHHbIVi HOMEp, Ha3HAYEHHbIV Ha AaHHOM akKayHTe;
+ Mopm — nokanbHbIli NOpT RTP-noToka.

3.3.2.3.3 YpasieHHas cTopoHa

* Homep — TenedOHHbIVi HOMEpP BCTPEYHOW CTOPOHDI,

* VIMs1 — Msi BCTPEYHOI CTOPOHBI;

* IP-adpec — IP-agpec BCTPEYHOW CTOPOHBbI, UCnonb3yemslii gns RTP;

*+ Mopm — UDP-nopT BCTPEYHOI CTOPOHBI, UCNONb3yeMblii Ana RTP-noToka.

3.3.2.3.4 O6wume napameTpsbl

* Bpewmsi Havasia — BpeMs Havasia Bbl30Ba,;
+ [numenibHocmb — NPOAO/IKNTENBHOCTL BbI30B3;
+ CocmosiHue — COCTOsIHME BbI30Ba. BbI30B MOXET CyLL,eCTBOBaTb B O4HOM M3 CNeAYLMX COCTOSHWIA:
* Bbi308 — nopaetcsi curHan KB (npy coBepPLUEHUN UCXOAALLENO 3BOHKA);
* Bxodswuli 8bI308 — Ha TeNEOH NogaeTCs BbI3bIBHOM curHan (Mpy NoCTynIeHNN BXOAALETO
3BOHKA);
* Pa3eosop;
* Ha ydepxaHuu,
* KoHpepeHyus.
* Tun — Tnn BLI3OBA:
+ Bxooswjud;
* Vcxooswyud.
* BHympeHHul udeHmuchukamaop;
+ SIP Call-ID.
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3.3.3 MoHuTopuHr Ethernet-noptos

Cetb IP-TenechoHuss  MonbzoBaTenbCckWi MHTepdelic  Cuctema m

WHTepHeT IP-TenechoHus Ethernet-nopthl ARP YCTpoHCTBO Conntrack MapLupyTuzaums WicTopus BbI30BOB

CocTtosiHue Ethernet-noptos

MopT MoakntoyeHue CkopocTb Pexum
LAN Bkn. 100 M6ut/c Full-duplex
PC Boikn.

= OBHOBUTL

MepepaHo MpuHaTto

55.9 MBanT (58 574 954 6ailT) 197.6 Mbaunt (207 239 894 Gait)

* lNopm — Ha3BaHWe nopra:
* LAN — nopT BHelUHeli ceTy;
* PC — nopt anga nogknoyeHus Mk.

* [MOOK/I0YEeHUE — COCTOSTHUE NOAK/IYEHNS K AaHHOMY NOPTY:
* BK/1. — K NOPTY NOAK/THOYEHO CETEBOE YCTPONCTBO (SIMHK aKTUBEH);
* BbIK/l. — K NOPTY HE NOAK/HYEHO CETEBOE YCTPONCTBO (SIMHK HE aKTUBEH).
+ CKopocmb — CKOPOCTb MOAK/IOYEHUSI BHELLHETO CETEBOTO ycTpolicTBa k nopty (10/100 M6ut/c);

* Pexum — pexum nepegadv gaHHbIx:
* Full-duplex — nonHbIin gynnekc;
* Half-duplex — nonyaynnexc.

+ [MepedaHo — KONNYECTBO NepeaaHHbIX 6aiiT ¢ NopTa;
* [MPUHSMO — KONNYECTBO NPUHATLIX GaliT NOPTOM.

© [ns nonyueHus Tekyleit nHdopmaLumn o cocTosiHum Ethernet-nopTos 1 06HOBNEHNS 3HAYEHWS

CYETHYMKOB N NepegaHHbIX 6anT HaXMUTE KHOMKY

& ORHOEMTE

89




PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

3.3.4 MpocmoTp ARP-TabnmubI

B noameHto «ARP» BbinosHsaeTca npocMoTp ARP-Tabnmubl. B ARP-Tabnvue cogepXxuTca nHpopmauus o
cooTBetcTBUM IP- 1 MAC-apecoB coceHUX CETEBbIX YCTPOICTB.

CeTb IP-tenechoHna [onb3oBaTenbCkui MHTepdpeiic  Cuctema [N G151y

WNHTepHeT IP-TenedoHus Ethernet-noptel ARP YcTpoicTeo Conntrack MapwpyTtnaaumns WcTopus BbI3oBOB

ARP-Tabnuua

IP-appec MAC-agpec WHTepdenc

10.10.10.1 AC:OE:17:B3:87:48 Bridge

< OBHOBUTL

+ IP-adpec — IP-agpec ycTpoliCcTBa;
+ MAC-adpec — MAC-azpec yCTpOICTBa;
* VIHmepgbelic — nHTepdieinic, Co CTOPOHbI KOTOPOro akTUBHO ycTpoicTBo: LAN, PC, Bridge.

= OBHOEMTE

[ONsi nonyyeHns TekyLlein MHgopMaLun HAXXMUTE KHOTKY
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3.3.5 MpocmoTp nHthopmaummn 06 ycTpoincTee

B nogmeHo «YcTpoincTBo» NnprBeseHa obuas nHpopmaums o6 ycTponcTsee.

CeTb IP-tenedoHus [Monb3oBaTenbckuil MHTepdpeiic  Cuctema LI (1171 Ty

WHTepHeT IP-TenedoHun Ethernet-nopThl ARP Conntrack MapLwpyTraayus McTopus BbI2OBOB

NHdopmauuma ob yctpoincree

Mapnenvne VP-15P

Bepcua MO

Bepcusa annapaTtHoro obecrneyeHms

Bepcusa 3arpyaumka

3aeopckont MAC-agpec

CepWitHblii HoMep

CuctemHoe Bpems 08:15:01 29.06.2022

Bpems pabotbl 0 gH, 00:00:52

* VI30es1ue — HaMeHOBaHWe Mofenv YCTPONCTBa,

* Bepcusi MO — Bepcus nporpammMHOro obecrnevyeHns yCTponcTea;

* Bepcus annapamHo20 obecrieyeHusi — HOMep PeBU3NM YCTPOWCTBa,

* Bepcusi 3a2py3quka — Bepcus MO HayabHOro 3arpy3ymnka yCTponcTea,;

+ 3asodckoli MAC-adpec — MAC-agpec yCTPOINCTBa, YCTaHOB/IEHHbI 3aBOAOM-U3rOTOBUTENEM;

+ CepuliHbili HOMEP — CepUiiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,

+ CucmeMHoe 8peMsi — TekyLune BpeMs 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMsi paboTbl C MOMEHTa NOCNeAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCcTponcTaa.
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

B nogmeHto «Conntrack» oTo6paxaloTcs TekyLme akTVBHbIe CETEeBblE COeMHEHUS YCTPONCTBA.

MpoTokon
TCP
ubP
UDP
UDP
UDP
UDP
ubP
TCP
UbP

TCP

YKCNO aKTMBHBIX COBANHEHWA

Cn1coK coequHeHnin

BbiBO4 aKTMBHLIX ceccui

24

YMCno NokasaHHbIX CoeAvHeHWA 24

Apnpec NCTOYHUKA
10.10.10.1:65305
10.10.10.250:42112
10.10.10.250:5060
127.0.0.1:59016
127.0.0.1:43895
10.10.10.1:67
10.10.10.1:5080
10.10.10.1:60932
127.0.0.1:46822

10.10.10.1:65297

Cerb IP-tenechoHua  lNonb3oBatenbckuit MHTepdeic  Cuctema m

WHTepHer IP-TenedoHns Ethernet-noptel  ARP  YeTponcTso m Mapuupytusaums WcTopus BbI3OBOB

Afpec HazHaYeHWR
10.10.10.250:80
10.10.10.1:123
10.10.40.1:5060
127.0.0.1:53
127.0.0.1:53
10.10.10.250:68
10.10.10.250:5060
10.10.10.250:80
127.0.0.1:53

10.10.10.250:80

TanmayTt

4 0H 23459 MuH 59 ¢
24c

5c¢

4c

14c

24c

5¢

52¢

4c¢

1TMH 43 ¢

3.3.6.1 BbIBOA aKTUBHbIX CECCUI

* Yuc1o akmusHbIx coeduHeHul — obLyee YANCN0 akTUBHbIX CETEBbLIX COeAUHEHW;
* Yuc/1o nokaszaHHbIX COEOUHEHUU — YACNO COefMHEHW, BbiBEeAEHHbIX B web-uHTepdpeiic. YTobbl He

CHMXXaTb NMpon3BoanTe/IbHOCTb pa6OTbI web—MHTequeVlca, MaKCMaJ1bHO€E YNC/10 NOKa3aHHbIX

coeAuHeHui orpaHnyeHo 3HadeHmem 1024. OcTasibHble COeAMHEHNST MOXHO NOCMOTPETL Yepe3
KOMaHAHYH KOHCOo/b ycTpoiicTBa (komaHaa cat /proc/net/nf_conntrack).

3.3.6.2 Cnuncok coeanHeHui

* [POMOKO/1 — NPOTOKO/, MO KOTOPOMY YCTAHOB/IEHO COEIMHEHME;

+ Adpec ucmoyHuka — |IP-agpec n Homep nopra nHuumaropa coeguHeHuns,
+ Adpec HazHavyeHusi — |IP-agpec 1 HoMep nopTta ajgpecara coefHeHus;

« Talimaym — nepuog BpEMEHU [0 YHUUTOXEHWUSI COENHEHNS.

[ONsi nonyyeHns TekyLlein nHdopMaLuy HXKMUTE KHOTKY

= ORHOEMTE
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3.3.7 MpocMoTp Tabnuupl MapLupyTusaumm

B nogmeHto «MapwpyTunsaums» otobpaxaeTca Tabnvua MapLipyTmM3alnmmn ycTponcTsa.

Cetrb IP-tenechonna  lNonb3oBaTenbckui MHTepdieiic  Cuctema m

WMHTepHeT IP-TenedoHns Ethernet-noptol ARP YeTpoicTeo Conntrack [VETING =] McTopus BbI3oBOB

Tabnuua mapLupyTrsaunm

Appecat Wnios Macka dnarn MeTpuka ObpaieHun OGHapyXeHUA WnTepdeic
10.10.10.0 0.0.0.0 255.256.255.0 U 0 0 0 br0

0.0.00 10.10.10.1 0.0.00 uG 0 0 0 bro

22 O6HOBUTE

+ Adpecam — IP-agpec xocTa unn NnoACceTN Ha3Ha4YeHUs, 40 KOTOPbIX YCTAHOB/IEH MapLLUpPYT;

* LWmo3 — IP-agpec Wo3a, Yepes KOTOpbI OCYLLECTBSETCS BbIXOA Ha agpecaTta;

+ Macka — macka nogcetu;

*+ s1a2u — onpenenieHHble XapakTepucTukn AaHHOro MapLupyTa. CyLecTBYOT criefytoLme 3HaYeHns
razos:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH 1 ABISAETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3iy;

G — yka3bIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHWI W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKMIOYEHEM. Bce npoyre mapLupyTbl NPOXOASaT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLUpyTOB B CETU C
NpsIMbIM NOAK/TIOYEHMEM,

R — ykasbIBaeT, UTO MapLUpyT, CKopee Bcero, Obla1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTm3auum, paboTaloLymM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema ysHaet o MapLupyTe 13
coobuweHnst ICMP Redirect, mapLupyT BKIO4aeTca B Tabnuuy MapLupyTm3auun, YTobbl UCKTHYNTD
nepeHanpasneHne 415 nocneayowmnx NakeTos, npegHasHaueHHbIX TOMY Xe agpecary. Takue
MapLUpyTbl OTMeYeHb! iarom D;

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3y/ibTare paboThl
AVHaMNYeCKOro NpoToKo1a MapLUpyTM3aLnm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamMerpa
mod;

A — yka3blBaeT Ha 6ydhepun3oBaHHbIVi MapLLpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP;
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep MapLupyTusauum aapa;

L — ykasbIBaeT, YTO NYHKTOM Ha3Ha4YeHus MapLupyTa SBSeTcs O4MH U3 afpecoB AaHHOIo
KomnbloTepa. Takue «/10KasibHble MapLUpyTbi» CYLLECTBYIOT TO/IbKO B Bydiepe MapLupyTusaumy;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSeTCA WMPOKoBeLaTeNbHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHbIE MapLUPYTbI» CYLLECTBYIOT TONbKO B Oydhepe MmapLupyTm3auuu;

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KosbleBbiM (loopback) nHtepdpelicom ¢ Lenbio MHON,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmMsaumu;

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBepraTbes
CUCTEMOM.

+ Mempuka — onpefensieT «CToMMOCTb» MapLipyTa. MeTpuka UCnonb3yeTcs A7 COPTUPOBKM
AyGNUPYIOLLMX MApLUPYTOB, €C/IM TaKoBble MPUCYTCTBYIOT B Ta6NMLE;

* Ob6pawjeHusi — 3aMKCUPOBAHHOE YMC/I0 06PALLEHNI K MAPLLPYTY C LENbI0 CO3A4aHUsSi COEANHEHUS
(He ucnonb3yeTcs B cUCTEME);

93




PykoBoacTBO no akcnyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)
O6HapyXeHUsi — Ync/i0 06HapYXXeHW A MapLLpyTa, BbINO/THEHHbIX MPOTOKO/IOM IP;
Vinmepcbelic — nms ceTeBoro nHTepderica, Yepes KOTOpbIA NposieraeT AaHHbIA MapLUpYT.

= ORHOEMTE

[N nonyyeHust TekyLlein nHopmauum HaOXMUTE KHOMKY

3.3.8 TpocmoTp ncTtopun BbI3OBOB

B noameHto «/icTopusi BbI3OBOB» MOXHO NPOCMOTPETb CMMCOK COBEPLUEHHBIX TENEGOHHbIX BbI30OBOB, & TakXe
CBO/HY0 MHCPOPMALIO MO KaK40MY BbI30BY.

B onepatvBHOI namsaTn ycTpoiicTBa MOXHO coxpaHuTb A0 10000 3anuceli 0 coBepLUeHHbIX Bbi3oBax. Mpu
konmuyecTBe 3anuceii 6onee 10000 camble cTapble (BBEpXY Tabnumubl) yAansoTCs, U B KOHel, chaiina
[06aB/S0TCA HOBbIE.

3anncb cTaTUCcTUKK B XypHasie BbISOBOB HE BEAETCA NPU HYJ/IEBOM pasmMmepe NCTOpUN.

WMHTepHeT

Cetb IP-tenechonHun  Monb3oBaTenbCkwil MHTepdeiic  Cuctema m

|P-Tenedonua Ethernet-nopTe ARP YcTpoicTBo Conntrack MapwpyTrzayua

HacTpouTb napamempel UcmopUL k130808

PUNLTP (NokasaTtb)

Akka-  TokansHeI YaaneHHeI# IP-agpec BcTpeynoin  Bpemsa nocTynnenms Bpems Havana AnuTensHocTe Coctoanue Tun Beizo-  MepepaHo Mepepano MpuHaTo MpuHATO
YHT HoMep HoMep CTOPOHEI LNELEE] pasrosopa pasroeopa [OELLE] Ba naketos Gant naketos Gait

12 T 85431111 10.10.40.1 01:07:47 10.06.2022  01.07:47 56c local.clear vcxoaAwmi 10438280 1795384160 10108147 1738565534
10.06.2022

2 1 888 85431111 10.10.10.1 01:12:09 10.06.2022 01:12:09 2e lasal.clear vexofAwmii - 385410 66290520 373410 84225220
10.06.2022

20 ¥ sanuceii va cTpauue. Beero: 2

Crpannya 1 us 1

OnucaHune nonem Ta6f|l/lL|,bI «NCTOPUA BbISOBOB»:

# — NOPSIAKOBbLI HOMEpP 3anucy B Tabnmue;

JluHUs1 — HOMep abOHEHTCKOro NopTa yCTPONCTBa;

J1oka/1bHbIU HOMEpP — HOMEpP aboHEHTa, 3aKPENn/IEHHbIN 3a AaHHbIM aBOHEHTCKUM MOPTOM;
Y0a/ieHHbIl HOMep — HOMEp YAANIEHHOTO abOHEHTa, C KOTOPbIM 6bIS1I0 YCTaHOBNEHO TenedoHHOoe
coeaVHeHue;

IP-adpec scmpeyHol cmopoHbl — IP-agpec yaaneHHoro aboHeHTa, C KOTOPbIM Gbl10 YCTAaHOBNEHO
TenedOHHOE COeANHEHME;

Bpewmsi nocmynaeHust 8bI308a — BPEMS 1 AaTa NoCTynsieHnsl/CoBEpPLLEHNS BbI30B3;

Bpewmsi Hauana pasz2osopa — BpeMs 1 faTa Hadasna pasroBopa,;

AnumenbHocms pazzosopa — f/IMTENBLHOCTL pPa3roBopa B CEKyHAaX;

CocmosiHue 8bi308a — MPOMEXYTOYHOE COCTOSIHME NIMB0 NPUYMHA 3aBEPLLEHMS BbI30Ba, ONMCcaHne
CTaHOBUTCA AOCTYMHbLIM MPU HABEAEHNM Kypcopa Ha 3anncb COCTOSIHUS BbI30Ba;

Tun BbI308a — TUN BbI30BA: MCXOAALMIA NN BXOAALLWIA;

lMepedaHo nakemos — KONNYECTBO NepeAaHHbiXx RTP-nakeToB 3a Bpems pa3roBopa,;

lMepedaHo 6alim — KOMMYECTBO NepefaHHbIX 6alT 3a BpeMs pasroBopa;

lpuHsIMo nakemos — KONNYeCTBO NPUHSATLIX RTP-nakeToB 3a Bpems pas3roBopa,;

lMpuHssMo 6alim — KONMYecTBO NPUHATLIX 6aliT 3a BpeMsi pasroBopa.
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B Tabnuue ncTopum 3BOHKOB MOXHO MPOM3BECTM OTOOP 3anuncelt No pasnNnyHbIM napameTpam A/ 3Toro
HaXKMUTE CCbINKy «PUnbTp (NoKasatb)». GUNLTPaALMA MOXET NPOU3BOAUTLCSA MO HOMEPY abOHEHTCKON TMHUN,
NoKaNlbHOMY UK yaanieHHOMY Homepy, IP-agpecy BCTPEUYHOW CTOPOHLI, BPEMEHW NOCTYN/IEHUSI BbI30BA,
BPEMEHM Hayasia pasroBopa, COCTOSHUIO BbI30Ba 1 TNy 3BOHKA. OnmncaHne napaMeTpoB hubTpaLmm ykasaHo
B ONMcaHuu noseli TabsnLbl ICTOPUN BbI30BOB BbILLE.

* Bpems nocmyriieHus 8bI308a 0m/A0 Unv Bpemsi Hayasia pa32osopa om/A0 — BPEMEHHbIE PaMKM
MOCTYN/IEHNS/COBEPLLEHUNS BbI30Ba U/ Hayasia pasroBopa B hopmaTte «H4:MM:CC A4.MM.ITT».

[N CKpbITUS HACTPOIiKM NapameTpoB ounbTpaLmm 3anuceil B Tabnmue HaXMUTE Ha CCbinKy duibmp
«CKPbIMb».

[N HACTPOIKN NapaMeTpPOoB UCTOPMMN 3BOHKOB HAXXMUTE Ha CCbI/IKY «HacTpoMTb napameTpbl NCTOPUM
BbI30BOB». [1oApO6HOE onmncaHne HACTPOIKM NapaMeTpPoB NPUBEAEHO B [oaMeH0 « TenetoHHas KHuray.

Mpu HaXXaTun Ha KHOMKY « Npou3oinaeT nepexos K Tabnuue, HaumHas ¢ NepBoli 3anucu.
MpKn HaXKaTnum Ha KHOMKY < Npov30NAEeT Nepexos K NnpeablayLen ctpaHmue ¢ Tabnuuei MICTOpUn BbI30BOB.
Mpy HaXaTumn Ha KHOMKY > NPou30MAET Nepexos K cneaytLlen cTpaHuue ¢ Tabnmueli CTopyun BbI30OBOB.

» o o
[Mpu HaXKaTUN Ha KHOMKY nponsonaet nepexon K Ta6n|/|u,e, 3aKaH4dnBas nocnegHen 3anncbio.

CenekTop «3anuceii Ha CTpaHuLe» NO3BO/ISIET HACTPOUTb KOMIMYECTBO BbIBOAMMbIX 3anuceli Tabnmupl Ha
OOHOW CTpaHuLe.
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4 Mpumep HacTpoukn IP-tenecoHoB

1. Ha MK oTtkpoiite web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.

2. B agpecHolii cTpoke 6pay3epa BeeauTe IP-aapec ycTpoiicTaa.

© Mo ymonuaHuio ycTpoiicTBo nonyyaet IP-agpec u gpyrue napametpbl ceTv no npoTtokony DHCP. Ans
AanbHeiwer pabotbl He06x0AMMO Y3HaThb IP-agpec, koTtopbli nonyynn IP-tenedoH ot DHCP-cepepa.
Cpoenarb 370 MOXHO NPV MOMOLLY 3KPAHHOTO MEH!HO:
1. Haxmute codpt-knasuiy «MeHro».
2. B pasgene «Ctatyc» — «CeTb» HEO6X0AMMO NMOCMOTPETh, Kakol IP-agpec nonyunn TenedoH.

Ecnu IP-agpec yctaHoBsieH B 3HaveHune 0.0.0.0, To 310 3HauuT, yto IP-TenedoH He nonyynn ero ot
DHCP-cepBepa. B Takom cnyyae He06X04MMO HACTPOUTbL CeTEBbIE NapaMeTpbl BPYYHYHO NMPU NOMOLLM
3KPaHHOI0 MEHIO.

Mpwv ycnewHoM NOAKYEHUN K YCTPOCTBY MNOSIBUTCA OKHO C 3anpOCOM JI0rMHA 1 Naponsi. 3anosiHuTe
MoNsa U HaXXMUTE KHOMKY «Bolmun.

VP-15P -

Torux:

BeeauTe norviH

Mapornb:

Bsegute napornb

© Mo ymonuanuio norvu: admin, naporns: password.

Mpwv ycnewHo aBTopusaLuum oTKPOETCS CTPAHULLA C MOHUTOPWHIOM TeKYLLEro COCTOSIHUSI YCTPOCTBa:

VP-15P
CeTe IP-Tenetoluna [lMone3oBaTenbCcKUd MHTepdelc  Cuctema m

Whreprer QMISREUEWGETEN Ethernet-nopre ARP Yerpoiicteo Conntrack  Mapwpytwaagua  WcTopuA Beiaoeos

CocrtosHue ceteBoro uHTepdeica VolP

IP-agpec 10.24 105.82

MoHutopuHr SIP-akkayHTOB

Ne AxkayHT [IlokaneHeii Homep Cratyc Peructpauna MWcrekaeT yepez Agpec cepeepa

o1 303 3031 BrntoueH Brinonxexa 00:13:48 ssw.eltex loc

o 2 123 sgsdfg Brikntouen  OTkniovexa

@ PeructpupoBats ® Paapernctpupoears

96



PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

B BEpXHEM NPABOM YI/y, NPV HEOGXOAMMOCTU, BO3MOXHO CMEHUTL S13blK Web-MHTepdielica Ha HYXHbIIA:

m IP-TenetolnAa  Monb3oBaTensckMid MHTepdeic  Cuctema  MOHWTOPMHT 7 ru

8021X QoS  Hactpoiika MAC-anpecoe  [lokanedwiit DNS  Cetesoi skpan  @unerp MAC  Mapwpytnaauma

Ob6Lme HacTporkM

Mma xocTta
Crkopocte u gynnekc | Auto v
BHewHss cetb (LAN)
Mpotokon | DHCP v

3. [InA N3MeHeHNs CeTeBbIX HACTPOEK YCTPOICTBa NepeinanTe B pasaen «Cetb — VIHTEpHET».

B none «lMpoTokosn» Bbibepute NpoTOKO/1, UCNO/b3YEMbIid BalLUM NOCTaBLUMKOM YCIYr VIHTEPHET, 1
BBeAMTE Heo6XoauMbIe faHHble COr/TacHO MHCTPYKLMAM npoBaingepa. Ecnv ana nogknoyeHns K cetu
nposaigepa NCnosb3ykTCcA cTaTudeckme HacTPoKK, TO B Nnosie «MPOTOKON» HYXXHO BblbpaTb 3Ha4YeHne
«Static», 3anonHnTb Nons «BHewHUn IP-agpec ycTpoicTear, «Macka nogceTtun», «LL3 no ymonyaHunto,
«MepBunyHbIA DNS» 1 «BTopnyHbIii DNS» — 3HaueHnss napaMeTpoB NpeLocTaBAnTCA NpoBaingepom.

" [TpHMEHHTE
[N COXpaHeHns1 N NPUMEHEHUS] HACTPOEK HAXKMUTE KHOMKY .

m IP-Teneconn  Monk3oBaTenkCkUid MHTepdedc CucTemMa  MOHMTOPWHF

802.1X QoS  Hactpoitka MAC-agpecoe  [okanesHelil DNS CeTeofl akpaH  @unetp MAC  MapwipyTuaayms

ObLwme HacTpoOrKK

WMma xocta
Cropocte w gynnekc | Auto v
BHewHsasa cetb (LAN)
Mpotoken | DHCP v

Anerepraruenslii Vendor ID (onuua 60)
Mepenynelil DNS
Bropuunwinl DMNS
Paamep MTU 1500

WMcnonsaoeare VLAN [

Hactpoiika IPSec

Brntounte  ©

" [1pUMeHITE ® OtmeHa
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Ecnn B ceTun Bawwero ViHTepHeT-npoBaligepa ncnonb3yerca npusaska Kk MAC-agpecy, OTKpoWTe BKnagky
«CeTb - HacTtpoiika MAC-agpecoB». B pasgene «HacTtpoiika MAC-agpeca LAN» yctaHoBuTe chnar
«lMepeonpegennts MAC» 1 Beegute B nose «MAC» Heobxogumbli MAC-agpec ycTporicTea. Ans

' [TpUMEHTE

COXpPaHEeHUA N NPpUMEHEHNA HACTPOEK HAXXKMUTE KHOMKY

IP-Ttenechonna  Monb3oBaTenbCKWW MHTepdernc  Cuctema  MOHWUTOPUHT
WHTepHer  802.1X QoS pElyyelelie RV ENORET o eo -0 JlokaneHeln DNS  CeteBon skpaH  ®unstp MAC MapLupyTuaauus

HacTtporika MAC-agpeca LAN

MNepeonpegenute MAC

MAC DO IO HKH XX

Ha Bknagke «IP-tenecoHnss — SIP-akkayHTbI» BbINO/THAETCS HACTPOWKa akkayHTOB A/18 paboTbl No
npotokony SIP. nsA 3Toro BbibepuTe B BbiNaaroLlleM Crncke «AKKayHT», KOTOpbIi Heo6xoArMO
HacTpouTb.

Ceto QUESGHEVLETEN [Monb3oBaTenbckuin MHTepdenc  Cuctema  MoHUTOPMHr

HacTpoiikn cetn SIP-akkayHTbl O6Lme HacTpoiikn SIP QoS TenedoHHanA KHWra McTopusa BbIZOBOB

SIP-akkayHTbl

AxKayHT AxrayHT 1 v

OTMeTbTe NYHKT «BKNIOUMTLY, BBEAUTE HOMEp TenledpoHa, KOTOPbIn 6yAeT Ha3HavYeH AaHHOMY akKayHTy, a
Takxe yKkaxuTe /IOfMH U naposib Ana asTopusaunmn Ha SIP-cepsepe.

Bro4MTh
Mms akkayHta | Account_1
Homep TenedoHa 3888
s nonb3oBarens MBaH
Mcnonbaoears ansTepHarmeHslil Homep
SIP-nopt | 5060
Kateropws aGoHeHTa He ucnonb3osats v

HoMep ronocoBoi noHThI

AyTeHTndurKauwns
Norux 4201

Maponb ween
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Hwxe Ha Bknagke ykaxuTe IP-agpec nnu gomeHHoe nmsa SIP-cepsepa 1 cepsepa permcrpauum

(Npn HEOGXOAMMOCTI) B COOTBETCTBYIOLLMX NOSIX. ECM Ha cepBepax UCMosb3yTCs HoMepa NopToB,
oTnn4yHble oT 5060, TO Yepes ABOETOUME YKaXKUTE aflbTEPHATMBHbIE MOPTLI. YCTaHoBUTE donar
«Pernctpauus», ecnn gns paboTtbl TeniehoHmMM HeobxoamMma pernctpauma aboHeHToB Ha SIP-cepeepe
(06bI4HO perncTpaums Heobxoamma).

Mapametpsbl SIP
Pexum ucnonesoeaHusa SIP-npokcn Homing v
SIP-npokcu cepeep 10.10.40.1
Pernctpauns
CepBep perucrpaumm 10.10.40.1
MeToq KOHTpOna 0CHOBHOTO cepeepa Invite v
TpaHcnopT UDP (npegnoytutensHo), TCE v
Tavmep T1, Mc 500
Tavmep T2, Mc 4000
Tanmep INVITE TpaHsakumm (Tarmep B), Mc 32000
Momnwmcka ans Mwi - O

Cepeep Noanmcok
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Ykaxute SIP-gomeH (Npy HeobxoaMmMocTn) B 610Kke NapaMeTpoB «[onofHUTENbHbIE NapameTpbl SIP». Ans
NCNO/Ib30BaHNA LOMEHHOIO NMEHW Npu perucTpaumm yctaHosute SIP-gomeH B pasgene
«jononHuTenbHble napameTpbl SIP»:

[lononHuTeneHble napameTpbl SIP

SIP-gomeH
MpymernTs SIP Domain gns pervctpagun
Pexum Outbound BbIknoyeH v
MNepvod BpeMeHW NepeperncTpauun, ¢ 1800
WHTepean noetopa pernctpauumn, ¢ 30
Menonbsosats STUN [
MyBnuyHeIR agpec

Wenonbsosats SIP Display Name npu
perucTpaumnm

Beigaya KMB npu nony-eHun 183 Progress  [J

HapexHas JocraBka npeasapuUTeribHbIX Supported v
OTBETOB (1xX)

Paspewwuts Timer O
Meproguyeckuin onpoc SIP-cepeepa OTKIoYEH v
SIP-oTBET NpW OTKIOHEHWN BbI3OBa 480 Temporarily Unavailable
OBpa6arbiBath 3aronosok Alert-info [
MpoBepsAThb TONbKO MMA Nonb3osatens 8 RURI O

[Nepenaeats |P-agpec B 3aronoeke Call-ID O

[na coxpaHeHnsa U NpUMEHEHNA HaCTPOEK HAXKMUTE KHOMKY

" MpUMEHTE
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5 |_|pI/IfIO)KeHI/IF| K pyKOBOﬂICTBy no 3KcnnyaTaL|,|/||/|

5.1 Anroputm pa6oTbl aBTOMATUYECKOrOo OGHOB/IEHUA YCTPOCTBA HA OCHOBE NPOTOKONa
DHCP

VP-15P -
Cetb IP-tenedhoHns  Monb3oBaTenbCckuii MHTEPdERC m MOHUTOPWHT

Bpems  [octyn  MypHan  Maponu  YnpaBnexue kodurypauvedt  OBHoBneHve MO MMepesarpyska [AGIGRNTLYJI-ERNEM  CepTudikaTel  [LONOMHUTENbHLIE HACTPOKMA

OBwWwwre HacTpowikn

MpuopuTeT NapameTpos 13 DHCP options v

ABTOoMaTnyeckoe obHoeneHne MO 1 koHbUrypauum
Kordpurypaums O

MporpammHoe oGecneqeHne O

ANropuTM paboThbl NpoLeaypbl aBBTOMATMYECKOr0 0GHOB/EHNSA YCTPOICTBA ONpeaensieTcsl 3HaueHnem
napameTpa «Tpuopumem rnapamempos u3».

Ecnun BbibpaHo 3Ha4veHmne «Static settings», To 13 napameTpos «dan KoHdurypauumn» n «dann NMNoO»
onpeaensieTcs NnonHbii NyTh (BK/OYAs NPOTOKON AOCTyna U afapec cepBepa) K haiinam KoHdurypauum n

nporpaMmmHoro o6ecneyenust. MonHbIi NyTh ykasbiBaetcs B gpopmate URL (nogaepxvBatoTcsi NpOTOKO/b!
TFTP, HTTP, HTTPS n FTP):

<protocol>://<server address>/<path to file>, rge

+ <protocol> — npoTokon, Ucrnonb3yemblii AN 3arpy3k COOTBETCTBYHOLLEro ddaiina ¢ cepsepa
(nopaepxmBatotcs npoTokonbl TFTP, HTTP, HTTPS u FTP);

- <server address> — agpec cepBepa, C KOTOPOro HE0GX0AMMO 3arpy3unTb haiin (4oOMeHHOEe UMS UK
IPv4);

+ <path to file> — nyTb Kk chaliny Ha cepBepe, dhaiin Ao/MKEH MMETbL paclunpeHme tar.gz.

B URL gonyckaeTcsi UCnosib30BaHve creaytoLimx MakpocoB (3ape3epBMpoBaHHbIe C/I0Ba, BMECTO KOTOPbIX
YCTPOWCTBO NOACTAB/SIET ONPeAEEHHbIE 3HAYEHNS):

« SMAC (unu SMA) — MAC address — BmecTo gaHHoro makpoca B URL cpaiina ycTpoiicTBo noactasnsiet
co6cTBeHHbIM MAC-aapec;

+ SSN — Serial number — BmecTo gaHHoro makpoca B URL chaiinia ycTpoiicTBO NofcTaBiAeT COGCTBEHHbIN
CepuiiHbI HOMEp;

« SPN — Product name — BMecTo gaHHoro makpoca B URL ¢haiinia ycTpoiicTBO NoAcTaB/sieT Ha3BaHue
mopaenu (Hanpumep, VP-12P);

« SSWVER — Software version — BMecTo gaHHoro makpoca B URL chaiina ycTpoiicTBO noAcTasisieT HoMep
BEpPCUM NPOrpaMMHOro obecneyeHus;

« SHWVER — Hardware version — BMecTo faHHoro Mmakpoca B URL cpaiina ycTpoiicTBo noacrasnser
HOMep annapaTHol Bepcun yCTpoiicTBa.

MAC-agpec, cepuiiHblii HOMep 1 Ha3BaHWe MOAe/ I MOXHO y3HaTb Ha CTPaHuLe MOHUTOPUHIAa B pasgene
«YCTPOWCTBOY.
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Mpumepbl URL:
tftp://download.server.loc/firmware.tar.gz,

http://192.168.25.34/configs/vp-12(p)/mycfg.tar.gz,
tftp://server.tftp/SPN/config/SSN.tar.gz,
http://server.http/SPN/firmware/SMA tar.gz n T. A,

Mpn 3TOM eCTb BO3MOXHOCTb ONYCTUTb HEKOTOpbIe napameTpbl URL. Hanpumep, dhain KoHdurypaumm MoxHo
3afarb B TakoM hopmare:

http://192.168.18.6/ unu config_vp12.tar.gz

Ecnn n3 URL-thaiina KoHurypaumm nnmn nporpaMMHOro obecrneyeHns He ygaétca nssneds Bce Heobxoanmble
AN 3arpy3ku haiina napameTpbl (MPOTOKOM, aApec cepBepa U NyTb K haiiny Ha cepepe), byaeT
npon3BeAeHa NonbiTka U3BMeYb Hen3BecTHbI napametp 13 DHCP-onuuii 43 (Vendor specific info) nnn 66
(TFTP server) n 67 (Boot file name), ecnu B ycnyre VIHTEPHET yCTaHOB/EHO NOyYeHME aapeca no NpoToKony
DHCP (cpopmart 1 aHanus DHCP-onuuii 6yaet npusenéH Huxke). Ecnun ns DHCP-onuwuii He nonyyaeTcs n3Bneyb
HegocTawowuii napameTp, 6yaeT Ncnosib3oBaTbCs 3aaHHoe 3HaYEHNE N0 YMOTYaHIO:

* Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

« ONsi UMeHn dpaiina koHdpurypauumn: SMAC.cfg;

+ ANst UMeHU dhalina nporpaMMHoOro obecnevenus: vp12.fw.

Taknum obpaszom, ecniv nons «Padi/s1 KoHghuaypayuu» n «Padsn NO» ocTaBUTb NYCTbiMK, 1 MO npotokosny DHCP
He ByayT nony4yeHsbl onumm 43 nnm 66, 67 ¢ ykaszaHmem MecTononoxeHus atux painnos — URL cpaiina
KOHurypauum 6yaeTt uMeTb BUA!

tftp://update.local/A8.F9.4B.00.11.22.cfg,
a URL gpainna No:
tftp://update.local/ vp12.fw.

Ecnwn Bbi6paHo 3Ha4yeHne «DHCP options» — URL ¢halisioB kOHburypawmm n nporpaMMHOro obecneyeHums
n3snekatotrca n3 DHCP-onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), gns yero B
ycnyre VIHTEpHET JO/HKHO ObITb YCTAHOB/IEHO MoslyyYeHne agpeca no npotokosty DHCP (chopmart 1 aHanms
DHCP-onuwit 6yaet npueaeH Huxke). Ecnn nz DHCP-onuuii He yaaeTcs onpefenvTb Kakoi-HUoYab napamMeTp
URL — ans Hero ncnosb3yeTcs 3afaHHoe 3HaYeHre No yMONYaHUIo:

NS npotokona: tftp;

« Ans agpeca cepsepa: update.local;

« ONsi UMeHun doaiina koHdpurypauum: SMAC.cfg;

+ ANs UMeHM dhalina nporpaMMHoro obecnevenus: vp12.fw.

1. HecMoTpsi Ha UMst chaiina koHgurypauum SMAC.cfg, dhopmart chaiina gonmkeH 6biTh .tar.gz

2. HecmoTps Ha nmsa daiina npowwmskm vpl12.fw, hopmar daiina AomkeH 6bIiTh .tar.gz

3. Bo3amoxHa 3arpy3ka TeKCTOBOro paiinia KoHurypauum, paclumpeHmne dainna npu aTom
06s3aTenIbHO A0/MKHO 6bITb .yaml
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5.1.1 ®opwmart onumn 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>
1 — kop, afpeca cepeepa aBTOKOHUrypuposaHus rno npotokony TR-069;
2 — Kop, fNa yKkasaHus napametpa Provisioning code;
3 — KoA uMeHu nonb3oBaTens ona asTopusauuy Ha cepsepe TR-069;
4 — xop, napons nsis asTopusaumn Ha cepsepe TR-069;

5 — Kop, agpeca cepsepa; agpec cepeepa 3agaetca B oopmare URL: tftp://address nnwm http://address.
B nepBom BapuaHTe ykasaH agpec cepsepa TFTP, Bo BTopom — HTTP;

6 — KoA, MeHn haiina KoHgurypauuw,
7 — kop, umeHn paiina MNo;

«|» — 06513aTe/IbHbIV pa3feniMTenbHbli CUMBOT MeXAY KogamMu U 3HaYeHUs My NoAoNUMIA.

© [na aBTOKOHGMIypHpPOBaHMA No npoTtokony TR-069 nogonuum 1, 3 1 4 GyayT NPUMEHATLCS, KOrAa B
pasgene aBTOKOH(OUTYpupoBaHus Ha ocHoBe npoTokosia DHCP 6yaet BbibpaH npuoputet
n3 DHCP-onuwii.

5.1.2 Anroputm onpegeneHus napametpoB URL ¢ainnos KoHurypauumn n nporpammMmHOro obecrneyeHns
n3 DHCP-onuwnin 43 n 66

1. WHnunanusauymsa DHCP-o6meHa.
Mocne 3arpy3kun ycTponicTeo nHuunmnpyet DHCP-o6meH.

2. AHanuns onuum 43.
Mpwn nony4vyeHun onumm 43 BbINONHAETCA aHa/IM3 NoAONUMIA € kogamun 5, 6 1 7 ¢ uenblo onpeaeneHns
azpeca cepsepa 1 UMEH haii/ioB KOHUrypauum 1 nporpammHoOro obecneyeHus.

3. AHanns onuuu 66.
Ecnun onums 43 ot DHCP-cepBepa He nonyyeHa 1Moo nosyyeHa, Ho 3 Heé He yaanoch U3Bfedb agpec
cepBepa — OCyLeCcTB/IAeTcs nouck onumm 66. Ecniv uma darina Mo Takxe He yaanocb NosyynTb —
OCYyLLEeCTBNAETCA NOMCK onuumn 67. I3 HUX N3BneKaroTcsa COOTBETCTBEHHO aapec cepsepa TFTP v nyThb K
Gaiiny MO. Janee dainbl KOHUrypauumn n nporpammMHoOro obecnedeHns yayT 3arpyxarbcs ¢ agpeca
13 onumn 66 no npotokony TFTP.

5.1.3 Ocob6eHHOCTN 06HOB/EHNSA KOHPUTypaLmm

®daiin KoHdUrypauum AomkeH MMeTb oopmar .tar.gz (B 4aHHOM hopmate NponCXoanT COXpaHeHne
KOHGpurypauumm yepes web-nHtepdeiic B 3aknagke «CucteMa» — «YnpasneHne KoHdpurypaymein»).
3arpyeHHasi ¢ cepBepa KoHurypaumsi NpUMeHsIieTCst aBToMaTMyeckn 6e3 nepesarpysku ycTpoiicTaa.
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5.1.4 Oco6eHHOCTN 0O6HOB/IEHUSA MPOrPaAMMHOr0 ob6ecneyeHns

daiin nporpaMMHOro obecneveHus Ao/mkeH MMeTb doopmar .tar.gz. Mocne 3arpy3ku thaiina MO
OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoeepka Bepcum (Mo cogepxvmMomy dhaiina version B tar.gz-apxvee).

Ecnu TekyLwas Bepcus nporpammHoOro obecneyeHns cosnagaeTt ¢ Bepcueli paiina, nosy4eHHoro no NpoTokKosy
DHCP, o6HoBneHune MO npon3soanTbCa He Byaet. O6HOBEHME NPOU3BOAUTCS TO/IBKO B C/yvae
HecoBnageHuns Bepcuii. O 3anyLLeHHOM npoLecce 3an1Mcu obpasa NporpaMMHOro o6ecneyeHunst BO
flash-namsaTb ycTpoiicTBa cBrAeTeNbCTBYET NOOUEPELHOE LMKINYECKOE MUraHne nHamkatopa «Power»
3e/1eHbIM, OPaHXEBbIM U KPACHbIM LiBETOM.

© He otkntovaiite nuTaHne 1 He neperpyxaiitTe yCTPONCTBO BO Bpems 3anucu ob6pasa Bo flash-namsrs.
[JaHHble aelicTBMA NPUBEAYT K YacTUYHO 3anucu MO, YTo paBHOLLEHHO MOpYe 3arpy304HOro pasgena
ycTpoiicTea. JanbHeiwasn paboTta ycTpoinctea byaetr HEBO3MOXHA. 118 BOCCTAaHOB/IEHUSA
paboToCcnoCcO6HOCTN YCTPONCTBA BOCNO/b3YNTECH MHCTPYKUMEN, KOTOpas NpuBeaeHa B MPUIOXEHUN
Mpoueaypa BoCCTaHOB/IEHNS CUCTEMbI MOc/ie c605 Npy 06HOB/IEHWMN NPOrPaMMHOr0 06ecneyeHus.

5.2 Mpoueaypa BOCCTAHOB/IEHMA CUCTEMbI NOC/1e C60A NP OGHOB/EHNN NPOrpPaMMHOro
ob6ecneueHus

Ecnv npv BbINOMHEHNM NPOLIEAYPbI 06HOBMNEHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdoeiic unm
yepes MexaH13m aBTOMaTMUYeCcKoro 06HOB/EHUsI Ha OCHOBe npoTokosia DHCP) npousoluen c6oii (Hanpumep,
13-3a CNy4aiiHOro OTK/TIHOUEHUSI MUTAHKSA), B pe3ynbTaTe Yero JasbHelilas paboTa ycTpoiicTea ctana
HEBO3MOXHOI1 (MHAMKaTOp «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMNO/b3YTECh CeayoLWmM
anropMTMOM BOCCTAHOB/IEHUS pa60TOCNOCOGHOCTM YCTPOIACTBA:

1. PacnakyiTe apxuB ¢ gpait/iom NporpammMHOro obecneyeHus.

2. Mogpkntoumte MK k nopty LAN-yCTpOICTBa, yCTaHOBUTE Ha CETEBOM MHTEpdielice aapec N3 noacetu
192.168.1.0/24.

3. 3anyctute Ha MK TFTP-knueHTa (ans Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B
KauecTBe agpeca yaasieHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaymn Bbibepute gaiin linux.bin 13
pacnakoBaHHOIo apxvsa nporpaMmMHoro obecrneyvyeHus.

4. 3anycTuTe KOMaHAy OTNPaBKK haiina Ha yaaneHHbli XxocT (komaHaa Put). [Jo/mkeH 3anycTUTbCs
npouecc nepegayn aina Ha ycTponicTBO.

5. Ecnu npouecc nepepaun arina Hayasics — fOXOUTECH €r0 OKOHYaHWUSA, NoC/e Yero
YCTPOWCTBO NPOM3BEAET 3anncb NporpaMmMHOro obecrnevyeHns B NnamsATb N aBTOMAaTUUYECKN BbIMOSTHUT
3anyck cuctembl. Bpems 3anvcu coctaBnsier okoso 5 MuHyT. O6 ycnewwHoOM BOCCTaHOBIEHUM
YCTPOWCTBa CBUAETENbCTBYET OPaHXEBbIN NN 3eNeHbll LBET uHaukaropa «Power». MNpn aToM Ha
YCTPOWCTBE COXpaHAEeTCA KoHGUrypauums, kotopas bbiiia fo c60s. Ecnvm nogkniounMTbCS K YCTPONCTBY He
yaetcsa — npovssente c6poc Ha 3aBOACKME HACTPOMKN.

6. Ecnu npouecc nepegaun arina He Havascs, yoeantecb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMMbIOTEPA U NOnpobyiTe ewe pas. B cnyyae Heygaum — ycTpoOMCTBO HEOOGXOAMMO OTNPaBUTbL B
PEMOHT 160 BbINOMHUTL BOCCTAHOB/EHWE, NOAK/TIOUYNBLUNCH K YCTpoiicTBY o COM-nopTy yepes
cneuuanbHblii agantep (Mpy ero HasiMumnm).
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5.3 3anyck npou3BO/ILHOrO CKpUNTa Npu cTapTe CUCTEMbI

Mepuoanyeckn Bo3HMKAET HEOOXOAMMOCTb NPU CTapTe YCTPOMCTBA BbIMOHATL ONpeAe/ieHHbIe AeNCTBYS,
KOTOpble HENMb3S OCYLLECTBUTL 3aaHNEM ONPeAENEHHbIX HACTPOEK Yepes haiin KoHdurypauuum. ns atoro B
ycTpoiicTee cepumn VP npefyCMOTpPeHa BO3MOXHOCTb HACTPOWKM 3anycka NPOU3BOJIbHOMO CKpMNTa Yepes
KOHCOUIYpaLMOHHBINA chaiin. B cKpynT MOXHO MOMECTUTL JIH0BYHO XeaeMyr Noc/1e0BaTe/lbHOCTb KOMaHL,

[na 3anycka Npov3BO/IbHOIO CKpUNTa B (halinie KoHurypaumm cosgaHa Cekumsa HacTpoek:
UserScript:

Enable: "0"

URL: ™

Onuus «Enable» paspeluaet (ecnv 3HadeHve 1) unm 3anpewtaet (ecnim 3HaueHme 0) 3anyck cKpunTa, NyTb K
KoTopomy ykasaH B napameTpe URL.

3anyckaeMblil CKpUNT MOXET pacnonararbCa Kak Ha yAasleHHOM cepBepe, Tak U Ha caMoM ycTpoiicTee. C
yAAIEHHOIO cepBepa CKpUNT MOXET ObITb 3arpyXeH nocpeactsom npotokonos HTTP nan TFTP. PaccmoTtpum
npumepsbl daiina KoHgurypauum 415 3anycka nosb3oBare/IbCKoro CKpunTa ¢ pasHbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepBepa
[na 3anycka ckpunta ¢ HTTP-cepBepa Heobxoanumo B napametpe URL ykasaTb NoNHbIN NyTb K dpaiiny B
hopmare HTTP-URL:
URL: “http://192.168.0.250/user-script/script.sh”
B aTom cnyyae nocne ctapta ycTpoicTa daiin script.sh, xpaHawmiica B katasore user-script no
agpecy 192.168.0.250, aBTomatunyeckn 3arpy3utca no npotokony HTTP ¢ ykazaHHoOro cepsepa, nocse
yero 6ygeT Npou3BesEH ero 3anyck.

2. 3anyck ¢ TFTP-cepsepa
[na 3anycka ckpunta ¢ TFTP-cepsepa Heobxoammo B napameTpe URL ykasaTtb NOsHbI NyTb K doainy B
hopmare TFTP-URL:
URL: “tftp://192.168.0.250/user-script/script.sh”
B aTom cnyyae nocne ctapta ycTpoicTsa daiin script.sh, xpaHawmiica B katasore user-script no
agpecy 192.168.0.250, aBTomarunyecku 3arpy3uTca no npotokosny TFTP ¢ ykazaHHOro cepsepa, nocne
yero 6ygeT Npou3BesEH ero 3anyck.

3. 3anyck fiokasibHOro ckpunta
BBuay ocobeHHOCTeN haliioBOi CUCTEMbI NTOKASIbHbIA CKPUNT AO/MKEH pacnonaratbCsa TO/IbKO B
katasiore /etc/config, Tak kak TONbKO COAEPXUMOE 3TOr0 KaTasiora COXpaHseTcs nocne nepesarpy3ku
ycTporictea. CkpunT B katanore /etc/config MOXHO co3gaTb M60 C NOMOLLLIO peaakTopa Vi, 6o
3arpy3uTb ero ¢ BHewHero TFTP-cepBepa (komaHaoii tftp —gl user.sh <TFTP-server address>). NMocne
C034aHus CKpUnTa eMy He0O6X0AMMO Ha3HauYMTb NpaBa Ha 3anyck komaHgow chmod 777 /etc/config/
user.sh.
B chaiine koHcurypauumn URL gns 3anycka NoKasibHOro ckpunta uMeeT BUA:
URL: “File://etc/config/user.sh”

© Monb3oBaTeNbLCKUIE CKPUNT AO/KEH HAUMHATLCA C AMPEKTUBLI #1/bin/sh.
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5.4 MoparotoBKa thaina menogun Bbi3oBa
[ns Toro, 4To6bI MenoAns Bbi30Ba BOCNPOU3BOANIACH KOPPEKTHO, 3arpyxaemblii ayamodaiin fomkeH
oTBeYaTb cneaywmmMm TpeboBaHUAM:

+ YactoTa guckpeTtunsauyumn — 8000 Iy,
+ KonuuecTtso kaHanoB — 1 (MoHo);

+ PaspsgHocTb — 8 buT;

+ Kopek — A-Law.

MoaroToBUTL paiin Mesoanmn Bbi3oBa MOXHO Pas/iMyHbIMK Cnoco6amu:

Mpu nomoLm ayanopeaakTopa «Audacity» nnm aHanornyHoro, Hanpumep, «Sony Sound Forgey;
2. Mpu noMoLmM KOHCOMbHBIX YTUANT (sox, ffmpeg, gstreamer);
3. Mpv nomoLwm oHNaliH cepsuca.

Hwxe npuBesieHa MHCTPYKLYMS NO NOATOTOBKe ayanodhaiina ¢ noMoLLblo pegaktopa «Audacity».

5.4.1 MoparoToBka thaiina menogun Bbi3oBa B aygnopenakrope «Audacity»

1. [Job6aBbTe haiin menoann B NpoekT.

New Ringtone

®aiin MNpaeka Bogenute Bug Ynpaenenwe Jopoxkwn Cosgavvne 3bdektel AHanui Cnpaska
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oF Lo s KOO 0w e @/aQie] > ot

ALSA ™~ \-!' default: Front Mic:1 V|| 2 (cTepeo) k™ ‘) default
z‘?l‘) . . +d ) ) 3ID ) ) lIDD . ) 1?0 ) ) ZZPD . . 2:?0 . . B:PD ) . 3:I3D ) . Q:IDD )

x| New Ringtonw | 1, r||'|1 i} ” e
Twco | Cono

bt fleat ,: MWWW“LM.JM.w.m.. """
sy ST

i WMM\LL.UH.L. ")

YacToTa npoekTa (Tu): Mpuaunate K Mo3vuwna ayano Hayano U ANUTENLHOCTb BIAENEHUA ~

44100 v Buikn v 00400m00.000c~ 00400mM00.000c> 00400mM00.000cw

OcraHoBnEHO.
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2. Paspgenute fopoxkKy Ha ABe (NpeoGpasyiite B ABE MOHOAOPOXKM) — BblGEPUTE MYHKT «Pas3aenunTb
CTepeoAopoXKy B MOHO» B MEHH0 YNpaB/IeHUs! [JOPOXXKOIA.

New Ringtone
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3. Y6epute ogHy 13 LOPOXEK. /19 3TOr0 HAXKMUTE KHOMKY «3akpbimb» B NaHENN ynpaBieHus.
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107



PykoBoacTBO no akcnayatauuu IP-tenedoHoB cepumn VP-12(P), VP-15(P)
4. Ecnn Heobxoanmo, 06pexbTe IMWHEE — BbIAENNTE HEHYXXHYIO UV NOBTOPSIOLLYOCS YacTb doaina u
HaxXmuTe «Deletex.

New Ringt

one
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5. CmeHuTe yacTtoTy guckpeTtmsauyun npoekta Ha 8000 Iy, B HUXKXHER YacTu BCNOMOraTesibHOro OkHa.
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6. CMeHuTe YacToTy AMCKpeTU3aunm ayamoLopOXKM B MEHIO «[JOPOXKM» — «CMEHUTb YacToTy
OUCKpeTn3aLnmn SOPOXKN...».

®ahn MNpaeka BedenuTs Bug ynpaneunec«;wuue SpdexTnl AHanui Cnpaska
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PykoBoacTtBo no akcnayataumu IP-tenedoHoB cepumn VP-12(P), VP-15(P)
7. DKcnopTupynte Menoauto: MeHro «daiin» — «Export» — «9KCNopT ayanon.
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8. Ypanute Teru v 3aBepLUKTE 3KCMOpT.

PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

WameHnTb Tarn

WcnonesyiTe crpenky (Mnm ENTER nocne pegakTMpoBaHAA) ANA HABMUIaLMK Mo NoaaM.

MeTKa
Artist Name
Track Title
Album Title
Track Number
Year
Genre
Comments

Software

HaHpel

M2MeHUTE BOCCTAHOBUTL...

Labnox

3HayeHme
Yaanute OumncTnTs
3arpyauTb... CoXpaHWUTL... HazHaUUTE NO YMOAUIHUKD

&) Cancel v’ OK

®dain rotoB Ana 3arpy3km B Ka4ectse mesniognn Bbi3oBa.
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PykoBoacTBO no akcnsyartauuu IP-tenedoHoB cepun VP-12(P), VP-15(P)

5.5 CuHxpoHusauusa ABO c ygasieHHbIM cepBepoMm

CuHxpoHusauus yenyr ABO ¢ yaaneHHbIM cepBepoM — (PYHKLUMOHAS, KOTOPbI BbINO/THAET CUHXPOHU3aLMI0
coctosiHuin yenyr ABO Ha TenedyoHe ¢ COCTOAHMAMM COOTBETCTBYOLUMX YC/yr Ha cepBepe. CUHXPOHM3auUns
paboTaeT nocpeaAcTBOM NOAMMCKN YCTPOMCTBA camoro Ha ce6s. Tun nognuckn — "as-feature-event”.

CUHXpOoHU3aums paboTaeT Kak 415 YAA/IEHHbIX, TaK U 4151 JIOKa/IbHbIX YCAYT:

+ 6esycnoBHasi nepeagpecauus (CFU);

* nepeagpecauus no 3aHssToctn (CFB);
* nepeagpecauys no Heoteety (CFNR);
* He 6ecnokonTb (DND).

© [ns paboTbl cuHxpoHusaumm ABO ¢ yaasrieHHbIM CepPBEPOM HEOBX0AMMO 3a/aTh CepBep MOANUCOK.

MapameTp, 0TBEYAIOLLMIA 32 aKTUBALMI0 CUHXPOHM3ALMM Yepes:

+ Web-uHTtepdeiic: IP-tenedponunsa - SIP-akkayHTbl — AkkayHT N - HacTpoiiku cepBucos —
CuHxpoHusauma ABO c ygasnieHHbIM cepBepom;
+ JKpaHHOe MeHIo: MeH — Ycnyrn — AkkayHT N - CUHXp. C cepBepoM.

© Ha cepBepe HeO6XOAMMO PA3PELLINTL BO3MOXHOCTb UCMONb30BaHUS YCYT 415 abOHeHTa.
B NpOTUBHOM C/lydae COCTOSHUSI YCYT He BYAyT CUHXPOHU3MPOBATLCS.

Cete QUBCIEGITTEE MonbaoeaTenscHuit MHTepdeiic  Cuctema  MoHHTOpPHHT

Hactpodkm cet SIP-axkayHTe Odwwme nactpoirm SIP QoS TenegoxHan wHura Mcropua enisosos

SIP-akKayHThI
Araynt AsscayHT 1 v
OCHOBHLIE HACTPOMHKM Konesn HacTpoikm cepancos HononkuTencHsie napameTps Mnan Hymepawus
Cunxpormzauma 1BO ¢ yoanennsm

cepaspoM

Omuaanue Buizosa

He 6ecnokonTs
Koa aktmealjum

Koa peaktmeaymm

Ocranossa nabopanpu #
CLIR Beaxn. -
Koa aktmeayuu
Kon neaktmsalmu

lopauanitennan nwhua » 1]

PaspewnTs NPHEM MHTEPHOM BLIICBA -

leHepuposaTs ToH

TpHODHTET HHTEPHOM Bbi3083.

Paspewwts AstooTseT Ha Brizoasl » L

Pa3pelmTs nepexsar BuIS0BA

¥) ynpaeneHue

a

leHepUpoBaTh TOH NEpen oTBETOM

TMpHOPHTET YOANEHHOrD OTBETA HAA TEKYLHM
BbI30B0M
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PykoBoacTBO no akcnayatauum IP-tenedoHoB cepumn VP-12(P), VP-15(P)

5.5.1 TlMepBoHaYasibHaaA CUHXPOHU3ALUNA YCyT

Mpun aKkTMBaLMN CUHXPOHU3ALMMN TeNedOH NOANMLLIETCS Ha CePBEPE NOANNCOK U MOMEHSIET y Ceb COCTOAHUS
YCNyr B COOTBETCTBUM C COCTOSIHVUSIMMW YC/YT HA CEPBEPE, EC/IN OHW OT/INYAKOTCS.

© Hanpumep, Ha TenedoHe BktoyeHa ycyra DND, ocTasibHble YCYT BbIK/HOUEHbI, & HA cepBepe
BK/IlOUEHbI Nepeaapecauus no Heoteety (CFNR) 1 nepeaapecauus no 3aHsitoctn (CFB), ocTasibHble
BbIK/IHOYEHbI. B TakoM cyyae npu BKIOYEHUN CUHXPOHM3aLMn TenedoH oTkIunT y cebs DND un
BK/IIOUUT Nepeapecauuio No HeoTBETY 1 Nepeazpecaunto No 3aHATOCTH, YTo OyeT BUAHO No
nHAVKauun. B ntore coctosHus ycnyr Ha TenieddoHe 1 Ha cepBepe CTaHyT O4MHAKOBbIMU.

5.5.2 V3MeHeHne coCcTosiHMA yCnyru Ha TenedioHe

Mpu akTYBaLMKU UM [eaKTUBALMMN KaKoR-nMbo yCnyrn Yepes aKpaHHOe MeHIo unn web-nHtepdeiic TenedoH
COO0O6LLIAET cepBepy, YTO M3MEHW/IOChL COCTOSIHME YCyru. [oc/e Yero cepeBep BbICTAB/ISIET TAKOE e COCTOsIHME

y ceobs.

© Hanpumep, TenemoH CUHXPOHN3MPOBAH C CEPBEPOM, BCE YC/Yri BbIK/OUYeHbl. Ha TenedoHe
aKTMBUpoBay 6e3ycnoBHyto nepeagpecaumio (CFU) uepes web-uHTtepdoeiic nnm yepes akpaHHoe
MeHt0. Tened)oH coo6LLAeT cepBepy, UTo 6e3yc/oBHas nepeaapecalms akTMBUpOBaHa, U cepeep
BK/THOUAET yCnyry y ce6bs.

Takke MOXHO MeHSITb COCTOSIHUS HECKO/IbKUX YCYT cpasy Yepes web-nHtepdeiic.

© Hanpumep, TeneoH CUHXPOHU3NMPOBAH C CepBEPOM, BK/THoUeHbI ycyr DND u CFU, a ycnyrn CFNR 1
CFB BbikntoueHbl. Ecnin Ha TenedoHe yepe3 web-uHtepdpeiic otkntounts DND 1 CFU, a CFNR n CFB
BKJ/THOUUTb, TO Te/IedDOH COOOLNT 06 N3MEHEHNM BCEX COCTOSAHWUIA, N CEpBEpP BbICTaBUT Takune xe

COCTOAHNA Y cebs.

5.5.3 M3mMeHeHune CoCTOsIHMS YCYrn Ha cepBepe

Mpwn akTMBaUUM NN AeaKTUBaLMN Ha CepBEpPE Kakoin-nnmobo ycnyrn cepBep coobLuaeT TeniedoHy, 4To
N3MEHUNO0Cb COCTOsAHME yCcnyru. Mocne yero TenedioH BbICTAB/ISAET Takoe Xe COCTOsIHNE Y cebs.

© Hanpumep, TeneoH CUHXPOHN3MPOBAH C CEPBEPOM, BCE YC/YTU BbIK/OUYeHbl. Ha cepeepe 6bina
aKTMBupoBaHa 6e3ycrioBHas nepeagpecauyst (CFU). Cepeep cooblyaet TenedoHy, 4To 6e3ycrioBHas
nepeagpecauysi akTMBMPOBaHa, U TenedoH BK/IKOUYAET YCyry y ceos.

5.6 OnucaHue haina koHurypauyum TenedoHa VP-12(P), VP-15(P) cfg.yaml (+WEB)

OnucaHue chaiina KoHpurypauum ycTpoiicTBa fOCTYMNHO MO CChI/IKE.
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PykoBoacTBO no akcnsiyataumm IP-tenedoHoB cepum VP-12(P), VP-15(P)
5.7 BapuaHTbl HACTPOWKU CETU C ucnonb3oBaHnem tenedoHa VP-XX

& Ecnu TpebyeTcs, nepea BKIOUYEHNEM TeneddoHa HEOGXOAMMO BbIMOSTHUTL NPEABAPUTESIbHYHO
HacTpOiKy KommyTaTopa.

Tpadmk IP-TenedoHa pasgensercs Ha 2 Buaa:

1. Phone — Tpadvk, npeaHasHaveHHbIn ans camoro IP-TenedoHa 1 Bcex ero cepsncoB. B 3aBucMmMocTu OT
HaCTPOWKK, TpahmK MOXET ObITb MO0 TErMPOBAHHBLIM, IMO0 HETErMPOBAHHbIM.

2. Transit — Tpaduk, npegHasHayYeHHbIl 418 yCTpoincTs 3a PC-nopTtoM TenedoHa. MoctynaeT u3 BHeLWHel
ceTtun Ha LAN-nopT, 3atemM npoxoanTt TpaH3uToMm vepes IP-TenedioH 1 Beixognt ¢ PC-nopta, Tak e n B
06paTHyt0 CTOPOHY. Mo ymonyaHuio Tpadvik HETEerMpoBaHHbIV Ha MOMHOM NYTU NPOXOXAEHUS Yepes
MocCT TenedgoHa. Ecnm BkntoueH VLAN ans TpaH3uTHOro Tpadmka, To co cTopoHbl LAN-nopTa gaHHbIi
TpaduK TErMpoBaHHbIi, & CO CTOPOHbI PC-nopTa — HeTermpoBaHHbIl, TO €CTb, TeNeOH CHUMAaET UNn
nobasnsAeT Ter Ans AaHHOro Buga tpaduka.

HacTpoiikn ceTn BbINOHSATCA B MeHI0 "CeTb" - "IHTepHeT".

AkTnBupoBatb VLAN ansa Tpaduka, npefHasHaueHHoro a1s tenedoHa, MOXHO B pasgene "BHELLHSs ceTb
(LAN)" - "Mcnonb3oBatb VLAN" nnu no npotokosny LLDP.

& HacTpoliika no npotokony LLDP nmeeT npropuTeT Haj, HacTpolikaMu B KOHApUrypaLmn: To eCTb, €C/N
ansa Phone-Tpacdmka HacTpoeH VLAN B KoHGurypauum, Ho npy aToM TenedoH noayymn CETEBYHO
nonntuky no LLDP, To ceTb HacTpouTcs no LLDP.

AkTuupoBatb VLAN 5151 TpaH3UTHOro Tpadimka MOXHO B pasaene "BHyTpeHHsis ceTb (PC)" - "icnonb3oBatb
VLAN".

& TIK, noakntoueHHblli K nopty PC, UMeeT HeTermpoBaHHbI Tpadovk Npv 060 HacTpoeHHol cxeme. Mpu
aktmBmMpoBaHHOM VLAN gns TpaH3nMTHOro Tpadmka, Ha HeTermpoBaHHbIi Tpadnk ot MK npu
NPOXOXAEHUN Yepes3 TenedgoH NocTaBuTCA Ter, a NPy NPOX0XAEHNM Yepe3 TennedpoH B 06paTHyto
CTOPOHY Ter CHUMETCS.

Huxe npeacTaB/ieHbl CXeMbl BApUaHTOB HACTPOViKM CeTU. LIBETOM nokasblBaeTcs pacnpeeneHve Tpaguka no
nopTam, eC/I1 Ha BXOZ NPUXOANUT Tpadvk pasHOro HasHauyeHusl. Ecnmn Tpadouk He pasferneH no HasHauyeHuio, To
Ha cxeMe OH 0603Ha4YeH OAHUM LBETOM.

1. Cxema 6e3 ncnonb3osaHmsa VLAN gns Phone n TpaH3MTHOro Tpadumka

VP-12(P), VP-15(P)

KommyTatop

AocTtyna

Phone + Transit Phone + Transit
untagged untagged
.‘-.(-_--gg--l-;. _‘__(____gg__l_’_ PC

B gaHHOM cnydyae ceTb HacTpoeHa no npotokony DHCP wnu Static ¢ otkitoveHHbiMu VLAN ans Phone n
TpaH3uTHoro Tpaduka. Becb Tpaduk (Ha cxeme 0603HayeH Kak "Data"), npoxoasLimii Yepes ycTpoiicTBo, byaet
HeTernpoBaHHbIM.
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PykoBoacTBO no akcnayatauuu IP-tenedoHoB cepumn VP-12(P), VP-15(P)

2. Cxema c ncnonb3oBaHnem VLAN Tonbko ans Phone-tpadmka

VP-12(P), VP-15(P)

Phone (tagged)
-€---———— - o

KommyTtartop
poctyna

Transit (untagged)
------------ TRt

B paHHOM cny4yae ceTb HacTpoeHa no npotokosly DHCP unu Static ¢ HacTpoeHHbiM VLAN ans Phone-
Tpadmka. Ans TpaH3uTHOro Tpadmnka VLAN oTkntoueH. Tpadhvk, npegHasHadeHHbIn ansa tenedoHa, byaet
TernpoBaHHbIM. TPaH3UTHbIV TPAagUK — HETErMPOBAaHHbIM.

3. Cxema c vcnonb3osaHeM VLAN TOMbLKO A5 TPaH3UTHOTO Tpadimnka

VP-12(P), VP-15(P)

Phone (untagged)
e et =

KommyTatop

poctyna
Transit (untagged)

———————————— - ——— |

B gaHHOM cnydyae ceTb HacTpoeHa rno npotokony DHCP unu Static ¢ otktoueHHsiM VLAN ans Phone-
Tpadmka. Ans TpaH3uTHOro Tpadmka VLAN BkntouveH. Tpadhuk, npegHasHadeHHbIn ansa tenedoHa, byaet
HeTernpoBaHHbIM. TpaH3UTHbIN Tpadurk Ha Bxoge n Bbixoge LAN-nopta 6yaet TermpoBaHHbIM, a Ha BXO4e 1
BbIxoge PC-nopta — HeTerMpoBaHHbIM.
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PykoBoacTBO no akcnayatauuu IP-tenedoHoB cepumn VP-12(P), VP-15(P)

4. Cxema ¢ ncnosnb3oBaHnem ognHakoBbix VLAN ID ansa Phone-Tpadmka n TpaH3mTHOro Tpadmka

VP-12(P), VP-15(P)

Phone + Transit Phone + Transit

Kommyrarop 4__(58_995*5‘_’9__* LAN-nopt 4-91'2‘.6'_%9?9}__,,

AocTtyna

B gaHHOM cny4dae ceTb HacTpoeHa no npotokony DHCP wnu Static ¢ BkntoueHHbiM VLAN ans Phone n
TpaH3uTHOro Tpaduka ¢ oguHakosbimn VLAN ID. Tpadhuk, npeaHasHauyeHHblin onsa tenedoHa, byaet
TernpoBaHHbIM. TpaH3UTHBIN Tpaduk Ha Bxoge v Bbixoge LAN-nopta 6yaeT TernpoBaHHbIM ¢ Takum xe VLAN
ID, uto 1 Phone-Tpaduk , a Ha Bxoge 1 Bbixoge PC-nopta — HETErMpoBaHHbIM.

5. Cxema c ucnosnb3osaHuem pasHbix VLAN ID ans Phone-Tpaduka n TpaH3uTHOro Tpadvka

VP-12(P), VP-15(P)

Phone (tagged X)
- =

KommyTaTop
Aoctyna

LAN-nopT PC-nopt
ansit (untagged)
............ I

Transit (tagged Y) Tr
g mmmmmmm e > -

B gaHHOM cny4dae ceTb HacTpoeHa no npotokony DHCP wnu Static ¢ BkntoveHHbiM VLAN ans Phone n
TpaH3unTHOro Tpadmnka ¢ pasHbimn VLAN ID. Tpadomk, npeaHasHayvyeHHbli ns TenedoHa, 6yaet TermpoBaHHbIM
c ogHum VLAN ID. TpaH3uTHbIn Tpadmk Ha Bxoge v Bbixoge LAN-nopTta 6yaeT TernpoBaHHbiM ¢ apyrum VLAN
ID, a Ha Bxoge v Bbixoge PC-nopta — HETENMPOBaHHbIM.
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