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PykoBoacTso no akcnayatauum WB-15-W2

1 BBeaeHwue

1.1 AHHOTauus

WB-15-W2 - 310 BcenorogHas 6ecnposogHas Touka goctyna Wi-Fi ¢ nogaepxkoi LTE n dyHkumeit
pe3epBUPOBaHNSA KaHA/I0B A1 NOAK/THYEHNSI CETEBOIO 060PYA0BaHUA K CETU VIHTEPHET U BEAOMCTBEHHbLIM/
KoprnopaT/BHbIM CETAM. YCTPOCTBO NOAAEPKMBAET PEXMM MapLLpyTU3aTopa, OTCMeXnBaHMe KauecTsa
coefnHeHns ¢ 6a30BOI CTaHUMEN, LWeNnUH Tpadmka.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCTUKKM, KOHCTPYKTUBHOE NCMOMTHEHME, NOPSAOK YCTaHOBKY, Npasuia 6e30nacHoi akcnayaraumm
YCTPOWCTBA, a Takke onmcaHbl HacTPOoiKK, AOCTYNHble B web-nHTepdhelice ycTpolicTea.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© MpumedaHus cogepxar BaxkHY UHIIOPMALMIO, COBETbI MM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOMCTBA.

© nNpepynpexaeHns MHOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBA UK NOTEPE AAHHbIX.
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2 OnucaHue nsnenus

2.1 Ha3HaueHue

WB-15-W2 - 310 BcenorogHas 6ecnposogHas Touka goctyna Wi-Fi ¢ nogaepxkoi LTE n dyHkumeit
pe3epBUPOBaHNSA KaHA/I0B A1 NOAK/THYEHNSI CETEBOIO 060PYA0BaHUA K CETU VIHTEPHET U BEAOMCTBEHHbLIM/
KoprnopaT/BHbIM CETAM. YCTPOCTBO NOAAEPKMBAET PEXMM MapLLpyTU3aTopa, OTCMeXnBaHMe KauecTsa
coefnHeHns ¢ 6a30BOI CTaHUMEN, LWeNnUH Tpadmka.

WB-15-W2 BbINnosiHEHaA B KOpMyce €O CTeneHbio 3awmTbl IP-54, 4TO N03BONSAET 3KCN/IyaTupoBaTh YCTPONCTBO
B C/IOXHbIX K/TMMATUYECKUX YCITI0BUAX.

MuTaHve Npon3BoanTCS Yepe3 KnemMmbl (B aBTOMOGUIE) unn no TexHonorun Passive PoE.

2.2 XapakTepuCTUKM YCTPONCTBa
Unmepagpelicbi:

* 1 nopt 10/100Base-T (Ethernet)

* 1 uHTepdpeinc 2G/3G/4G ¢ NnogaepXKoN pe3epBrpoOBaHUA KaHas10B

+ 2 pazbema SMA-Tuna (female) ana nogkntoueHns BHelwHx 2G/3G/4G-aHTeHH (Omni, CEKTOPHOA,
naHenbHol 1 T.4.)

+ 1 pazbem SMA-Tuna (female) gns nogknoueHnst BHelHe GPS-aHTeHHb!

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n

 Wi-Fi 2.4 I'Ty (aHanu3aTtop naketoB) Ha ocHoBe unna Realtek RTL8192FR

MuTaHme ycTpoicTBa ocyllecTnsieTcsa uepes PoE-uHxekTtop 24 B ot cetn 220 B, nn60 yepes 6510k NuTaHns
NMOCTOSAHHOTO HaMpPsXKEeHNSI.

© Npu nUTaHUM yCTPOCTBA VHXEKTOPOM HanpsiKeHUs, OT/IMYHOTO OT 24 B, yCTPOIACTBO BbIiiaeT 13 cTpos!

PyHKYyUUu:
Bo3moxxHoctnn WLAN:

+ Moppepxka ctaHaapToB IEEE 802.11b/g/n

* Arperauusi aaHHblIx, Bkitouas A-MPDU (Tx/Rx) n A-MSDU (Rx)
* MpuopwuTteTbl N NNaHNpoBaHe naketoB Ha ocHose WMM

+ MNopaepxka ckpbiToro SSID

+ VM3onsums aboHeHTOB B npeaenax ogHoro VAP

* 4 BUpPTYyaJsiIbHblEe TOUKM A0CTyna

+ ABTOBbIOOpP KaHana

+ CkaHupoBaHuve pagumoadmpa

+ Pexnm moHuTopuHra Wi-Fi Tpadmka

+ CnekTpoaHanunsarop

CeTeBble YHKLUN:

+ ABTOMAaTMYeCKOe cor/iacoBaHne CKOPOCTU, AYN/IEKCHOIO pexuMa 1 NepeksiioveHnsa Mexay pexnmamm
MDI n MDI-X

+ PaboTta B pexvnme mapLupyTtumsaropa

+ Cratnyeckas mapwpyTmnsaums

+ DHCP-cepsep

+ MNopaepxka IPsec

* MNopaepxka PPP

* MNopaepxka GRE over IPsec

+ lMepepaya aboOHEHTCKOro Tpaduka BHE TYHHeNewn
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+ Cratnyeckas npusaska afpecoB
* Mopgpepxka ACL

+ MNopaepxka NTP

*+ lMpobpoc noptoB

* Moppaepxka Syslog

®yHkuMn QoS:

+ [NproputeT 1 NNaHMpoBaHne NakeToB Ha OCHOBE Npodune

+ OrpaHuyeHne NponycKHO cnocobHOCTN Ania Kaxkaoro VAP

+ OrpaHuyeHune NponycKHOW CNOCOBHOCTY A/1A KaXA0ro KNneHTa
+ OrpaHuyeHne KonmyecTBa K/IMeHTOB Ha Kaxapbii VAP

* MN3meHeHune napametpos WMM

Bbe3onacHoCTh:

* LleHTpanunsoBaHHas aBTopu3auus yepe3 RADIUS-cepsep (WPA Enterprise);
+ Wndpposanne gaHHbix WPA/WPA2

+ OrpaHuyeHune focTyna K yCTponcTBy

* Moppaepxka Captive Portal

Ha prcyHke HUxe npuBegeHa cxema npumeHeHns WB-15-W2.

(1)

3G/4G < 3G/4G

WB-15-W2

WB-15-W2

2.3 OCHOBHble TEXHMYECKME NapaMeTpbl

OCHOBHbIe mexHuU4Yeckue napamempsl

MapameTpbi Ethernet-uHTepdeiica

KonnyecTtso nopTos 1
DnekTpuyecknii pasbem RJ-45
CkopocTb nepegaun, Méut/c 10/100, aBTOONpPEAENEHNE

Mognepxka ctTaH4apPTOB BASE-T



MapameTpbl MHTephelica 2G/3G/4G

YacToTHble gnanasoHsbl

CKOpOCTb Nepeaaym faHHbIX'

MakcumasibHasa MOLLHOCTb I'IE‘pe,EI,aT‘—II/IKa2

MapameTpbl 6ecnpoBOAHOIO UHTEpdeiica

CraHpapTsl
YacToTHbIN gnanasoH, My
Mogaynauusa

Pa6ouvie KaHasbl?

CKOpOCTb nepefaun AaHHbIx', M6uT/c

MakcumasibHas BbIxogHasA MOLLHOCTb nepepar4ymka

UyBCTBUTENBHOCTL MPUEMHIKA

Be3onacHocTb

YnpaBneHue

YaaneHHoe ynpasneHue

OrpaHnyeHue goctyna

O6wue napaveTpbl

Mpoueccop

PykoBoacTso no akcnayatauum WB-15-W2

4G LTE FDD: B1, B3, B5, B7, B8, B20
AG LTE TDD: B40

3G UMTS: B1, B8

2G GSM: 850M, 900M, 1800M, 1900M

4G LTE FDD (Cat 4): 150 M6uT/c (DL) / 50 M6uT/c (UL)
4G LTE TDD (Cat 4): 130 M6ut/c (DL) / 35 M6ut/c (UL)
3G DC-HSPA+: 42 M6wut/c (DL) / 5,76 MéuTt/c (UL)

2G EDGE: 384 KouT/c (DL) / 384 K6ut/c (UL)

AG LTE: po 23 npbm
3G UMTS: go 23 gbm
2G GSM: go 33 abm

802.11b/g/n

2402 - 2482 MI'y,

CCK, BPSK, QPSK, 16QAM, 64QAM

802.11b/g/n: 1-13 (2402-2482 Mr L)

802.11b: go 11 M6éwuTt/cC
802.11g: go 54 MéuTt/c
802.11n: go 300 M6uT/c

2.4TTuy: po 18 opbm

2.4TTu; po-90 abm

LleHTpanm3oBaHHasa asTopusaums yepes RADIUS-cepsep
(WPA Enterprise)

LWndpoBaHne aaHHbIx WPA/WPA?2

Moppepxka Captive Portal

Web-nHtepgeiic, Telnet, SSH, SNMP (moHuTopuHr), NETCONF,
cuctema ynpasrneHusa EMS.

Mo naporsto

Realtek RTL8197FS 1Ty
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NAND 32 MB NAND Flash
RAM 128 Mb RAM DDR3
MutaHue Passive PoE 24 B
DC9-36B
MoTpebnsiemast MOLWHOCTb He 6onee 8 BT
Pabounin gnanasoH Temneparyp o1 -45 no +60°C
CTeneHb 3alnThl IP54
rabaputhbl 88x232,5x47 Mmm
Macca 0,3 kr

T MakcumaribHas CKOpPOCTb 6ecnpoBOAHON Nepefayn AaHHbIX onpegeneHa cneymukaumsmm ctaH4apToB.
PeasnibHasi nponyckHas cnocobHOCTb OyAeT Apyroii. YCNoBus, B KOTOPbIX paboTaeT CeTb, a Takke ¢oakTopbl
OKpy>atoLei cpefpl, BKNtovas 06bem ceTeBoro Tpadmka, CTpouTe/lbHble MaTtepuasbl U KOHCTPYKUUA 1
CNy>Xeb6Hble faHHble CETU MOTYT CHU3UTb peasibHy NPOMYCKHY CNOCOGHOCTL. Ha paanyc aenctenst cetu
MOTYT BUSATb (DaKTOPbl OKpYXXatoLwen cpeabl.

2 KonnyecTBO KaHasT0B 1 3HAYEHNE MaKCUMasIbHON BbIXOAHON MOLLHOCTM ByAeT UBMEHSITLCS B COOTBETCTBUM C
npaBuIaMm pagmoyacToTHOTO peryimpoBaHns B Bawleli cTpaHe.
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctpoiicteo WB-15-W2 nmeeT nnacTuKoBbIi KOPNYC B MPOMbILWIEHHOM UCMONHEHUW. Pa3mep ycTpoicTea
88x232,5x47 mm. BHewHwuii Bug, yctpoictea WB-15-W2 npuBefeH Ha pUCyHKe HUXe.

“
Elim

Mog, KPBILLKOW B HWXHE YacTu yCTPOoiCTBa pacnosioXeHbl: KHoMKa copoca K 3aBogckum HacTpolikam (F), cnot
ANs yCcTaHoBKM AByx nano-SIM 2G/3G/4G, nopt 10/100Base-T (Ethernet) Ana noaxntoueHns K BHyTPEHHE
cet n nuTaHuto Passive PoE, pasbem ansa nogkntouenuns nutanus DC 9-36 B, 1 pasbem SMA-Tuna (female)

ONS NoAKNIYEHNS BHellHel GPS-aHTeHHbI.




2.5 CaetoBas nHgukauus

PykoBoacTso no akcnayatauum WB-15-W2

BHewHwuiA Bug, naHenn nHaukaumm WB-15-W2 npuBefeH Ha pyCyHKe HUXe.

TekyLlee COCTOsIHME YyCTPOoNCTBa 0TObpaxaeTcs Npu NOMOLLM MHANKATOPOB, PACNONIOXKEHHbIX HA NepegHeit
naHenu yctpoictesa WB-15-W2. NepeyeHb NHANKATOPOB U X OnucaHue NpuBeaeHbl B Tabnmue HuXe.

NHpgukaTtop

0 Power — nHgykarop
U nUTaHKsa 1 ctTaTyca pa6oTbl

ycTpolicTBa

" LAN - nHgukatop nopra
® "  Ethernet-uHTepdelica

— Wi-Fi — nHgukarop
6ecnpoBOAHOroO
nuTepdeiica Wi-Fi

MHAKaTopbl YPOBHA
B cUrHana ot 6a3oBoii

CTaHLMM COTOBOrO

onepartopa (RSSI)

CocTtosiHne uHaukaTopa

OnucaHue

3€e/1eHbIl, roput NOCTOAHHO NUTaHWE NOAK/TKHYEHO, yCTpOI7ICTBO NoAK/Il04YEeHOo

OpaHXeBbIi, ropuT
MOCTOSIHHO

KpacHbIi, rOpuUT NOCTOSIHHO

ropuT 3e1eHbIM

mMuraet

ropuT 3eeHbIM

KpacHbIiA, roput

XXENTblid, ropuTt

3e/1eHbIN, roput

K MOGW/ILHOW ceTw, HopmasbHasi pa6oTta

YCTPOWCTBO HE NOAK/IOHYEHO K MOBUIBHON CETU

3arpyska ycrpoiictea

kaHan mexay Ethernet-untepgpeiicom WB-15-W2
1 NOAK/HYEHHbLIM YCTPONCTBOM aKTUBEH

npoLecc NakeTHOW nepefaymn AaHHbIX MeXay
Ethernet-untepdpeiicom WB-15-W2 un
NOAK/MOYEHHbIM YCTPOCTBOM

Ha YCTPOICTBE BK/IHOYEH XOTA 6bl 0anH VAP

YPOBEHb CUrHana Huxe -81 abm

YPOBEHb CUrHas1a Hmxe -69 Abm

YPOBEHb CUrHasia paBeH 1u Boille -69 AbM

10
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NHaunkaTop CocTtosiHne uHgukatopa OnucaHune
HW O4WH VHAMKATOP He CUrHau1a HeT, YCTPOICTBO HE NOAK/YEHO K
roput MOGUIILHOW ceTn

2.6 CTpyKTypHasl cxema usgenus

AHTEHHbI

Wi-Fi w
24rry  Wi-Fi

ananmzatop 2.4 Ty,

naKeToB

<IT

AHTEHHbIe
pasbeMbl

2.7 C6poc K 3aBOACKMM HacTpolikam

C6poc KoHMrypauum ycTpoincTea Nnpon3BoAnNTCSA C MOMOLLbIO KHOMKK «F»: B 3arpy>xeHHOM COCTOSHUN
YCTPOICTBa HaXkMuTe 1 yaepxmBaiite kHonky «F» (okono 10-15 cekyHa), noka nHaukatop «Power» He 3aMmuraet
opaHXxeBbIM LBeToM. [lasiee Npon3ongeT asToMmaTnyeckas nepesarpyska ycrporictaa. Mpu 3aBoACKnx
yCcTaHOBKax Ha ycTpoiicTee 3anylieH DHCP-server B nokasibHoW ceTu (KNneHTbl, nogktoueHHble no Ethernet,
nonyyart agpec B AvanasoHe 192.168.1.2-192.168.1.254 ¢ mackoii nogcetn 255.255.255.0), agpec ycTpoiictBa
192.168.1.1/24, nms nonb3oBartens/napons Ans foctyna yepes web-nHrepdpeic: admin/password.

2.8 KomnsiekTt noctasku
B 6a30BbIi1 KOMNIeKT noctasku ycTporictea WB-15-W2 BxogarT:

* Touka goctyna WB-15-W2;

+ KomniekT kpenexa;

* M3onsiumoHHas nexTa (B cnyyae 3akasa CEKTOPHbIX aHTEHH);
* PykoBoACTBO Mo aKcnyataumn Ha CD-gvicke (onuuoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ Macnopr.
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PykoBoacTso no akcnayatauum WB-15-W2

3 lNopaaok yctaHOBKM

B naHHOM pasgerne onucaHbl MHCTPYKUMM N0 TeXHMKe 6e30nacHOCTH, pekoMeH4auun no ycTaHoBKe, npoueaypa
YCTaHOBKM 1 NOPSIAOK BKAOYeHMs ycTpoiictea WB-15-W2.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBA BO BPeEMS rpo3bl. ECTb pycK yaapa MoMHUEN.

3. Heobxogumo cobniogatb TpeboBaHMs No HaNPSHXEHMUIO, TOKY M YacToTe, yKasaHHble B AaHHOM
NHCTPYKUNN.

4. lMepep NOAK/IOYEHNEM K YCTPOMCTBY M3MepUTE bHbIX NPUOBOPOB 1 KOMMbIOTEPA, MX HEOBXOANMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLUMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

5. Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTY Kabenel 1 nx HagexHoM KpenaeHun K
pasbemam.

6. BO Bpems MOHTaxa YCTPOMCTBa Ha BbICOTHbIX KOHCTPYKLMAX CnefyeT BbINOMHATb YCTaHOB/IEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

7. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewrasibHyo NoAroToBKY.

8. MopaknoyaTb K YCTPONCTBY TO/ILKO rOAHOE K MPUMEHEHWNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHAaumu rno ycTaHOBKe

1. PekomeHayemoe ycTaHaB/IMBaeMOoe MOMNOXEHNE: KpeNIeHne Ha TpyOOoCTOoKY/CTONG/CTEHY.
Mepes yCTaHOBKOM 1 BKIHOYEHMEM YCTPOICTBA HEOBXOAMMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXAHNYECKNX NOBPEXAEHWA. B criyyae Hannuns NoBpexaeHnin cnegyert npekpatuTb
YyCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT N 06paTUTLCS K MOCTaBLLKKY.
3. YCTpOWNCTBO A0/MKHO ObITb YCTAHOB/IEHO Ha TPYHOCTOIKY/CTONG/CTEHY Takum o6pa3om, 4Tobbl Ethernet-
nopT 6bl11 HaNpaB/ieH BHU3.
4. Mpu pa3meLLeHnn YCTponCcTBa A5 obecneveHns 30Hbl NOKpbITMA cetn Wi-Fi ¢ Hannyuwmnmn
XapakTepucTMKamy yunTbiBanTe cnegyrowime npasuna:
a. YcTaHaBnvBawTe yCTPOIMCTBO B LIEHTPpe npeanosaraeMoi 30Hbl NOKPbITUSA 6eCnpoBOAHON CeTY;
b. He yctaHaBnuBalite ycTpoiicTBO B6/M3M (Nopsiaka 2 M) 3N1EKTPUYECKUX YCTPOWCTB U
paanoyCTPONCTB.
c. He pekomeHpgyeTcsa ncnonb3oBarb 060pyaoBaHMe, paboTarolee Ha Yactote 2.4 [Ty, B paguyce
nenctena 6ecnposogHoli cetn Wi-Fi;
d. MNpenaTcTBuUs B BUAE CTEKNSAHHbIX/META/IIMYECKNX KOHCTPYKLMIA, KUPNNYHBLIX/OETOHHBIX CTEH, a
Takxe eMKOCTU C BOAOW M 3epKasia MOryT 3Ha4YMTeslbHO YMEeHbLUNTb paanyc aericteus Wi-Fi cetu.
5. MNpwn pasmeLleHnn ycTpoiicTea cregyeTt obpalwarb BHUMaHMe Ha PacnonoXeHne BbileK 6a30BbIX
CTaHLMi1 COTOBOI CBA3N onepaTopos, SIM-KapTbl KOTOPbIX 6yAyT MCNO/b30BaTLCS B YCTPONCTBE, 1, N0
BO3MOXHOCTW, pacnosiaratb YCTPOWCTBO Kak MOXHO 611xe K HUM (1M60, B c/lyyae UCrnosib30BaHus
CEKTOPHOW aHTEHHbI, HANPaBNATb aHTEHHY HA 6GA30BYH CTAHLMIO).

3.3 MoHTax ycTtpoictea WB-15-W2

3.3.1 MpepgBapuTenbHas HacTpoka
Mepepn ycTaHOBKOWN Npon3BeauTe NpeaBapuTe/ibHY0 HACTPOKY YyCTPOCTBa:

1. BcTaBbTe 1 MM 2 cM-KapTbl B CNOT (Kak NMoKa3aHo Ha pUCYHKe Hxke). Mo yMoNYaHnio akTMBHOM
asndaetcsa SIM1.
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PyKoBOACTBO No akcnyaTtauum WB-15-W2

© BaxHo: y6eauTech, UTo TapuHbIi nnaxH SIM-kapTbl npeAHasHaueH 4na paéoTbli C MOAEMOM, a
He co cmapTOoHOM.

2. Nogkntounte nutaHue (NyHKTbI 3, 4 B pasaene [Mopsiiok MOHTaxa).

3. YnocToBepbTech, UTo 3G/4G ceTb AOCTYNHA: A0/KHbI TOPETb UHAVKATOPbI YPOBHS CUrHaNa
(noakNoYeHVe K CeT! NPoM3oiiaeT cnycTs 1-2 MUHYTbI NOC/E 3arpy3Kn YCTPOCTBA).

4. MoAKNounTECH K YCTPOCTBY, MCMO/b3Ys OAVH U3 CNOCO60B. ONMCaHHBIX B NyHKTE Hauasio paboTsl.

5. Mpoun3BeanTe HACTPOIiKY, crefys anropuTMy 13 pasgena [Mprvep HacTpoiki.

© O6parute BHUMaHVE, 419 aBTOMATUYECKOTO NOAK/IHOHEHUs K MOBU/ILHOM ceTu ycTpolicTBoM, SIM-kapTta
[omkHa ObITb BCTaBeHa B YCTPOWCTBO Nepes, TeM, Kak Ha Hero nogaeTcs nuTaHue.

3.3.1.1 Tlopsidok MoOHMaxa

1. MpuKpennTe KPOHLITENH K KOPMYCY YCTPOICTBA C MOMOLLbI0 BUHTOB, MAYLLIMX B KOMMN/IEKTE, KakK
MOKa3aHO Ha PUCYHKE HIXeE.

ey \ SRR

™ W
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PyKoBOACTBO No akcnyaTtauum WB-15-W2

2. YcTtaHoBuWTe ycTpoiicTBO Ethernet-nopTom BHU3 Ha TPy6OOCTOIKY, KAk NOKa3aHO Ha PUCYHKE HUXE, U
3aKpenunTe ero XomyTamu, MAYLLVMMK B KOMMNJIEKTE C yCTPoicTBOM. CobntofanTe MHCTPYKLMMN MO TEXHMKE
6e30MacHOCTV N pekoMeHAaLuuy, NPUBEAEHHbIE B pasgenax «/IHCTPYKLMY MO TEXHNKE 6e30MacHOCT» 1
«PekomeHgauum no ycTaHOBKE».

3. CHUMUTE KPbILLKY, 3aKPbIBAKOLLYH HVKHIOK NaHenb YCTPONCTBa, U noakatounte Ethernet-kabenb k PoE-
nopTy.

4. Ecnu nutaHue ycTpolicTea 6yaeT Npon3BOANTLCA OT CETU NOCTOSAHHOIO HaNPSHKEHWUS, NOAK/TUNTE
KOHTaKTbl 610ka nuTaHusa DC (9-36B), cobniogasi NONAPHOCTb.

14



PyKoBOACTBO No akcnyaTtauum WB-15-W2

5. 3aKpoiiTe KpbILWKY HKHE NaHenu.

6. Mopgxntounte OMNI-aHTEHHbI K YCTPOICTBY. B cnyyae ncnonb3o0BaHnsi CEKTOPHOM aHTEHHbI MOAKIUNTE
€€ C NOMOLLIbH KabefbHbIX COOPOK.

7. OTperynvpyiTe NoNOXeHNe aHTEeHHbI Tak, YTOObl OHa Oblna Hanpas/ieHa B CTOPOHY 6a30BOI CTaHUUN.
8. Mopgxntounte Ethernet-ka6ens, naywuii ot WB-15-W2, k PoE-nopty uxxektopa (Passive PoE 24 B). Ecnu
YCTPOMCTBO NOAKOHEHO K 6/10KY NMUTAHUS NOCTOSAHHOIO HaNPsHKEHUS, NPy HEOBXOAMMOCTMN NOAKNHOHYEHMNS
K KOMMYyTaTopy, y6egutech, YTo Ha HeM BbIK/oYeHO PoE.

9. Ecnu Bbl ucnonb3yete POE-MHXeKTop, nogxnoumTe ero k posetke 220 B ¢ NOMOLLbH0 CETEBOTO LWHYpa.

[ © Bo usbexaHue BbIXxoa yCTPONCTBA U3 CTPOSi PEKOMEH/IYETCA MUCMO/b30BaTh rP0303alLuTy! ]

3.3.2 WHCTpyKLMs NO repmeTnsaunm aHTEHHbIX pa3beMoB

[ © TrepmeTtyzalmio HEO6XOAMMO NMPOBOAUTL C 06ENX CTOPOH Kabens. J

1. OTpesaTb pe3nHOBYIO rMAPOU30INPYHOLLYIO JIEHTY COOTBETCTBYHOLLEN O/INHBI: HA repMeT13aumnio 04HOro
pazbema SMA Tpebyetcsa 0,15 M neHTbl, Ana pazbema N1tuna tpedyetcsa 0,3 M fieHTbI. Y4anuTb ¢
PEe3nHOBOI rTMAPON30INPYIOLLEN NEHTbI 3alWUTHbIA COM.

2. O6MOTKY HauMHaTb CO CTOPOHbI Kabens, npeasapuTenibHo OTCTYNMB OT 06XMMHOM yacTn Ha 10-15 Mm.
3admkcupoBaTb KOHUYMK IEHTBI HA OnsieTke Kabens nog yrnom 15—25 rpagycoB Kk ocu Kabens, n, cnerka
pacTarveas /ieHTy, HayaTb obMaTbiBaTh Kabenb 1 pasbem, MPoABUrasch B CTOPOHY Kopnyca yCTpOnCTBa.
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PyKoBOACTBO No akcnyaTtauum WB-15-W2

BuTkn yknagpiBaTth ApYr Ha Apyra ¢ Hax/IeCTOM, CKIafKn Ha BUTKaxX He Jonyckatotcs. O6MoTKa kabens
rokasaHa Ha pUCYHKax HIXe.

repmeTn3aums SMA-pazbema FepmeTn3auyms pasbema N-Tvna

3. [LloCTUrHYB Kopryca ycTpoiicTBa (aHTEHHbI) KPAaeM NEHTbI, TPeByeTcs caenaTb 060POT BOKPYT pasbemMa,
MaKCMMasibHO NPUXMMas Kpaii TeHTbl K Kopnycy, Aaniee Npoao/KUTb HAMOTKY NIEHTbI Nog, APYTUM YI/IOM,
yaanssicb oT kopnyca. Mpu HamaTblBaHM He 3a6blBaeM PacTArMBaTh IEHTY W MI0THO NPUXUMATL ee K
paHee HamMOTaHHbIM BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKY YMEHbLUUTL U N/IOTHO NPUXKaTb Ero K BUTKaM,
pacnooXeHHbIM Ha ONeTKe Kabess, Kak NoKasaHo Ha PUCYHKaXx.

v

4. Otpe3atb MNBX-neHTy (M30/1eHTY) COOTBETCTBYIOLLEN A/IMHBI: HA TepMETM3aLuio 0AHOro pasbema SMA
Tpebyetca 0,28 M n3oneHTbl, 4nA pasbema N-tuna Tpebyetca 0,6 M n3oneHTobl. VI3oneHTa Tpebyetcs Ans
3alWNTbl PE3VHOBOM /TIEHTbI OT YNbTPagUNONETOBBIX /Ty4eil.

5. O6MOTKY HauMHaTb C ON/IeTKN kabens, NnpeaBapuUTe/IbHO OTCTYNUB OT NEePBOro BUTKA PE3VHOBON NIEHTbI
Ha 5-10 Mmm. 3ahmKcrpoBaTb KOHUMK N30/1EHTLI HA ONeTKe kabensa nog yrsiom 15-25 rpagycoB K ocu
kabens, n, cnerka pactarvsas fIeHTy, Ha4yaTb o6MaTbiBaTb Kabesb 1 pasbeM, NPOABUTasACb B CTOPOHY
Kopnyca ycTpoicTea. BuTku yknaabiBaTb ApYr Ha Apyra ¢ Hax1eCcToM, CKNaiku Ha BUTKaxX He
ponyckatorca. ObmoTKa kabena nokasaHa Ha pUCyHKe.
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PyKoBOACTBO No akcnyaTtauum WB-15-W2

6. loCcTMrHYB KOpnyca KpaeMm fieHTbl, TpebyeTcsa caenarb 060poT BOKPYr pasbema, MakCMasibHO
NpWXMMasi Kpai U30MeHTbI K KOPMNyCy YCTPOMCTBa, Aasiee NPOAO/IKUTL HAMOTKY JIEHTbI NOA, APYTMM YI/I0M,
yAansasch ot kopnyca. [pyn HamaTtbiBaHUM NI0THO HakaablBaeM BUTKM IEHTbI, HE Aonyckasa cknagok. Ha
nocneaHnx BUTKaxX N30/1EHTbI PaCTSHKKY YMEHbLUWTb A0 HYNS U NOC/IeAHNIA BUTOK YI0XKNUTb 6e3
pacTarMBaHus, Kak nokasaHo Ha pUcyHKax.

7. NpoBeEPUTL 3arepMeTU3MPOBaHHbIN Pa3bem Ha OTCYTCTBME BUAVMbIX YHACTKOB PE3VHOBOI IEHTbI
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PykoBoacTso no akcnayatauum WB-15-W2

4 YnpaBneHue ycTpoOnCcTBOM yepe3 web-uHtepdoeinc

4.1 Hauyano pa6oThl

4.1.1 TMopgkntoyeHne vyepes Wi-Fi

& Tepen Hauanom paboTbl 0683aTENbHO OTK/IHOUMTE MOBU/IbHbIA MHTEPHET HAa Ballem CMapTgoHE.
Cawmblii 6bICTPbIi cnoco6 3To caenaTh — 3T0 OTKPbITh NaHe b 6bICTPOro AOCTYNA U HAXATb HA UKOHKY
MOGW/MbHBIX A@HHbIX (TAKKe MOXET Ha3biBaTbCsA IHTEPHET/COTOBbIE JaHHbIe). Takke pekoMeHayem

oTkMounTb VPN-coeanHeHne.

Wi-Fi

(DoHapuk

poctyna

£ )2

lMNMouck B namMaTu n obHa

Mo6. Tou.

Bubpavus

Asua-
Pexum

leo-
AaHHble

Bluetooth

IKoHOMMA
IHEpruM

NFC

KHuxHbIA
3KpaH

Mobun.
AaHHble

He 6ecno-
KOUTb

[na nogkntoueHns K yctponcTtay no Wi-Fi BbinonHUTE cneayowiue waru:
1. OTkpoiiTe pasgen Wi-Fi Ha Bawem cmapTdioHe. Bbibepute ums cetn «WB-15-W2» n BBeguTe naposb no

ymonyaHuo 12345678.

2. OTKpoiiTe web-6pay3sep (NporpaMMy-npoCMOTPLUMK TMNEPTEKCTOBLIX JOKYMEHTOB), Hanpumep Firefox,

Opera, Chrome.

3. BBeauTe B afipecHoii cTpoke 6pay3epa IP-agpec ycTpoiictea. Mpu ycnewwHoM 06HapyXeHNK
YCTPOIAiCTBa B OKHE Gpay3epa 0To6pasnTCsl CTpaHuLLa ¢ 3anpocoM MMEHW Mo/b30BaTeNs 1 naporss

[lOCTyna K YCTPOIACTBY.

& Tpu BO3HVKHOBEHMI OLLIMGBOK BOCNOMb3YTECH APYTIM Gpay3epom.
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PykoBoacTso no akcnayatauum WB-15-W2

WB-15-W2

4. BBegnTe ums nosb3oBatesns admin B CTpoke «J/10rvH» 1 naposb password B CTpoke «Maposnb».
5. HaxxmuTe kHonky «BoinTu». B okHe 6pay3epa OTKPOeTCA MEHIO MOHUTOPUHIA COCTOSIHUS YCTPOMCTBA.

6. MNpy HEOBXOANMOCTU MOXXHO MEPEKIOUNTL A3bIK 0TOBpakeHnsa nHdpopmaunn. Ana WB-15-W2 goctynHa

pycckas n aHrnuinckasa sepcusa web-nHtepdelica .

ELTEX  WB-15-W2

MOHMTOPUHT  MOBMNLHEA CETh Radio VAP CETeBbIE HACTPOMKN cucteMa - (BbIXOM)

Wi-Fi KnueHTsl Wagenue  WB-13-W2
AnnapaTHas sepcus 3.2
CTaTtucTHka no Tpaduky
3asoackoi MAC-agpec A8 F94BI3F5FCO
CraHWpoBaHue 3pupa

CepwiiHeIA HoMep WP31000089
HypHan cobbITHi Bepcna M0
CeTesan MHDOPMaLMA PesepsHan Bepcua MO

Vcpopuats o Bepcua 3arpyasuka
panouHTEppeElice CUCTEMHOE BpemM3 06:27:36 26.10.2020

MoOuneHaa CeTh BpemaA patoTe 0 oH, 00:39:38

WMHpopMauusa ob ycTpoicTee >

4.1.2 MopxntoyeHune yepes Ethernet
[ns nogknioyeHns K yCTpoiicTBy nNo uHTepcpeiicy Ethernet BeinonHute cneaytowme waru:

1. CoeamHute LAN-nopt PoE-nHxekTopa ¢ Ethernet-nopTom Ballero koMnboTepa/HOyTOyKa C MOMOLLbO
Ethernet-kabens.

2. OTKpoliTe web-6pay3ep (nporpaMMy-npoCcMOTPLLMK TMNepTEKCTOBbIX AOKYMEHTOB), Hanpumep Firefox,
Opera, Chrome.

3. BBeante B agpecHoi cTpoke bpay3sepa IP-agpec ycTpoiicTea.

© 3asopackoii IP-agpec yctpolictea: 192.168.1.1, macka noaceTu: 255.255.255.0. Mo yMonyaHuio Ha
ycTpoiictBe 3anyueH DHCP-server, KOTopbIii BblAacT KNneHTam, nogknoveHHbIM B LAN-ceTb, agpec 13
aHasiorMyHom nogcetn B AgnanasoHe 192.168.1.2-192.168.1.254.
3aBojcKmne ycTaHOBKW: 10TMH — admin, naponb — password.

Mpu ycnewwHoM 06HapyXeHNM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcst CTpaHuLa ¢ 3anpocoM VMEHN
nosib30BaTens v Naposs 4oCTyna K yCTPoACTBY.
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WB-15-W2

]
[17]
o

m)
m
1]
[14]
]
o
o

4. BBeguTe MMs NONb30BaTeNsl B CTPOKE «J10rMH» U Naposib B CTPOKE «Maposib».

5. HaxxmuTe kHonky «BoinTu». B okHe 6pay3epa OTKPOeTCA MEHIO MOHUTOPUHIA COCTOSIHUS YCTPOMCTBA.

6. MNpy HEOBXOANMOCTU MOXXHO MEPEKIOUNTL A3bIK 0TOBpakeHnsa nHdpopmaunn. Ana WB-15-W2 goctynHa
pycckas n aHrnuiickas Bepcus web-nHtepdelica .

JELTEX  wB-15-W2

MOHUTOpPWHT ~ MoOunbHad ceTe  Radio VAP CeTeBble HACTPORKM  CucTema ru~ J (Beixon)

WIi-Fi KNHEHTBI Wznenue WB-15-W2

AnnapaTtHan sepcus 3.2
CTaTtucTHka no Tpaduky
3asofckoi MAC-aapec ABF9:4B:3F:5F.CO

CKaHMpoBaHWe 3(upa
CepwiiHeIA HoMep WP31000089

JKypHan coBbiTuit Bepcus M0
CeTesan MHQOpPMALNA PeaepeHan sepcua M0
Vcpopuats o Bepcua 3arpyaunka
panuonHTeppelice CucTemHoe BpemAa  06:27:36 26.10.2020

MoGUNEHAA CETh Bpema padoTul 0 oH, 00:39:38

WMHpopMauusa ob ycTpoicTee >
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PykoBoacTso no akcnayatauum WB-15-W2

4.2 TIpMMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun

1. MprvmeHeHne KoHurypaumm

v I

Mo HaXXaTM Ha KHOMKY NPOVCX0ANT coxpaHeHue KoHdurypaumm Bo flash-namaTb
YCTPOMCTBA N NPUMEHEHNE HOBbIX HACTPOEK. Bce HACTPOKM BCTynaloT B cuy 6e3 nepesarpysku
yCTpONicTBa.

B WEB-uHTepdpeiice peaimzoBaHa B13yasibHas MHAMKALMSA TEKYLLLETO COCTOSHMS npoLecca NpUMeHeHus
HacTpOek:

BHelwHuni OonucaHue cocTossHUSA
BUA,

lNocne HaxkaTus Ha KHOMMKY «an/IMEHI/ITb» nponcxognT npouecc NnpumMmeHeHnd n 3anncn HaCTpoek B NaMATb

ycTpoiictea. O6 3TOM MHADOPMUPYET 3HAYOK B Ha3BaHMM BKNaAKM 1 Ha KHOMKe «[puMeHNTb».

06 ycneLIHOM CoXpaHeHUN 1 NPUMEHEHNN HacTPOoeK MHADOPMMPYET 3HAUOK B HA3BaHWW BKNAJIKW.

2. OTMeHa U3MeHeHuM

X OTMmeHa
OTMEHUTb N3MEHEHNA MOXHO, HaXXaB

© OtmeHa n3MeHeHUi NPON3BOAMTCA TOMBKO [0 HAXATUA Ha KHOMKY «pUMeHNTb». Mpu HaxaTum Ha
KHOMKY «[TpUMEHNTb», UBMEHEHHBIE HA CTPaHULIE NapameTpbl 6yAyT 0GHOB/IEHbI HA TEKYLLME
3HaYeHUs, 3anncaHHbIe B MaMATK YCTPOIiCTBa.
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4.3 bbICTpas HacTpolika ycTponcTea

PykoBoacTso no akcnayatauum WB-15-W2

Mpu NepBoM NOAKIOYEHMUM NOC/IE 3arpy3Kn YCTPONCTBA NOABUTCA OKHO ObICTPOM HAcTpoikn. C ero noMoLbio

HacTpavBatoTCsl OCHOBHbIE NapamMeTpsbl, Takme Kak: MobunbHas ces3sb, Wi-Fi n goctyna K yCTpoicTay.

BbicTpaA HacTpoWka

=(TEX

BhICTpaA HacTpoiika >

MOHUTOPHHT

WB-15-W2

MoOunbHAaA CETh IPSe

SIM
Cratyc
RSSI
CTaTyc CoequHEHHA

HacTpoika MoOHNLHOM

CETH MO YMOMYaHMIo

SIM-kapTa

PIN-kon

dukcuposate TTL
Wi-Fi

BKIIO4EHO

SSID

Pesni 0e30NacHoCTH

Kniou WPA

E

[ocTyn K ycTporcTBy

Mapone

MoaTeepHAEHHe
napona

Radio VAP

BrnoveHo
-83 OEM
Mogknio4eHo
O

SiM1
J

WB-15-W2

WPA/WPA2

CeTeBbl& HACTPOHKK

MoxanyicTa, BeeguTe

De30nacHLIA N3ponk

Cuctema

-

(BbIXOa)

+ SIM — 6n0K HaCTPOWNKM MOBW/IbHOW CEeTY;
+ Cmamyc — CcOCTOsIHue Mogema ;

+ Wi-Fi — 6nok HacTporiku nogktodenmsa Wi-Fi;
* Bk/roueHo — npu yctaHoBsieHHOM pnare VAP BKNOUeH, MHaue — BbIK/THOYEH ;
+ SSID - nmsa BUPTYyasibHO 6eCnpoBOAHON CETH ;

* Pexxum 6e3ornacHocmu — pexmmMm 6e30nacHOCT 06HapPY>XXEeHHOW TOYKN JOCTYNa;
* Koy WPA — kniou/naposnb, He06X0AMMBIN A5 NOAK/THYEHNA K BUPTYa/lbHOW TOUKe JocTyna.
[nnHa knoya coctasnsieT oT 8 A0 63 CMMBOSIOB ;

RSS! — ypoBeHb NpUHMMaemMoro curHana, obm ;
Cmamyc coeduHeHuUs — CTaTyC COefUHEHUS;

Hacmpolika mobusibHOU cemu o ymo/iHaHuro — Npu yctaHosnieHHoM thnare SIM-kapta n PIN-koz
OyZyT BbICTaB/1€HbI MO YMOYaHWIO;

+ [Jocmyn k ycmpodlicmsy — 610K HaCTPOIK1 AoCTyna K yCTPOMCTBY.

Mpw Bxoge yepe3 WEB-uHTepgeiic, agmmHucTpatop (naponb no ymonyaHuio: password) MMeeT MosiHbIi
[OCTYN K YCTPOMCTBY: UTEHNE W 3anuncb NII0ObIX HACTPOEK, MOMHbIA MOHUTOPUHI COCTOSIHUA YCTPOUCTBA.
[na cmeHbl Nnapons BBeAMTE HOBbIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne

naposnsi» N HOKMUTE KHOMKY «IPUMEHUTbY 151 COXPaHeHWss HOBOTO Naporsisi.
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© 3apaiite HoBblit naponb cett Wi-Fi B mone «Kou WPA».
Mpy NnepBOM NOAKMOYEHUMN 06A3aTENBHO 3aMeHMTE CTaHAAPTHBIN Naposb ANs A0oCTyna K yCTPOACTBY

Ha CBOWA.

4.4 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HuKe npeacTaBeHbl 31EMEHTLI HaBuraummn web-nHtepdeiica.

OKHO No/b30BaTeNIbCKOTO UHTepdielica pasfaesieHo Ha NsATb 06/1acTeld:
1.

arw

elTeX

MOHWTOPUHT MoBuneHana ceTb

WI-Fi KnueHTBl
CTaTUCTHKA MO TpADUKy
CkaHWpOoBaHWe 3dupa
JKypHan cobbiThit
CeTeBan WHpopMaUmus

MHbopMaLMA o
paguouHTepdeiice

MoGuneHadA ceTk

WHdhopmauns ob yCTpoiicTee »

WB-15-W2
Radio VAP CeTeBble HACTPOWKK Cuctema
W3genue WB-15-W2

AnnapaTtHans sepcua
3aBoackoit MAC-anpec
CepwiiHbIA HoMep
Bepcua MO

PesepeHan sepcua MO
Bepcua 3arpy3uuka
CHCTEMHOE BpeMA

Bpema patoThl

© 000 "Mpednpuamue "3nmexc", 2017 — 2020

3.2
ABF9:4B:3F:5F.CO

WP31000089

06:27:36 26.10.2020

0 oH, 00:39:38

n -

Bepcua MO: (Bepcus WEB:

(BbIXOA)

Bknaaku MeHto — Ans rpynnupoBKy NoAMEHIO MO KaTeropusiM: MoHUTOpPUHT, Mo6unbHas ceTb, LAN,

Radio, VAP, Cuctema.

Bbi60op sA3blka MHTepdpelica 1 KHonka (BbIxod), NpeAHa3HavYeHHas /1 3aBepLUeHns ceaHca paboTbl B
WEB-uHTepdelice nog AaHHbIM Nosib30BaTeseMm.
Bknagku nogMeHIo — 415 ynpas/ieHusa nonemM HacTpoek.
Mone HacTpoek ycTpoincTBa — 419 NPOCMOTPA AaHHbIX U KOHGIUTypauuu.
NHdopmauvoHHoe norse, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO Ha YCTPOWCTBE.
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4.5 MeH «MOHUTOPUHT»

B MeHI0 «MOHUTOPUHI» 0TOBpaXaeTcs TEKYLLEEe COCTOSIHUE CUCTEMBI.

4.5.1 NMopgmeHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAkAUEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 11 Toro, YToobl
06HOBUTb UHPOPMALIMIO HA CTPAHULE HEOBXOAMMO HaXKaTb Ha KHOMKY "O6GHOBUTL".

LTEX  WB-15-W2

MOHWTOPHHT ~ MOBGHMLHAR CETh

VAP CeTeBbIE HACTPOMEH Ccucrema - (8bIX0A)

Pl
W
o

Wi-Fi KNHeHTh » Link TX RX
HUma Link Link Quality RSSI, SNR, BW, BW, Bpemsa
CTaTUCTUKA N0 TPachUKy Nz  xocTa |P-agpec MAC-agpec WHTepdeic Capacity Quality Common ABM aE TxRate RxRate MMy MMy pacoTel

1 RedmidX- 10.24.8043 38:E60A91:6A2C wlan0-va2 90 68 45 -37/-44 427133 MCSE MCS7 20 20 00:00:53

CKaHWpPOBAHHKE 3(DUpa "
Redmi 028.5 722

HypHan coObITHi

CeTeBas WHpopmauyua

WHGopmaLus o
paanouHTepeice

MoBuneHas cetb

WMudopmayua of ycTpoiicTee

* Ne — HoMep NOAK/IYEHHOIO YCTPOWCTBA B CMUCKE;

* VIMsi Xocma — ceTeBoe UMS YCTPOWCTBa;

+ IP-adpec — IP-agpec nogKNHYEHHOro YCTPONCTBA;

+ MAC-adpec — MAC-agpec noak/to4eHHOro YyCTPONCTBa;

* ViIHmepdpelic — nHTepdeiic Bzaumogeiictens WB-15-W2 ¢ nogxntoueHHbIM YyCTPOIACTBOM,;

+ Link Capacity — napameTp, KOTOPbIn 0ToO6paxaeT 3h(heKTMBHOCTb MCNOIb30BaHMSA TOYKOW AocTyna
MOAY/IAUMN Ha nepeady. PaccumTbiBaeTCs UCXOAA N3 KONMYECTBA NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN 10 K/TMEHTA U NOHMKAKLWMUX KO3 ULMEHTOB. MakcuMasibHoe 3HadeHne- 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoaynAaunn AN MakCUMasibHOro Tvuna nss,
noAepXX1MBaemMoro kKfiMeHToM). MuHuManbHoe 3HaueHmne- 2% (B cyyae, Korga nakeTbl nepeaarTcs Ha
moaynaumm nssTmes0 ans knaveHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHue napameTpa paccUnTbIBAETCS
3a nocnegHue 10 c.

* Link Quality — napameTp, KOTOPbIi 0TOBPaXaET COCTOSTHUE /IMHKA A0 KNIMEHTA, pacCumMTaHHbIA Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaBEHHbIX KITMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOIA NOMNbLITKA), MUHUMa/IbHOE 3HaueHne — 0% (Hu
O/IMH MakKeT A0 KNMEeHTa He 6blN YCNeLIHO OTNpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c.

* Link Quality Common - napameTp, KOTOPbIi 0TO6PaXaeT COCTOSAHME NINHKA A0 KIMEHTA, pacCUnUTaHHbIl
Ha OCHOBaHWM KONN4YecTBa peTpaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOV NONbITKM), MUHUMabHOE 3HaveHne — 0% (Hu
O/INH MakKeT A0 KNMeHTa He 6blN YCNeLIHO OTNpaB/eH). 3HaueHre napaMeTpa paccumTbiBaeTcs 3a Bce
BPeMs NOAK/OUYEHUS KITUEHTa.

* RSS!/ — ypoBeHb nNpuHUMaemoro curHana, abwm;

* SNR - oTHoLLEeHue curHan/wym, ap;

+ TxRate — KaHa/lbHas CKOPOCTb nepeaayun, MouTt/c;

* RxRate — KaHanbHas CKOpPOCTb nNpuema, Méut/c;

+ Tx BW — nonoca nponyckaHusa Ha nepegade, MI'u;

24



* Rx BW — nonoca nponyckaHusa Ha npueme, MIu;
* Bpems pabomsi — Bpema coeanHeHmns ¢ Wi-Fi knveHTom.

4.5.2 TMopmeHto «CtaTncTrka no Tpadonky»

PykoBoacTso no akcnayatauum WB-15-W2

B pasgene «CtatucTtuka no tpadymky» 0To6paxarorcs rpadoukm CKoOpocTu nepefaHHoro/nosly4eHHoro
Tpadmka 3a nocnegHvie 3 MUHYTHI, & TaK e CTaTUCTMKA O KOSIMYeCcTBe nepeaHHoro/nonyyeHHoro tpaguka ¢

MOMEHTa BK/TIOYEHUA TOYKM AOoCTYyna.

elTex

MoHUTOpHHT

WB-15-W2

MobunsHan cets Radio VAP CeTeEhe HACTPOREN Cucrema

Wi-Fi KnueHTs

WLAN Tx/Rx mbhps

ps (max: 35.4 mbps)
s (max 26 4 mbps

max: 26 mbps

mbps
CTatucTHka no Tpadury » 15
CratuposaHue sdwmpa 31 4
e J— 23
AypHan cobbmuit =
24 7
CeTesan WHibopMaLma E
HMrdopMaumn o " E
pagnmouHTEphefce =
MoSunbHan cetb 9
=
HMrdropMaumn of yoTpoicTee & B
= LI L B B B B B B B
12031 12051 1m2en n21n 12151
Rx: 0 mbps
mbps @ T 0.1 mbps (max 34.4 mbps)

- (BblXOd,

1m2zn
LAN Tx/Rx mbps

2031 12051 211 n21n nas

LI e

mazn nz2zn nzzs n2an N23N 18

Mpadbmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepeaaHHOro/nosyyeHHoro Tpaduka vyepes Ethernet untepgoeiic
TOUKM JOCTyna 3a nocnegHune 3 MUHYTbI. padivk aBTOMaTUYeCKM 0GHOBNAETCA Kaxable 6 CekyHy,

Mpacmk WLAN nokasbiBaeT CKOPOCTb NepeaaHHOro/nosy4yeHHoro Tpagmka vyepes Radio nHtepdeiic Toukn
AocTyna 3a nocnegHune 3 MUHyTbl. Mpadhmk aBTomaTnyeckn 06HOBASAETCA Kaxable 6 CEKYHA.

MepenaHo v
WHTepdeiic Bcero nakeToB Bcero 6aunt
LAN 18734 12009098
WLAN 29 9122
ush0d 9223 795618
wlan0-va0 29 9122
wlan0-val 0 0
wlan0-vaz2 0 0
wlan0-va3 0 0

OT6poLWEeHO NAaKETOE Ownékn
0 0
151541 0
0 0
151541 0
0 0
0 0
0 0
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdelica;

* Bceao nakemos — KONMYecTBO YCMELLIHO OTNpaB/ieHHbIX NaKeToB;

* Bcezo 6alim — KOfiM4yecTBO YCNeLHO OTnpaB/IeHHbIX 6aliT;
+ Om6powWeHO nakemos — KOsIM4ecTBO NakeToB, OTOPOLLEHHBIX NPY OTNPaBKe;
* OWUbKU — KONNYEeCTBO OLLNOOK.

PykoBoacTso no akcnayatauum WB-15-W2

MpWHATO v
WHTepdpeiic Bcero nakeToe Bcero 6aiT
LAN 276587 37072833
WLAN 31 4980
usho 133582 477330
wlan0-va0 31 4980
wlan0-val 0 0
wlan0-vaz2 0 0
wlan0-va3 0 0

OTBpPOWEeHO NaKeToE

OWwnEKKn

OnucaHune Tabnuupl «[TPUHSMO»:

* MlHmepgpelic — nvsa nHTepdelica;
+ Bcez2o nakemos — KONNYeCTBO YCMNELIHO NPUHATLIX NaKeTOB;
* Bceao 6alim — KoNnM4ecTBO YCNELLUHO NPUHATLIX 6aiiT;

* Om6poWeEHO Nakemos — KOSIM4eCcTBO NakeToB, OTOPOLLEHHBIX NPY NOSTyYEHUY;
* OWUbKU — KONNYeCTBO OLLNBOK.

4.5.3 TMopgMeHo «CkaHuMpoBaHue adpupar

B nogmeHto «CkaHvpoBaHue adipa» OCYLLECTB/ISETCS CKaHMPOBaHVE OKPYXXatoLWero paavoadvpa
06HapyXeHne coceaHMX ToUeK JocTyna.

eLTeX

MOHMTOPMHT  MoOMNbHAA CETh

Wi-Fi KnueHTbl
CTaTUCTHEA NO TpAgUKY
CKaHWpoBaHWe 3dupa »

HypHan cobbITHi
CeTesas MHpOopMaLmA

MHpopMaLma o
pagMoMHTEpeiice

MoOWNEHaA CETh

WHpopMauma of yCTpoiicTee

WB-15-W2

Radio VAP CeTeBble HACTPOMKH

Cuctema

e chIT D EEU MocneHee ckaHnpoBanie Buine B 06:33:33 30.10.2020

ssiD
open_Local

Eltex-Local

ESRap1

ESRAP1_of3
ESRAP1_0f3_ENterprise_SDD
ESRAP1 0f3 sc

ESRAP1_of3 ENterprise_SDD1

EezonacHocTe
Open
WPRPA_TXMWRAZ_1X
Open

Open
WPA_IXAWPA2_1X
Open

WPA_1X/WPAZ_1X

MAC-agpec

A828:C1:DACFF1
A828:C1:FC:DE40
E8F9:4B:B0:2C:C0O
E&:F9:4B:B0O:2C:.C7
E8:F9:4B:B0:2C.C4
EB:F9:4B:B0:2C.C5

E8:F9:4B:B0:2C.C3

Kanan /
LUnpuHa

1

1/

117/

11/

1

il

il

120

20

20

20

120

120

ran

(BbIXOO)

RS S,
aEm

-46

-48

Mocne HaxxaTusi Ha KHonkKy «CkaHMpoBaTb» npoLecc byaeT 3anyLieH. [ocne 3aBepLieHns CKaHMPOBaHUS

NnoABUTCA CMNUCOK 06Hapy)KeHHbIX TO4YeK AocTtyna n I/IH(*)OpMaLI.I/IFI 0 HUX:
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PykoBoacTso no akcnayatauum WB-15-W2

+ SSID - SSID o6Hapy>XeHHOW TOYKN [OCTyna;

* Pexum 6e3onacHocmu — pexvmMm 6e30nacHOCTV 0GHapPY>XEeHHOW TOYKN JOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM AOCTYna;

+ KaHas1 — pagnokaHaJl, Ha KOTOpoMm paboTaeT 06HapyXXeHHas Touka AOCTyna;

*+ LupuHa kaHasa — WMpUHa pagmokaHana , KOTopyo UCMob3yeT 0bHapyXXeHHasa Touka goctyna, Mru;
* RSSI - ypoBeHb, C KOTOPbLIM YCTPOMCTBO NPMHMMAET CUrHa/1 0GHapPYXXEHHOW TOYKM A0CTYnNa, ABMm.

© O6paruTe BHUMaHVE, BO BPEMS OCYLLECTB/IEHUS CKaHMPOBaHKA 3dupa paguonHTepdeiic ycTpolictea
OyAeT OTK/IOYUEH, YTO NPUBEAET K HEBO3MOXHOCTM Nepeayun gaHHbix Ao Wi-Fi KTMeHToB Ha MOMEHT
CKaHVMpOBaHWs1.

4.5.4 TopgMeHto «KypHasn cobbITuii»

B faHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COO6LLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo HhopMaLmio:

EILTEX  wB-15-W2

MOHMTOPHHT MoBHNEHAA CETh Radio VAP CETEBbIE HACTPOMKMN CHcTema TR (BBIXO,

Wi-Fi KnueHThl Z OGHOBHTB ﬁ CYUCTHTE

CTaTMCTHKA NO TpAHKY
Oatawn

CKaHWpoBaHWe 3dupa RESSE ETEEE ST

Oct 26 daemon.info  monitord[1160] event: 'deauthenticated by AP mac: 38:E6.0A91:6A:2C ssid:

10:28:41 'RTL&186-default’ interface: wian0-vxd channel: O rssi: -100
location: 'viktorsh.ott.root' reason: 1 description: 'Unspecified

JKypHan coObITHi >

CeTeBan MHopMaLma
Oct 26 daemon.info monitord[1160] event: 'associated’' mac: 38:E6:0A:91:6A:2C ssid: '333" interface:

MHpopmaLma o 10:28:41 wlan0-vaZ2 channel: & rssi -28 location: 'viktorsh.ott.root' reason:
paguouHTepdeiice 0
MoBUnbHaA CETh Jan 1 daemon.info  networkd[1077] DHCP-client: Interface br0 obtained lease on 10.24.80.65.
03:00:24
WHdopmauma of ycTpoAcTee

Jan1 daemon.info  networkd[1077] Networkd started

03:00:24

Jan1 daesmon.info  syslogd[1407] started: BusyBox v1.21.1

03:00:23

+ [ama u spemsi — Bpems, Korga cobbiTe 6bl10 CreHepupoBaHo;
+ Tun — KaTeropmsi n ypoBeHb BaXKHOCTU COOLITUS;

+ [poyecc — nma npouecca, CreHepupoBaBLLEro COOOLLEHME,;

+ CoobuweHue — onucaHme cobbITuS.

YpoBeHb Tvn BAXHOCTW COOBLLEHUIA OnvcaHve

0 UpesBblvaiiHble (emergency) B cucTeme npousoLlnia Kputnieckas oméka,
cucTeMa MOXET paboTaTh HEMPaBU/ILHO.

1 CurHansl Tpesoru (alert) Heobxoammo Hemef/1IeHHOe BMeLlaTeNbCTBO B
cucTemy.

2 Kputnueckue (critical) B cucteme npounsoLuna Kputuyeckasi omoka.

3 Own6ouHble (error) B cucteme npomsowna ownbka.

4 Mpepynpexaexus (warning) MpeaynpexaeHne, HeaBapuitHoe COO6LLIeH e.
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YpoBeHb Tun BaXXHOCTU COOBLLEHW OnucaHve
5 YBegomneHus (notice) YBenomMeHne cuctembl, HeaBapuitHoe coobLLeHNe.
6 NHdopmaumoHHble (informational) NHhopMaLUOHHbIE COOBLLEHNS CUCTEMBI.
7 OTtnapgouHble (debug) OTnagoyHble coobLLeHNA NpesocTaBnsaT

nonb3oBaTesnio MHhopmMaLuio 418 KOPPEKTHO
HacTpOIiKN CUCTEMBI.

[NnA nonyyeHnss HOBbIX COOBLLEHNIA B XXypHaUs1e COObITUIA HEOBXOANMO HaxkaTb Ha KHOMKY "O6HOBUTL".

Mpn HEOBXOAMMOCTHM BCE CTapble COOOLEHNS U3 XypHaIa MOXHO YAA/INTb, HaXXaB Ha KHOMKY "O4YncTuTb".

4.5.5 MoameHto «CeTeBast HhopMaLms»

B noameHto «CeTeBasi UHhopmaLsi» OCYLLECTBSETCS NPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOICTBA.

=L TEX  WB-15-W2

MOHWMTOPHHT MoBUnbHaA CETh Radio VAP CeTEBLIE HACTPONKM Cuctema - (BbIXOM)
Wi-Fi KnueHTsl CTaTYC WAN
CTaTUCTHKA NO TPpaduKy WHTepdelic bro

. MpoTokon DHCP
CKaHMpOBaHWe 3dupa

IP-agpec  10.24.80.65
KypHan coBbITuit
Mpukato 3.1 MGaiT (3 245 984 GaiiT)
Ceresas uHpopMalus > Mepeparo 4.8 MOaiiT (5 023 530 GaiT)
MHhopMaLms o Ethernet
pagMouHTEpeiice

COCTOAHWE nopTa Up
MoGunbHan ceTb
CKOpOCTh 100

MHbopmauma of ycTpoicTee
dopmauus of yeTp Oynnekc Full

DHCP-cepeep <

N2  MAC-agpec IP-agpec WHTepdeiic BpeMsA J0 UCTeHeHUA apeHakl

Cratyc WAN:

* MiHmepdgpelic — nHTepheic ycTpoicTea, Mcnosb3yemslii B kadectse WAN;

+ [Mpomokos — npoTtokon nony4venus IP-agpeca Ha WAN-uHTepdelice gn1s ceTeBOro B3anMoencTams co
BCTPOEHHbLIM MOAEMOM;

+ IP-adpec — IP-agpec WAN-nHTepdelica;

* [MpuHAMO — KonnM4yecTBo Tpadguka, npuHaToro Ha WAN-uHTepdelic;

* lMepedaHo — KonmyecTBO Tpadmnka, nepegaHHoro ¢ WAN-uHTepdeiica.

Ethernet:

+ CocmosiHue nopma — TeKyLuii cTaTyc nopra;
+ CKopocmb — YCTaHOB/IEHHAsA CKOPOCTb Ha MopTy;
« [ynaekc — NCnosib3yeMmblii PeXnm.

DHCP-cepBep:

+ MAC-adpec — MAC-agpec yCcTpoicTBa, NosyumBLLErO agpec oT BcTpoeHHoro DHCP-cepBepa;
* IP-adpec - IP-agpec, BblaaHHbI BCTpoeHHbIM DHCP-cepBepomM nogxnt4eHHOMY YCTPOICTBY;
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* MlHmepgpelic — nHTepelic, ¢ KoToporo 6bin BblgaH IP-agpec;
* Bpemsi 00 ucmeyeHusi apeHObl — BPEMS, N0 NCTEYEHNM KOTOPOro K/IMEHT BbILJIET 3anNpoc Ha npogsieHne
apeH/bl BblJaHHOro agpeca.

ARP:

ARP <
Ne IP-agpec MAC-agpec
0 192.0.2.1 42:8E:2A:D6:83:6A
1 10.24.80.68 50:3E:AA06:1B:C6
2 10.24.80.1 E0:D9:E3:ESET40

MapLupyTbl <
Ne HHTepCIJEFIC HazHavyeHue Wnrosz Macka ©narn
0 br0 0.0.0.0 10.24.80.1 0.0.0.0 UG
1 bro 10.24.80.0 0.0.0.0 255.255.255.0 ]
2 usbo 192.0.0.0 0.0.0.0 255.255.0.0 ]

B ARP-Tabnuue cogepxntcsa nipopmanms o cootrsetctamm IP- 1 MAC-aapecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCcTponcTBa;
+ MAC-adpec - MAC-agpec ycTpoiicTea.

MapLupyThbi:

* ViIHmepdpelic — s nHtepdelica ycTpoicTBa;

* HasHayeHue — IP-afpec xocTa uiv NoAceTV Ha3HayeHus, 40 KOTOPbIX YCTaHOBEH MapLUpyT,

* LWmo3 - IP-agpec Ww3a, Yepes KOTOPbI OCyLeCcTBASETCA AOCTYN aapecara;

* Macka — macka nogcetu,

* Qiacu — onpefeneHHble XapakTepUCTUK/ AaHHoro mapuwpyTa. CywecTByT cnegyroLmne 3Ha4eHuns
donaros:

U — yka3bIBaeT, YTO MapLUpYT CO34aH 1 ABNAETCA NMPOXOAUMbIM.

H - ykasbiBaeT Ha MapLupyT K onpeaeneHHOM y3/y.

G — yKasbIBaEeT, YTO MApLLPYT Nposieraet Yepes BHeLLHWIA Wwiito3. CeTeBon NHTEPGEC CUCTEMBI
npefocTaBnseT MapLUpyTbl B CETU C NPSMbIM NOAKIOYEHNEM. Bce npoyune mapLupyTbl NpoxogaTt
yepes BHelUHMe Wo3bl. Parom G oTMevaroTCcsa Bce MapLUpyThl, KOOME MapLupyTOB B CETU C
NPsIMbIM NOAK/TIOYEHKEM,

R - yka3bIBaeT, 4TO MapLUpyT, CKopee BCero, 6b11 co34aH AMHaMUYECKM MPOTOKO/IOM
MapLupyTM3auun, paboTaroLmMmM Ha /IoKaibHOM cucTeMe, NoCPeACcTBOM napameTpa reinstate;

D - ykasbiBaeT, UTO MapLUpPYT 6b11 406aBNEH B pe3ynbrare NnosiydyeHns coooLeHns
nepeHanpaeneHust ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLupyTe 13
coobuleHnst ICMP Redirect, mapLupyT BKIoYaeTcs B TabMLYy MapLLpYTM3aLUun, YToObl UCK/THYNTb
nepeHanpasneHne AN nocneaywmx nakeTos, NpeaHasHauYeHHbIX TOMY Xe agpecary.

M — yka3bIBaeT, UTO MapLUPYT NOABEPICA N3MEHEHUIO, BEPOSITHO, B pe3ysibtTarte paboThbl
AVHaMMYeCKOro NpoToKo/1a MapLupyTmnsanmm Ha T0Ka/IbHON cuctemMe 1 NpMMeHeHUs napamMerpa
mod.

A — yKa3bIBaeT Ha 6yhepn30oBaHHbI MapLUPYT, KOTOPOMY COOTBETCTBYET 3annchb B Tabnuue ARP.
C — yKa3sbIBaeT, YTO MCTOYHWKOM MapLupyTa siBseTca oydep mappytmnsaumm agpa.

L — yka3bIBaeT, 4TO MYHKTOM Ha3Ha4YeHUsa MapLupyTa SBMAETCA OANH U3 afpecoB AAaHHOro
KomnbloTepa. Takme «/1oKabHble MapLUpyThl» CYLLECTBYIOT TOMIbKO B Bydhepe mapLipyTm3aumm.

B — yka3sbIBaeT, YTO KOHEYHbIM MYHKTOM MapLupyTa SAB/SETCH LWMPOKOBeLaTe/bHbIi agpec. Takue
«LUMpoKoBeLaTe/ibHble MapLUpYTbI» CYLLECTBYHOT TO/IbKO B Oydhepe MapLupyTmsauuun.
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+ | — ykasbIBa€eT, YTO MapLUPYT cBA3aH C KosbLeBbIM (loopback) nHTepeiicom ¢ Lenbio NHOM,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYThI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTm3aLnn.

« 1 - yKkasblBaeT, UTo geritarpammbl, Hanpae/isieMble MO 3TOMY agpecy, byayT oTBeprarbcs
CMCTEMOIA.

4.5.6 MopmeHto «MHopmaums o pagunonHtepderice»

B nogmeHto «MHopmauma o paguorHTepgeice» BbIBOAUTCA NHAIOPMALMA O TEKYLLMX HACTPOMKax
pagnovHTepderica n cocTossHUN nogktodeHHbIX Wi-Fi kneHToB.

LTEX WB-15-W2

MOHMTOPHHT MoGHNBHAA CETh Radio VAP CETEBLIE HACTPONKM Cuctema - (BbIX0M)

Wi-Fi KnueHThl Cratyc  BriodeHo
MAC-agpec A F94B:3F5F.CO
CTaTUCTHKA N0 TPaguKy
Pesum IEEE 802.11bv/gin

CraHupoBaHue 3upa

JKypHan coGbIThit

KaHan

LLIMpuHa kaHana, Mry

6 (2437 ML)

20

CeTeBan uHDopMaLma

MHopmaLma o
pagWonHTEpdENCcE >

MoBWnbHaA CeTh

MHopmauyma ob ycTpoicTse

PagnovHTepdelicbl TOYKM AOCTYNa MOMyT HAXOAUTLCA B [BYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOYEHOY.
Crartyc Kaxaoro u3 pagmonHtepdencos oTpaxaeTca B OAHOMMEHHOM napameTpe «Crtatyc».

Crartyc Radio 3aBMCUT OT TOrO, €CTb /11 Ha JaHHOM paguovHTepdelice BK/THOYEHHbIE BUPTYasibHblE TOUKU
poctyna (VAP). B cnyyae, ecnm Ha paanouHTepdeiice nmeeTcst Xxots 6bl ogHa aktnuBHan VAP, Radio 6yaet
HaxoAnTbLCA B cTatyce «BkNoyeHo», nHaye - «BbIK/ioyeHo».

B 3aBucmmocTu o1 ctaryca Radio 4na MOHUTOpPUHIa A4OCTynHa cneayowas nHpopmayms:
«BbIK/H0YEHO:

+ Cmamyc — COCTOsiHVE paanonHTepdeiica;
* MAC-adpec — MAC-agpec pagnovHTepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdeica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsiHVE paanonHTepdeiica;

+ MAC-adpec — MAC-agpec pagnovHTepdeiica;

* Pexxum — pexum paboTbl pagmonHTepdeica cornacHo ctaHgaptam IEEE 802.11,

* KaHas1 — Homep 6ecnpoBOfHOr0 KaHasna, Ha KOTOPOM paboTaeT pagMonHTEPIEAC;

* WupuHa kaHasz1a — LWMpUHa Nos1oChbl YacToT KaHausla, Ha KOTOpoM paboTaeT paguonHTepdeiic.
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B noameHo «MobunbHasi CETb» OCYLLECTBSIETCS NPOCMOTP TEKYLLETO COCTOSHUSI U NapaMeTpbl COeAMHEHNS C

MOOW/IbHON CETbIO.

elTeX

IMOHUTOPMHT

MofuneHas ceTb

WIi-Fi KnueHTBI
CTaTUCTHKA NO TpaduKy
CKaHupoBaHue adupa
JKypHan coGbIThit
CeTeBan MHPOPMaLMA

WMHbopMaLma o
paguouHTepdeiice

MoBuneHaA CceTs >

WMHbopMauma of yCTpoicTee

Mogema

IMEI
Oneparop
IMSI
MCC
MNC

LAC

CID

BSIC
Band
KaHan
RSSI
RSRP
RSRQ
SINR
CTaTyc COEAMHEHUA

IP-agpec

WB-15-W2
VAP CeTeBble HACTPOHKK CucreMa
Obuwue
Cratyc BrIHYEHO
PE#HMM CETH 4G
Craryc PIN-koga Ready
Mpou3soguTENDL MNECWAY
Mogens  N720
Bepcua NpoLwWBKN V0O09A

861712043422177

250023034405278
250

02

0x154C
0x083D910
266

LTE BAND 7
3048

-80 obm
-110 obm
-10 o6

13 b
Connected

100.88.234.46

PesepeupoBaHWe KaHana

CraTtyc

He HacTpoeHo

(BbIXOO)

+ Cmamyc — cTaTyc coefuHeHus,
* Pexum cemu — pexumM, B KOTOPOM MOAEM MOAK/OHYEH K MOOW/TbHON ceTu;
+ Cmamyc PIN-koda — cTaTtyc, KOTOpbIii NOKa3biBaeT, BEPHO /i1 ycTaHoB/eH PIN-kog B KOHGurypauum ans

ncnonbdyemoit SIM-kaptbl. CtaTyc Ready- PIN-kog, He TpebyeTcs, IMb0 yCTaHOB/IEH KOPPEKTHO; cTaTyc

Waiting- PIN-Ko, HEKOPPEKTHBbIN;

+ [Npoussodumersib — hrpma-NnPon3BoANTE b BCTPOEHHOTO MOAeEMa,;

* Modesib — MOfENb BCTPOEHHOIO MOAEME;
* Bepcus npowusku Mmodema — yctaHoBNeHHasa Bepcusd MO a9 BCTPOEHHOIo MoLeMa,;
* IMEI — ngeHTudmkaTop MobuabHOro 060pya0BaHUS;
+ Onepamop — onepaTop MOOW/ILHOW CETU, K KOTOPOI NOAK/IOYEHO YCTPOICTBO;

31



PykoBoacTso no akcnayatauum WB-15-W2

+ IMSI — IMSI-kog akTBHOW SIM-KapThbi;

* MCC,MNC - ngeHTudmkaTopbl NpUHaLIEXHOCTN akTBHOW SIM-KapTbl K onpeaeneHHoMy onepartopy
COTOBOW CBAA3Y;

+ LAC, CID, BSIC — ngeHTucpmkartopbl reorpadpuyeckoro painoHa, cotbl 1 6a30B0l CTaHLMN MOOU/IbHO
CeTW, K KOTOPOI NOAKMHYEHO YCTPONCTBO;

* Band - ncnonb3yemas nosnoca 4acTor,

* KaHas1 — 4aCTOTHbI KaHa,

* RSSI - cpegHee 3Ha4YeHVe YPOBHS MOLHOCTI CUrHasna OT 6a30BOV CTaHLuK;

* RSRP — ypoBeHb NpPYHNMAEMOro curHana ot 6asoBoli ctaHuuy (anst ctaHgapTa LTE);

* RSRQ - ypoBeHb kayecTBa NPUHATbIX NUIOTHBLIX cUrHanos (ansa ctaHgapta LTE);

+ SINR — OTHOLLEHWE YPOBHS MOJIE3HONO CUrHas1a K YPOBHHO LLyMa B Touke npuema (ansa ctaHgapta LTE).

Pe3epBupoBaHue kaHana:

PeaemepOBaHme KaHana

Cratyc PaBoTtaet
AktueHas SIM-kapTa SiMiA
MNepenaHo nakeTos 10
MNpwHATO NakeToB 10
Bpema oTknuKa 85¢
CpenHee 0TKNOHEHWE 20c

Motepw 0%

* Cmamyc — ctatyc paboTbl:

* He HacmpoeHo — napaMeTp BbIK/IOYEH B KOH(pUrypaumm ycTpoicTBa,;

+ Pabomaem — pe3epBupoOBaHMe KaHana BK/IHOYEHO;

* VI3meHeHue akmusHoU SIM-kapmbl — CBA3b Yepes TekyLuyto SIM-kapTy He ya0BneTBopseT
3a/aHHbIM B KOHMrypauuy napamerpam pesepBupoBaHns kKaHasa, NPoUCXoanT CMeHa akTUBHOM
SIM-kapTbl (B kauecTBe akTUBHOI SIM-kapTbl B AaHHOM crlyyae 6yaeT ykasaHa Ta SIM-kapTa, Ha
KOTOPYH NPOUCXOAUT NEPEK/HOUEHNE);

+ AkmusHas SIM-kapma — Homep SIM-kapTbl, KOTOpas akTUBHA B JaHHbIA MOMEHT;

* [NepedaHo nakemos — KONN4YecTBO ping-request NakeTos, OTNPAaB/IEHHbIX HA YKa3aHHbI B KOHpUrypaumm
ping-server;

* [MpuHAMO nakemos — KONN4ecTBO ping-reply naketos, NPUHATBLIX YCTPOMWCTBOM OT YKa3aHHOrO B
KOHurypauum ping-server;

* Bpemsi omksiuka — cpefiHee Bpemsi OTBETOB Ha ping-request, mc;

+ CpedHee omk/IOHeHUe — [ONYyCTUMOE OTK/IOHEHUE OT BPEMEHW OTK/INKA, MC;

+ [Nomepu — NPOUEHT ping-request NakeTos, Ha KOTOPble He Gbl NOyYeH OTBET OT ping-server.
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4.5.8 TMogmeHto «MHdopMauus 06 ycTporcTee»

B nogmeHto «MHdhopmaums 06 ycTpolicTBe» 0TOOpaxeHbl OCHOBHble xapakTepuctukn WB-15-W2.

ELTEX WB-15-W2

MOHMTOPMHT ~ MoOunbHad ceTe  Radio VAP CeTeBble HAaCcTpOKM  CucTema i~ (Beixom)

Wi-Fi KnueHTel WM3genue WB-15-W2
AnnapaTHas sepcus 3.2
CTaTuCTHKa no Tpaguky
3asoackoi MAC-agpec ASF94BI3F5FCO
CraHWpoBaHue 3dupa
CepwiiHbIA HoMep WP31000089

JKypHan coGbiThit

Bepcua MO
CeTeBan WHOpPMALMA PesepeHas sepcuA M0
VcbopmaLs o Bepcua 3arpysuuka
paavouHTepdelice CucTeMHoe spems  08:27:36 26.10.2020
MoOuneHaa ceTh Bpema patoTw 0 oH, 00:39:38

WMHcpopMaunsa ob ycTpoicTee >

* M130e/iue — HaumeHoBaHWe MoAev YCTPOCTBa,

+ AnnapammHasi sepcusi — BEpCus annaparHoro obecneyeHns yCTponcTea,;

+ 3asodckoli MAC-adpec — MAC-aapec yCTpOiiCcTBa, yCTaHOB/EHHbIN 3aBOAOM-U3rOTOBUTENEM;
+ CepuliHbili HOMep — CepUiiHbIi HOMEpP YCTPOICTBA, YCTaHOB/EHHbIN 3aBOAOM-U3rOTOBUTENEM;
+ Bepcusi 1O — Bepcusa NporpamMmMHOro obecnevyeHmst yCTponcTsa,;

* PesepsHas sepcus 1O — npegblaylias yctaHoBsieHHas Bepcus MN0;

* Bepcusi 3a2py3quka — Bepcus nporpamMHoOro obecrnevyeHns 3arpy3ymka yCTpomncTea;

+ CucmeMHoe BpeMsi — TekyLLme BpeMs 1 aTa, yCTaHOB/IEHHbIE B CUCTEME;

*+ Bpewmsi pabomsbi — BpeMsi paboTbl C MOMEHTA Noc/eAHero BKKUYEHUs: Unu nepesarpy3kn yCTpoiicTea.
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4.6 MeHo «MobunbHaga ceTb»

B meHo «MobunbHas ceTb» BbINO/HAETCS HacTpoiika nHTepdeiica 2G/3G/4G.

4.6.1 MoameHo «O6LLne»

ILTEX  WwWB-15-W2

MoHUTOpMHT ~ MoOMnbHaA ceTb  Radio VAP CeTeBble HAacTpoikM  CucTema U~  (BbxOA)

Ofwme > Pexum mogema PPP v
PesepeupoBaHWe KaHana Pesum cetn ABTOMATHYECKM v
SIM-kapTa SiM1 v
APN Auto O
APN
Homep Hatopa *99#

Mma nonssoeatens

Mapons

PIN-kog

DukcKuposate TTL O

* Pexxum modema — BblI6Op MeToAa NOAKIHYEHUS:

+ USB - nogknioueHne peanmayercs ¢ nomoupto LTE-coeguHeHns mexay MogeMoM yCTponcTea
CepBepoM CO CTOPOHbLI oneparopa,;

* PPP - peanim3zauus coeiMHeHMs ¢ NOMOLLb0 PPP-TyHHeNs mexay npoLeccopom ycTpoicTea u
CepBepoM CO CTOPOHbLI oneparopa,;

* Pexum cemu — BbIOOp CTaHAapTa NOAK/IHYEHNS YCTPOMCTBA K COTOBOIN CeTU. 3HaYeHreM no
YMO/TYaHUIO ABNSETCA aBTOMaTUYeCkmii BbIGOp pexrmMa. Takke MOXHO BblbpaTb BapuaHThl 2G, 3G, 4G,
2G-3G, 2G-4G, 3G-4G. Npwu BbIGOPE ABOINHOIO BapraHTa npegnoyTeHve npy nogknyeHnn yaet
oTaaBaTtbCcs 60nee coBpeEMEHHOMY CTaHAApPTy (Hanpumep, Npu BbICTaBNEHHOM pexume 3G-4G
NPUOPUTETHLIM ByAET NnoakItyeHve B 4G);

+ SIM-kapma — BbI60Op akTUBHOW SIM-KapTbl 4715 OCYLLECTB/IEHUS NOAK/THYEHUSA K CETU MOBUBHON CBA3W.
3HaueHneM no ymonyauto siensietcs SIM1 (to ectb SIM-kapTa, koTopas pacnonoxeHa B SIM-cnote 1);

* APN Auto — aBToMartn4yeckoe onpegenenve APN 015 nogknoyeHns B 3aBUCUMOCTY OT UCMNOJb3YeMOro
onepartopa CoTOBOV CBA3W. B ciiydyae HE06X0AMMOCTM MOXHO yKa3aTb ctatuyeckuii APN, cHAB
BblgeneHune ¢ APN Auto 1 Bnucas HyXHbIi APN B nosiBuBluemMcsi okHe APN;

+ Habop Homepa — TpebyeTca 3agaTtb HOMep Habopa B COOTBETCTBUM C HACTPOKamMK Ballero oneparopa,
no ymonyaHuio — *994# (none AOCTYNHO TOMbKO B pexume PPP);

* VM5 nosib308amerisi, Naposib — AONOSHUTENbHbIE NapaMeTpbl 4151 NOAK/IHYEHNS K CETU COTOBOW CBA3M,
yKasblBaTb He0bs3aTesbHO;

* PIN-k00 — PIN-kog ncnonb3dyemoii SIM-kapTbl. B cnyyae otcyTcTBus PIN-koga nose MoXxHoO oCTaBUTb
nycTbIM;

+ Qukcuposame TTL — ynpasneHue 3HadyeHnem TTL o9 NCXo[ALWNX NMAKETOB.
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,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.6.2 TMopgmeHo «Pe3epBrpoBaHue kaHana»

B nogmeHo «Pe3epBrpoBaHue KaHana» OCyLLeCTBASETCSA HACTPOIiKa Nepek/ItyeHns akTuBHol SIM-kapTbl B
cryyae, ecnv no TekyLel akTuBHON SIM-kapTe ka4ecTBO CBS3W He Y0BNETBOPSET 3a/aHHbIM NapameTpam.
MexaH13M NpoBepKM KavyecTBa kaHasia ocHoBaH Ha oTnpaske ICMP-coobLeHni KakoMy-nnMbo cepsepy U
aHanunsa noslyyeHHol B pesynsrare CTaTUCTUKN.

L TEX WB-15-W2

MOHMTOPMHT ~ MoOWNbHadA ceTe  Radio VAP CeTeBble HAcTPOiKM  CHMCTEMa i~  (BbIXOD)

Ofume BrniodeHo

Pe3epeMpoBaHUe KaHana > Mepnon oTnpasku 240
ICMP-3anpocos, ¢

TamMayT OHUOaHWA 1000
ICMP-oTBETOB, MC

KonuyecTeo ICMP- 10
3anpocoB
DSCP 56 v
Ping-cepeep 1

Ping-cepsep 2

Ping-cepeep 3

JonycTumMeie notepu, % 25
JonycTUMoe EpemMa 1000
OTKMHKE, C
[onycTUMOE CpPefHes 1000

OTENMOHEHWE, C

* BK/1l04eHO — Heobxo4AMMO YCTaHOBUTL donar A1 akTuBaumm yHKLMM pe3epBnpoBaHns KaHana,

* lMepuod omnpasku ICMP-3anpocos, ¢ — nepnof, C KOTOpbIM YCTPOICTBO 6yAeT nocbinarb ICMP-3anpochl
Ha 3a4aHHblIli ping-server;

+ Tatimaym oxudaHusi ICMP-omsemos, Mc — BpeMsi, B Te4eH/e KOTOpPOro YCTPONCTBO ByaeT xaaTb oT
cepsepa ICMP-oTBeT. B criyyae, ecnv OTBET OT cepBepa npuLlen no3aHee, Yem BbICTaB/NEHHbIN TalimayT
oXuaaHus, MM60o He npuwen BoBce, AaHHbIi ICMP-3anpoc cuntaercsi ocTaBlIMMCA 6e3 0TBeTa;

+ Konu4yecmso ICMP-3anpocos — KOnM4ecTBO oTnpaBneHHbIX nogpsag ICMP-3anpocos npu Kaxkaom
3anycke npoueaypbl (4epes Bpemsi nepuoga ornpasku ICMP-3anpocoB). MpuHsTe pelleHns o
nepekntoyeHnn SIM-kapTbl OCHOBbIBAETCS Ha NOTYYEHHOW B pe3ynbTare npoueaypbl CTaTUCTUKE,;

+ DSCP - npuoputeT oTnpasneHHbIx ICMP-3anpocos;

* Ping-cepsep 1, Ping-cepsep 2, Ping-cepsep 3 — cepBepa, A0 KOTOPbIX YCTpoicTBO oTnpasnset ICMP-
3anpocbl. CHauyana ping 3anyckaeTcsi Ao ping-server 1, B c/lyyae ero HefjoCTynHocTu (nM6o B cnydae,
€C/I1 NoJslyYeHHasi CTaTUCTMKA He Y0BNETBOPSIET 3ajaHHOMY KauecTBy) NPOMCXOAMT 3anyck ping Ao
ping-server 2, 3aTeM aHaU1I0TM4YHO [0 ping-server 3. B ciiyyae, ecnn pesysnbtarbl HeY40BNETBOPUTESbHbIE
Ha BCeX CKOH(hMrypmrpoBaHHbIX cepBepax - NPoU30naeT nepekntodeHne akTneHol SIM-kapTel. B ciyyae,
ec/v pesyneratbl OyAyT ycrnelwHbIMU XOTA 6bl HA O4HOM U3 3a[jlaHHbIX CEPBEPOB - NepekstoyeHne He
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npousoiget. Ans paboTbl MexaHn3mMa 06a3aTesibHO 4,06aBUTb B KOHUIypauuio XoTs 6bl OAUH ping-
server.

+ fonycmumsie nomepu, MC — MakCUMasibHbI ONyCTUMbIA npoueHT ICMP-3anpocoB, Ha KOTopble He Obin
nonyyeH ICMP-oTBeT 3a Bpems TaiimayTa oxugaHusa ICMP-oTBeTa. B cnyyae npesblleHNs JaHHOro
3Ha4YeHMs NoTepb NPOM30MAET NepeksityeHre akTuBHON SIM-kapTbl , NM60 Nepexos K cneayowemy
ping-server;

* [lonycmumoe BpemMs OmK/1uka, MC — MakCuMasibHOe 3HaYeHe cpefHero BpemMeHn OTKNnKa Ans Bcex
otnpasneHHbIx ICMP-3anpocoB. B cnyyae npesbIleHNs 4aHHOIO 3HaYeHns NPon3onaeT nepekoyeHne
aKkTMBHOI SIM-kapTbl, NGO Nepexos K crieaytoLlemy ping-server;

+ [onycmumoe cpedHee OmK/IOHEeHUE, MC — MakCUMaslbHOE 3HaYeHne OTK/IOHEHWUSI OT CPeAHeEro BpeMeHM
OTK/IMKa. B cnyyae npeBbIleHNs JaHHOTO 3HaYeHUs NPOM30AAeT NepeksitoveHne akTuBHon SIM-kapTsbl,
nn6o nepexoq K cnegyoLemy ping-server.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

© Oo6parute BHUMaHVE, Nepek/oyeHne akTuBHOM SIM-KapTbl, G0 NEPEXOf K CredytoLemMy ping-server,
OCYLLECTBNSIETCS B C/lyyae, KOraa XoTs 6bl O4UH U3 NOTYYEHHbIX NapaMeTPOB KayecTBa He
YA0BNETBOPSET 3a/iaHHbIM YCI0BUSM. B cnyyae , eC/iv NPOM30LLIIO NePEKIYEHNE Ha pe3epBHYHO SIM-
KapTy, faHHas KOHMrypaumsi aBToMaTU4YeCckn COXPaHUTCS Ha yCTPoiCTBe. To ecTb Npu nepesarpyske
yCTpOiicTBa akTMBHOI 6yaeT Ta SIM-kapTa, koTopasi 6bl1a akTUBHOV HENOCPEACTBEHHO [0
nepesarpysku.

47 MeHto «IPSec»

4.7.1 TopgmeHto «MNapameTtpbl IPSec»

© MeHio «IPSec» He OCTYNHO B pexume moaema PPP.

“ILTEX  wB-15-W2

MoOHMTOpHMHT ~ MoOunbHas ceTe  IPSec  Radic VAP CeTeBble HacTpoilku  CucTema U~  (Bblxod)

MapameTpel IPSec » IPsec Remote Gateway

IPsec Operational [}

Status
XAUTH User user
XAUTH Password password

PaclunpeHHble HacTPONKK v

+ IPsec Remote Gateway — w3 ans IPsec, 3apaetcs B hopmaTte IP-agpeca v 4OMEHHOIO UMEHN |

+ IPsec Operation Status — cocTosiHue KoHurypupyemoro IPsec coeanHeHus;

« XAUTH User — nmsa nonb3oBaTenst Ans paclunpeHHon aBTopusalm, HeobxoaumMmo ans padoTbl
mexaHusma mode config (ananasoH: 4-16 cMMBOMOB) ;
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+ XAUTH Password — naposb nosib3oBatens Ans pacluMpeHHOoR aBTopmnsaumm, HeobxoaMmMo Ansi paboThbl
mexaHu3ma mode config ( AnanasoH: 8-48 cumBonoB);

PacLumpeHHble HacTPONKK <

IKE Proposal

IKE Authentication shal v
Algorithm

IKE DH Group 2 v

IKE Encryption aes v
Algorithm

IKE Policy

Use ISAKMP Mode up v
Config

IKE Lifetime, sic 86400
Use NAT-T
IPsec NAT Keepalive 10
IPsec Password password

Use XAUTH Password O

* IKE Authentication Algorithm — Bbl6op anropuTma xawmvpoBaHus IKE, npegHasHaveH ansi npoBepku
LEeNOCTHOCTU AaHHbIX;

* IKE DH Group — Bbl6op anroputma Anddm-XennmaHa, ncnosnb3yeTcsa YTo6bl yCTaHOBUTbL OOLLINIA CEKPET
B He3alMLIEHHON ceTy;

* IKE Encryption Algorithm — BbiGop anroputma wmndppoBaHus ansa 1 hassl nogknoyeHns IPsec;

+ Use ISAKMP Mode Config — akTBMpyeM pPeXrnM aBTOMATUYECKOro NosTyYeHNs BUPTYaslbHOrO agpeca,
yAaneHHon nogcetn, agpecos ans nogHatua GRE TyHHeneln ot ESR, K KOTopoMy nogknrvaemcst no
IPSec.;

+ IKE Lifetime — Bpems xu3Hu IKE (paza 1), AomkeH 6bITb UAeHTUYEH No 06e cTopoHbl IKE/IPsec-
coeanHeHust ([manasoH: 180-86400 cekyHp);

+ Use NAT-T — Heobxoanmo BKNOUMTb hnar, ecnu T Haxoautcs 3a NAT,

+ IPsec NAT Keepalive - nepuoan4HoCTb OTNpaBku naketoB keepalive npu pa6ote yepe3 NAT, uTo Gbl
NAT TpaHCcnsAumMs coxpaHsaiacb Ha BbILLECTOALWMX poyTepax Npy AJINTENbHOW HEe aKTUBHOCTU CO
CTOPOHbI KnneHTa. (AuanasoH: 0-300 cekyHa) ;

+ IPsec Password — naponb ans IKE/ISPEC-coeanHeHust (amanasoH: 8-48 cuMBO/OB) ;

+ Use XAUTH Password — ncnonb3oBaTtb B KauecTBe secret-napons ipsec-naposnb fornHa xauth;
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IPsec Proposal
IPsec Authentication shai b
Algorithm
IKE DH Group 2 v
IPsec Encryption aes v
Algorithm
IPsec Exchange Mode main v
IPsec My |dentifier address v
My Identifier type fgdn
IPsec Policy
IPsec DPD Delay 180
IPsec Chaild SA 3600
Lifetime
IPsec VPN
Force Establish Tunnel up v

IPsec Authentication Algorithm — BbIGOp anropuTma xawwmposaHus IPsec, npegHasHavyeH a1 NpoBepku
LLe/TOCTHOCTU [ aHHbIX;

IKE DH Group — BbI6op anroputma Anddun-XennmaHa, Mcnonb3yercs YToObl YCTaHOBUTL 0OLLMI CEKpeT
B He3alMLIEHHONR CeTy;

IPsec Encryption Algorithm — Bbi6op anroputma wndpposaHns 415 1 hasbl nogknoveHus IPsec;

IPsec Exchange Mode — pexwum cornacoBaHus (main/aggressive);

IPsec My Identifier — onpeaensieT MmeToa naeHTnguKaLmmn, KOTopblii 6yaeT NCnonb30BaTbCA Npu
npoBepKe NOA/IMHHOCTY Y3/10B;

My Identifier type — Tun naeHTUUKaTOPS;

IPsec DPD Delay — wHTepBas1 OTNpaBky NakeToB 06HAPYXXeHUs paspbiBa coeanHeHus. Mpu oTcyTCTBUM C
NPOTUBONONOXHONM CTOPOHbI IPsec VPN oTtBeToB Ha 5 naketoB nogpsag, T4 coutetr VPN passanvsLummcs
1 npon3BeaéT nepesanyck IPsec VPN co cBoeii cTopoHbl. (JuanasoH: 5-600 cekyHa);

IPsec Chaild SA Lifetime — Bpems xu3Hn IPsec VPN SA (chaza 2), LoMKeH ObITb 0AMHAKOBLIM C 06eUX
cTopoH TyHHens IKE/IPsec. lonxeH 6bITb Hxke, yeMm IKE Lifetime (QumanasoH: 180-86400 cekyHa);

Force Establish Tunnel = BKtO4XTb, 4TOObI yCTaHOBUTL coeanHeHmne IPsec VPN HemeaneHHo. VHave,
VPN-coegumHeHune IPsec 6yaeT ycTaHOB/IEHO MO 3anpocy.
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4.8 MeHo «Radio»

B meHto «Radio» npon3BoguTCca HacTpolika 6ecnpoBoAHOro UHTEpdenca.

4.8.1 MoameHto «Radio»

PykoBoacTso no akcnayatauum WB-15-W2

B noameHto «Radio» ocylllecTBNSAIOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

=(TEX

WB-15-W2

MOHWTOPMHT MoBHNbHAR CeTh Radio VAP CeTeBble HACTPOIHK! Cuctema -~ (BBIXO

Radio » Obwune

BrnkdeHo

(9]
[=)]
w

Pexum IEEE 802.11b/g/n v
ABTOMaTHYECKWA BITOp O
KaHana
KaHan 6 (2437 MI'u) w
WKMpKHa kaHana, My 20 w
IMOLWHOCTE CHrHana, 5 v
aoEm

LOononHWTENLHO v

Pexum — pexvm paboTbl MHTepdpeiica cornacHo cTaHgapTam:

+ |EEE 802.11b;

+ |IEEE 802.11g;

+ |[EEE 802.11n;

+ |EEE 802.11b/g;

« |EEE 802.11b/g/n;
Asmomamuuyeckuli 8b160p KaHasa - Npy YCTaHOB/IEHHOM chniare Touka 6yAeT aBToMaTuyecku
BblOMpaTbh HaMMeHee 3arpyXXeHHblil paguokaHan gnsa pabotsbl Wi-Fi nHtepdpeiica. Mpu cHaTom cnare
OTKpbIBaEeTCA A0CTYN A1 YCTaHOBKM CTaTUYECKOro paboyero kaHasna.
UlupuHa kaHasa, MMy — WwmpuHa Nonocbl YacToT KaHana, Ha KOTOPOM paboTaeT paavonHTepdeinc
yCTpOMCTBa, NpuHMMaeT 3HadeHuns 20, 40;
OcHoBHoUI kaHa/1 — OCHOBHOI KaHan paanouHTepdeica. HacTpoiika gocTynHa npy Bbi6ope LMPUHBI
kaHana B 40 MI'y, - B 3TOM c/lyyae cymMmapHsblii kaHaut 40 MITy, o6pasyeTcs U3 AByX COCeAHUX YacTOTHbIX
kaHanos no 20 MI'u. BbiI6op OCHOBHOTO KaHas1a onpeAesnsieTcs nonoXeHnem OTHOCUTENIbHO
[lONOJTHUTENLHOTO:

+ Upper — yactoTta OCHOBHOIO KaHasia Bbllle 4acTOTbl AOMO/THUTE/TbHOTO;

* Lower — yactoTta OCHOBHOrO KaHasia Huxe 4acToTbl JONO/HUTENBHOTIO;
KaHas1 — BbIG0OP 4aCTOTHOrO KaHas1a nepefayn AaHHbIX;
MowHocmsb cueHasia, 0bm — perynvposka MoLwHocTn curHana nepegarynka Wi-Fi 8 gbm. NpuHumaet
3HayeHue ot 5 0o 16 abm.

B pasgene «JononHMTeNbHO» OCYLLECTBASIETCS HACTPOiKa AONONHUTENbHbIX NapamMeTpoB paanonHTepdeiica

yCTpOWCTBA.
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[JOononHWUTENBHO <

OBSS Coexistance

KOpOTKMIA 3aLYMTHBINA
MHTEpBan

STBC (]
3awmra O
Mepuog oTnpaBku 100
CrnyxeOHbIX COODLLEHMA,

MC
Mopor hparmeHTaLmMm 2346
Mopor RTS 2347
Arperauua
KopoTkas npeam@yna
LWiefinep 0
Broadcast/Multicast,
nakic

ANaNTHBHAA AWarpamMmmMa O
HanpaeneHHoCTH

OBSS Coexistance — aBToMaTnyeckasi CMeHa LUMPUHbI KaHasa Npu 3arpy>eHHOM paamnoadunpe;
Kopomkul 3awyumHbIli uHmMepsasl — NOAAEPXKKA YKOPOYEHHOr0 3aLllMTHOrO MHTepBaia. Touka gocTtyna
nepeaaet AaHHble, ncnosb3ys 400 He 3awmTHBbI HTepBas (BMecTo 800 HC) NpU OBLLEHNM C KNNEHTaMM,
KOTOpble Takke NoaaepXnBatT KOPOTKMIA 3allUUTHBIA NHTepBaUT;

STBC — meTof NpoCcTpaHCTBEHHO-BPEMEHHOI0 6/104HOT0 KOAMPOBAaHWSA, HAaNpaB/IEHHbIN Ha NOBbILLEHVEe
HaAEeXHOCTU nepefayn AaHHbIX. MNone [OCTYNHO, TONbKO ec/iv BblIGpaHHbI pexum padoThbl
pagnovHTepdelica skntovaeT B cebs 802.11n. MNMpu ycTaHOB/IEHHOM do/iare yCTPOMCTBO nepefaeT oanH
NOTOK AaHHbIX Yepe3 HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOBMEH, YCTPOUCTBO He nepesaeT O4AunH U
TOT Xe MOTOK [laHHbIX Yepe3 HECKO/IbKO aHTEHH;

3awjuma — npun BK/IOYEHUN JAHHOW ONUUK K YCTPOMCTBY CMOTYT NOAKIHOHATHCSA J/INLLb KIINEHTbI ,
nogaepxusatowme ctaHgapt 802.11n;

lMepuod omnpasku c/yebHbix coobujeHud, Mc — nepnoa nocbikm Beacon-ppeinmoB. dpeiimbl
nepegarTcs s 06HapyXeHns TOUKM AocTyna B achupe, npuHumMaeTt 3HavyeHms 20—2000 mc, no
ymonyanumto — 100 mc;

lMopoe hpacmeHmayuu — nopor dyparmeHTaumm opeima, B 6ainTtax. NMpuHMMaeT 3HadueHnss 256—2346,
no ymosnyaHuio — 2346;

lMopoe RTS — ykasbIBaeT YNC/O0 GaiiT, Uepes KoTopoe nocbliiaeTcst 3anpoc Ha nepegady (Request to
Send). YMeHblLUEHME AAaHHOTO 3HAUYEeHMS1 MOXET YyULINTL PaboTy TOUYKM AOCTyna Npu 60/1bLWOoM
KO/IMYeCcTBe NOAK/IHOYEHHBIX K/TMEHTOB, OAHAaKO 3TO YMeHbLUaeT 06LLYH0 NPONYCKHYK CNOCOBHOCTb
6ecnpoBogHoin ceTu. NMpuHUMaeT 3HavyeHmns 0-2347, no ymonyanuio — 2347,

Frame Aggregation — BknoueHne nogaepxku AMPDU/AMSDU;

Kopomkasi npeambysia — nCnosb30BaHNe KOPOTKOM npeambyrsibl NakeTa;

WMM - BkntoueHue nogaepxkm WMM (Wi-Fi Multimedia);

Lletinep Broadcast/Multicast, nak/c — npn ycTaHOB/IEHHOM ¢oiare BbIMOIHAETCS OrpaHnyeHre nepeaadn
LUMpPOKOBeLLaTeIbHOro/My/ITUKACTOBOIO Tpadmka no 6ecnpoBOAHON CETU. YKaxXuTe NMMUT ans
LUIMPOKOBELLLATE/IbHOrO Tpadhmka B NosiBMBLUEMCS OKHe (Nak/c).

AdanmusHasi npo2pamMmma Harnpas/1eHHOCMU — TEXHOMOIsA (hopMMPOBaHUA Hanpas/IEHHOTO sly4ya [0
KnneHToB (anst ctaHgapTa 802.11n).
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4.8.2 TopameHto «QoS»

B nogmeHto «QoS» ocyLecTBsieTcst HacTpolika doyHKUMIA obecneveHunst kadectsa obenyxumBaHus (Quality of

Service).

MOHMTOPUHT ~ MOBMNBHARA CETb Radio VAP CeTeBble HaCTPOHKH Cuctema i~  (Bblxod)

L TEX  wB-15-W2

Radio HacTtporikn QoS

QoS> WiFi MynsTMeama
(WM}

BrntounTe QOS

AP EDCA Parameters
Ouepeak AIFS cwMin cwMax TXOP Limit

Data 3 (ToH) -
Data 2 (Best Effort) 5 =
Data 1 (Buaeo) 1 - _

Data 0 (Fonoc) 1

(]
£
-1
£

47

* Bksroyumb QoS — npu ycTaHOBEHHOM dhiare A4OCTyMnHa HacTpolika OyHKUMIA o6ecneveHns kayectsa
o6cnyxusaHua (Quality of Service);

« AP EDCA parameters — Tabnmua HacTpoek napamMeTpoB TOUkM gocTyna (Tpaduk nepegaeTcsi oT TOUKU
A0CTYyNa K KNMEHTY):

+ Oy4epeds — NpeponpeaeneHHble ouepeamn Ans Pa3/IMYHOro poaa Tpadomka:

+ Data 3 (®oH) — HU3KOMPUOPUTETHASA OYEPELb, BbICOKAsA NPOMYCKHAst COCOBHOCTL;
« Data 2 (Best Effort) — cpegHenpuopuTeTHasi o4epeab, CPELHSIA NPONyCkHast CNOCOBHOCTL U
3afiepxka. B gaHHyto oyepeb OTNpaB/seTca 60/MbWMHCTBO TPaAULMOHHBIX IP-gaHHbIX;
« Data 1 (Budeo) — BbICOKONpPUOPUTETHAS ouepesb, MUHUMa/IbHbIE 3a[ePXKN. B AaHHOI
oyepean aBToMaTuyeckn obpabartbiBaloTCA BUAEOAAHHbIE, YYBCTBUTE/bHbIE K BPEMEHN;
+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASA OYeEPEb, MAHUMAaSIbHbIE 3aA4EPXKN. B aHHO
oyepean aBToMaTnMyeckn obpabatbiBatOTCA faHHble, HyBCTBUTE/IbHbIE K BDEMEHM, TaKNe Kak:
VolIP, notokosoe Buaeo.
AIFS — Arbitration Inter-Frame Spacing, onpeaenseT Bpemsi oxuaaHus kaapos (chpeiimos)
[aHHbIX, U3MepsieTcsa B cioTax, NpUHMMAaeT 3HadveHus (1-255);
cwMin — Ha4anbHOE 3Ha4YeHVe BPEMEHM OXUAAHNSA nepea NOBTOPHOIN OTNPaBKOW Kaapa, 3afaeTcs
B MUMceKyHaax, npuHumaet 3HadeHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMin
He MOXET npeBbIwaTtb 3HaueHne cwMakx;
cwMax — MakCMMasibHOe 3Ha4YeHne BPEMEHM OXUAAHNS nepea NOBTOPHON OTNPaBKO Kaapa,
3afaeTcs B MUINUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLle 3HaYeHns cwMin;
TXOP Limit — napameTp UCNONb3YeTCHA TOMLKO AJ/15 AaHHbIX, NepefaBaemMbiX OT CTaHLMK KfMeHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepefayun — nHTepBas BpEMEHU, B MUJTIUCEKYHAAX, Korga
knneHtckasa WME-CTaHUMSt MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBogHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 munnncekyHs,

41



PykoBoacTso no akcnayatauum WB-15-W2

Station EDCA Parameters
Ouepegb AIFS cwMin cwMax TXOP Limit
Data 3 (@oH) 7 15 v 1023~ 0
Data 2 (Best Effort) 3 15 o 1023 ~ 0
Data 1 (Buaeo) 2 - - 15 - a4
Data 0 (Monoc) 2 3 o 7 - a7

« Station EDCA parameters — Tabnuia HacTpoek NapaMeTpoB CTaHLUMK KnneHTa (Tpaduk nepeaaeTcs ot
CTaHUMK KNeHTa Ao Touku AocTyna). OnucaHve noneli Tabnulbl NPUBEAEHO BbilLIE.

[nsa BCTynneHms B CUy HOBOWM KOHQIUIypaumum 1 3aHeCEHNS HaCTPOEK B AHEProHEe3aBUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI UBMEHEHUIA HAXKMUTE KHOMKY «OTMEHa».

49 MeH «VAP»

B pasgene «VAP» BbINO/HSAETCSA HACTPOiika BUPTYanbHbIX Todek goctyna Wi-Fi (VAP).

4.9.1 MogmeHo «CyMmmapHO»

B noameHto «CyMMapHO» 0TOGpadkatoTCsi HACTPOWiKM BCeX BUPTYasibHbIX Touek goctyna Wi-Fi (VAP). MoxHO
NMOCMOTPETb HACTPOWNKM KaXKA0N BUPTYyasibHOM TOUKM AocTyna B pasgenax VAPO..3.

SILTEX  wB-15-W2

MOHUTOPHHT MoBHMBHAR CETH Radic VAP  CeTeBbIE HACTPOMKM CHCTEMA - (BEIXOM)

CyMMapHO > VAP

VAFD Pexnm TpaHcnupoBsaTk Wzonauua
VAP  BKNW4eHo G6e30MacHOCTH VLAN ID SsID SsID 2BOHEHTOB

VAP
VAPO WPAWPA2 0o WE-15-02 O

VAPZ

VAP3 VAP1 WPA/WPAZ2-Enterprise [ WB-15-W2-1 O
VAPZ BhIknioHEHD 10 WE-15-W2-2 ]

VAP (O BuIKMoueHo WB-15-W2-3

+ VAPOQ..3 — nopsiAKOBbIi HOMEpP BMPTYaslbHOM TOYKM AOCTYNa;

* BK/1t04eHO — Npu ycTaHoBMeHHOM hnare VAP BK/IOYEH, MHa4Ye — BbIK/IHOYEH;

+ Pexum 6e3onacHocmu — TUM WNAPOBaHUs AaHHbIX, UCNoAb3yeMblli Ha VAP,

* VLAN ID — Homep VLAN, ¢ KoToporo 6yaeT cHAMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knveHTam,
NoAKNIYEHHbIM K AaHHol VAP. IMNpu npoxoxaeHnn Tpadvka B 06paTHYH0 CTOPOHY Ha HETETMPOBaHHbI
TpadmK OT KNMeHToB byaeT HaBelumBaTbesl meTka VLAN ID;

+ SSID — nmsa BupTyanbHo 6ecnpoBOAHON CETH;

+ TpaHcnuposames SSID — npn yctaHoB/IEHHOM donare BK/to4eHo BewaHne B acomp SSID, nHave —
BbIK/IHOYEHO;
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* V3onsiyusi aboHeHmMoB — Npu YCTaHOB/IEHHOM do/iare BK/IK0UEeHa U30/1ALMst KTIMEHTOB ApYr OT Apyra B

npegenax ogHoro VAP.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.9.2 MNMopgmeHo «VAP»

ILTEX  WB-15-W2

MOHUTOPHHT IMoOUnLHaA ceTb Radio VAP CeTeBble HacTPOHKK CucteMa - (BBIXOD)

CymMMapHo QOB6LLUKNe HACTPOUKK
VAPO > BrnryeHo
VAP1 VLAN ID O
VAP2 SSID WB-15-W2
VAP3 Tpancnuposare SSID
M30n9UMA a00HEHTOR O
MakcumaneHoe 0
KOMMYECTBO KNWEHTOB
Pexum GesonacHocTi WERAMNPA2 v
Knroy WPA - @

ﬂOpTaJ’IbHaH ABTOpN3aUMA

BENHYUTE O

OrpaHU4eHNst CKOPOCTH v

O6u1me HaCTPOIKU:

Bk/io4eHO — nNpuv yCTaHOB/IEHHOM doiare BUpTyasibHasA Touka AOCTyna BK/IH0YEHa, MHaYe — BbIK/TIOYEHa;
VLAN ID — Homep VLAN, ¢ KoToporo 6yaeT cHuMatbcs MeTka npu nepegade tpadmnka Wi-Fi knnenTam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID - vimsi BUpTyanbHOW 6ecnpoBOAHOI ceTw,
TpaHcnuposams SSID — Npy yCcTaHOBNEHHOM dhnare BK/IOYEHO BellaHne B paanosadnp SSID, uHave -
BbIK/1HOYEHO;
W3onayusi aboHeHmMoB — Npu yCTaHOB/IEHHOM (p/iare BK/Il0UeHa U30/15LMA KNMEHTOB Apyr OT Apyra B
npepenax ogHoro VAP;
MakcumasibHoe Ko/lu4ecmso K/IUeHmos — MakCUMasibHO AONYyCTMMOE YNCO0 NOAK/IYaeMbIX K
BMPTYas1bHON CEeTU K/IMEHTOB;
Pexxum 6e3onacHocmu — pexnm 6e30nacHOCTM AOCTyna K 6ecnpoBOAHON CeTU:
* BbIK/IIOYEHO — He UCMNO/b30BaTh WKU(POBaHNe 418 nepefayn AaHHbIX. Touka AoCTynHa Ans
NOAK/TIOYEHMA NH0OOT0 KIIMEHTa,;
+ WPA, WPA2, WPA/WPA2 - cnocobbl undpoBaHus, Npu Bbi6ope 04HOro 13 cnocobos dyaet
[AOCTyNHa cneayloLlas HacTpoka:
* Koy WPA — knioy/naposnb, He06XoAMMbIN AN NOAK/IHYEHNS K BUPTYa/IbHOWN TOUKe
gocrtyna. l/ivHa kntoya coctasiser ot 8 4o 63 CMBO/OB;
+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexum LWMPpoBaHNA kaHana
6ecnpoBoAHON CBA3N, NPU KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3oBaHHOM RADIUS-
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cepsepe. [1n15 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTcs ykasaTb kiod gnsg RADIUS-cepeepa. MNpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoka:
+ /loMeH — [OMEH No/b30BaTess;
+ IP-adpec RADIUS cepsepa — agpec RADIUS cepsepa;
* Mopm RADIUS cepsepa — nopT RADIUS cepBepa, KOTOpbIi UCMOMb3yeTcsa AN
ayTeHTMdmkKaumm 1 aBTopmsaunm,
+ lMaposb RADIUS cepsepa — naponb ana RADIUS cepsepa, ncnonb3yemoro g/is
ayTeHTMdukKaumm 1 aBTopmsaunm,
* Vicnonib308ame akkayHmuHz yepe3 RADIUS — npu yctaHoBNeHHOM thiare 6yayT
oTnpaBnAaATbLCA cooblieHnsa «Accounting» Ha RADIUS cepsep;
* UMicriosib308amb Opyaue HacmpoUliKu 0719 akKkayHmuH2a:
*+ IP-adpec RADIUS cepsepa 0151 akkayHmuHza — agpec RADIUS cepsepa,
NCMNOJIb3yeMOro A1 aKKayHTUHTa;
* lNaposb RADIUS cepsepa 0151 akkayHmuHz2a — naponb ana RADIUS cepsepa,
NCMNOJb3yeMOr0 A1 aKKayHTUHTa;
* Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTopbIi ByAeT ncnosb3oBaH ansa cbopa
akkayHTuHra Ha RADIUS cepsepe;
* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BK/IHOUYUTb NePUOLNYECKY0 OTNPaBKy
coobueHnii «<Accounting» Ha RADIUS cepBep. 3agatb nHTepBas OTnpaBku
COO0O6LLEHN MOXHO B Nnone «/IHTepBas OTNPaBKN akKayHTUHa.

ﬂopTaanaﬂ aBTOPKW3aUMA

BKMH4UTL

Ha3seaHWe BUPTYaNLHOTO default
noprana

Adpec Ana http:/1192.168.0.1:8080/eltex_porta
nepeHanpasneHdna

MeTon aBTOpHU3aLINK Portal MAC Authentication hd

[MNopTanibHaa aBTopu3aLIn

Mpun pexnmax 6e3onacHocTn: BoikioyeHo, WPA, WPA2, WPA/WPA2 Ha VAP focTtynHa HacTpoiika nopTasibHOM
aBTopM3auun.

* Bksiroyums — Npu ycTaHOB/IEHHOM chnare aBTopu3auus nosib3oBatesiei B cetn 6yaeT Npon3BoanTbCS
nocpeAcTBOM BUPTYaslbHOroO nopTana;

* HassaHue BupmyasibHo20 ropmasia — UMsi BUpPTyaslbHOIO NopTasia, Ha KoTopblii ByaeT nepeHanpasieH
nosib30oBaTeslb NpY NOAKIOUYEHNM K CETY;

* Adpec 0715 nepeHanpas/ieHus — aipec BHELLHEro BUPTYaibHOTO NopTasia, Ha KoTopblli 6yaeT
nepeHanpas/ieH Nonb3oBaTeslb NPU NOAK/YEHUN K CETU.
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RADIUS
OomeH ott.root
IP-anpec RADIUS cepeepa 192.165.0.1
Mopt RADIUS cepeepa 1812
MNapone RADIUS cepeepa sare @

MCMONE30BaTh AKKAYHTHHT
yepes RADIUS

MCnone20EaTE OpyrHe
HACTPOAKKM ANA aKK3YHTHHIA
IP-agpec RADIUS cepeepa 192.168.0.1
ANA AKK3YHTUHTA
MopT RADIUS cepeepa ana 1813
AKKAYHTWUHIE
Mapone RADIUS cepeepa @&
ANA AKKAYHTUHTA
MeproguYeckan aTnNpaBka
AKKAYHTUHIE

MHTEpBan oTNpasku 600
AKKBYHTUHIA

RADIUS

+ [JomeH — ooMeH nonb3oBaTens,

IP-adpec RADIUS cepsepa 07151 akkayHmuHaa — aapec RADIUS cepsepa, Mcnonb3yemoro ans
aKKayHTUHra;

Mopm RADIUS cepsepa 07151 akkayHmMuHaa — NOpPT, KOTOPbIii OyAeT UCMOMb30BaH A1 coopa akkayHTUHra
Ha RADIUS cepsepe;

Maposib RADIUS cepsepa 07151 akkayHmuHaa — naponb ans RADIUS cepsepa, ucnosb3yemoro ans
aKKayHTUHra;

lMepuoduyeckas omnpaska akkayHmuH2a — BKNHYUTb NepUoanyeckyto oTnpaBKy COO6LLEHWI
«Accounting» Ha RADIUS cepsep. 3agatb MHTEpBa OTNPaBKN COO6LLIEHNIA MOXHO B nose «/IHTepBasl
OTNPaBKM akKayHTUHIa»,

Ucnonb3osame akkayHmuHa 4epes RADIUS — npu ycTaHOBNEHHOM dhnare 6yayT oTnpaBAsiTbCs
coobeHus «Accounting» Ha RADIUS cepsep.

OrpaHW4eH1s CKOpOCTU v
VAP Limit Down O o KBWTIC
VAP Limit Up o KBUTIC
STA Limit Down Ol o KGWTIC
STA Limit Up Ol o KGWTIC

OrpaHuyeHne CKOpPOCTU:

VAP Limit Down — orpaHnyeHne NponyCcKHON CNOCOGHOCTN B HaNpaBfeHUN OT TOUKM AoCTyna Ao
KTMEHTOB (B CyMME), NOAK/THUEHHbIX K AaHHoMY VAP, K6ut/c;

VAP Limit Up — orpaHu4eHne nponyckHoit CnocoGHOCTY B HanpaB/ieHnn oT KNneHToB (B cymme),
noAxNYeHHbIX K gaHHoMmy VAP, 0o Toukn goctyna, Keut/c;
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+ STA Limit Down — orpaHu4yeHne NponyckHOl CNOCOBHOCTM B HanpaB/ieHMM OT TOYKN AOCTyna Ao
K/TMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K gaHHOMY VAP, KonT/c;

+ STA Limit Up — orpaHuyeHne nponyckHoli CnocoO6GHOCTY B HanpaBieHUN OT KNNEHTOB (Kaxkaoro B
OTAENbHOCTM), NOAKNOYEHHbIX K gaHHOMYy VAP, oo Touku gocTyna, Kbut/c.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.10 MeHto «CeTeBble HACTPOMKM»

4.10.1 TMNopameHto «JlToKalbHasa CeTb»

“ILTEX  WB-15-W2

IMOHHTOPKHI IMoBMNLHaA CceTh Radio VAP CeTeBble HACTPOHKN Cuctema - (BbixX0M)

NokansHan cetb > CeTeBble HaCcTPOKK
MpoGpoc nopTos IP-anpec 192.168.1.1
foctyn Macka 255.255.255.0 v
HacTponkn DHCP-cepeepa
BENH4UTL
HauanbHbiil IP-anpec 192.168.1.2
KoHeuHbIi IP-aapec 192.168.1.254

DNS 192.168.1.1

Bpema apeHibl 600

CTaTuyeckue NpUBL3KN adpecoB

N2 MAC-agpec IP-agpec

CeTeBble HaCTpOVIKMZ

+ IP-adpec — IP-agpec ycTpoiictBa B LAN-noacety;
+ Macka — macka LAN-noacetun yctpoiictea 1 DHCP-cepBepa, KOTOpbIii BblAaeT agpeca KfimeHTam,
noakntoyeHHbim K Wi-Fi unu Ethernet.

HacTtpoiikn DHCP-cepBepa:

Bkatoyums — ycTaHoBuTe thnar 415 Toro, YTo6bl KMEHTbI, nogktoveHHble K Wi-Fi unn Ethernet nHtepdelicam ,
Mornn nony4unte IP-agpec. Ykaxute cnegywowme napametpbl ansa DHCP-cepsepa:

* HauasibHbIl IP-adpec, KoHeYHbIU IP-adpec — KoHdUrypupoBaHue nysna afpecos, KOTOpble MOTyT 6bITb
BblZaHbl KIMEeHTam;

+ DNS — agpec DNS-cepBepa, KOTOpbIli nepegaeTcs KNMEHTY B COOTBETCTBYIOLLLEN Onunn. NS KOPPEKTHOM
paboTbl KIMEHTOB B CETU MHTEPHET crieayeT B KavyecTBe DNS-cepBepa ykasbiBaTth |IP-aapec ycTpoincTsa,;

* Bpewmsi apeHObl — BPeMS, N0 UCTEYEHNM KOTOPOTO K/IMEHT BbILWJIET 3anpoc Ha NpoAsieHve apeHbl
Bbl4aHHOro agpeca.
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,ﬂ.ﬂﬂ BCTYyn/1€HNA B CUNYy HOBOM K0ch|/|rypau,|/||/| N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb

HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

© O6parute BHUMaHVE, Ny aAPECOB A4/1A BbiAaun KIUEHTaM A0/MHKEH HAXOAUTLCS B OHON NOACETM C
yctpoiictBoM. DHCP-cepBep BbigaeT knneHTam IP-agpeca B LAN-nogcetn, n B faHHOM ciydae |P-
aZpec ycTpoiicTBa sIBNSAETCA LW/IO30M A5 NnepeHanpasieHuns 3anpocos kaneHtoB B WAN, To ecTb

BbINOMHAET (PYHKLMIO MackapaaunHra.

Cratnyeckue NpUBA3KN aipeCOB

HaxmuTe «[lo06aBuTb» O/19 [o6aBNeHns ctatnyecknx agpecos n nponuwmute MAC-agpec u IP-agpec knveHTa.
Mpw nogkntodeHnn Kk Wi-Fi nnn Ethernet nHtepdpeiicam ycTpoiicTea, KNnMeHTy ¢ ykazaHHbIM MAC-agpecom

6yfeT BblAaH yKasaHHbIin IP-agpec.

MAC-anpec

|P-agpec

4.10.2 MopmeHto «Mpobpoc nopToB»

© NopgmeHto «Mpo6poc NOPTOB» AOCTYNHO TOMLKO B peXxume mogema PPP.

B nogmeHto «Mpobpoc NopToB» NPOM3BOAUTCS HACTPOKa npobpoca NopToB..

ELTEX  wB-15-W2

MOHUTOPHHT MoBunbHan ceTh Radio VAP CeTesble HaCTPoOUEW CucteMa

NokaneHan ceTb Qowwne
MpoGpoc NopToB » BEKNIOYEHD
focTyn IP-agpec HasHaveHuA WAN 83.165.253.10
Mpaeuna
Nopt
IP-appec
# AKTUBHO Wmsa Ha3HaYeHuA Mpotokon MopTel HazHa4YeHuA WAN
HazHaveHWa LAN
LAN
1 RULE1 192.168.1.2 80 TCP v 80 — 80
2 RULE2 192.168.1.3 80 TCP hd 8080 — 8080
3 RULE3 192.168.1.4 80 TCP v 81 — 80

n - (BbIXOO)

IP-agpec MCTOMHKMKA
WAN

83.169.253.10

83.169.253.10

63.169.253.10

* BK/1t04eHO — Npu yCTaHOBMIEHHOM ch/iare npo6poc NOPTOB BK/HOYEH, MHAYE — BbIK/THOYEH ;
+ IP-adpec HasHadyeHus1 WAN — IP-agpec, Nony4YeHHbIn yCTPOMCTBOM OT oneparopa.

UT06bl 406aBUTbL NPaBWNNIO, HAXKMUTE KHOMKY «[J06aBUTb» .
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Mpaeuna
IP-appec Mopr IP-agpec HCTOMHHMKA
# AKTUEHO ma AR HasHa4YeHWA Mpotokon MopTel HazHa4eHWA WAN Ap
HasHaveHuA LAN WAN
LAN

1 RULE1 192.168.1.2 80 TCP v 80 —| 80 83.169.253.10

2 RULE2 192.168.1.3 80 TCP v 8080 —| 8080 83.169.253.10

3 RULE3 192.168.1.4 80 TCP v 81 —| 90 §3.169.253.10

* AKMUBHO — NpW ycTaHOB/IEHHOM (h/iare npasuIo padoTaer,

* Vima — nms npaBuna,;

* IP-adpec HazHayeHusi LAN — |IP-agpec xocTa B /IOKa/IbHOW CETU, HA KOTOPbI OCYLLECTBASETCA
TPaHC/IAUUA NakeToBs, nonagatoLLmx nog 4aHHOe npaswusio;

* Mopm HasHa4eHusi LAN —  3HauveHunss TCP/UDP-nopta nonyyarens, Ha KOTopblii 6yayT
TPaHC/IMPOBATLCA NaKETbI B JIOK&/TbHYH CETh;

+ [pomoko/s1 — BbIGOP NPOTOKO/A NakeTa, nonagaroLero nog gaHHoe npasuno: TCP, UDP, TCP/UDP;

* Mopmbi HazHadeHuss WAN — 3HadeHns TCP/UDP-nopToB nosyyarens naketa BO BHELLHEW CeTH, Npu
KOTOpbIX NakeT nonagaet nog AaHHOe nNpaBw/io (AonyckaeTcs ykasbiBaTb IM60 OAMH NOPT, NGO
[imanasoH NopToB Yepe3 aeduc);

* IP-adpec ucmoyHuka WAN — IP-agpec, no/ly4eHHbIli YCTPOCTBOM OT oneparopa.

Mpaswnno npobpoca NopTos paboTaeT cnenyoLwm o6pasom. Y nakerta, npuxogauwero Ha agpec WAN-
NHTEepdieica ycTpoincTea No NpoTokoy «[1pomoko/si»  Ha NopT U3 gnanasoHa «lopmbl HasHadeHusi WAN»
1 UMEILLLEro afipec UCTOYHMKA  «IP-adpec ucmoyHuka nakemos WAN»  (ecnu aTo napameTp oCTaBUTb
NycTbIM — aApec NCTOYHMKA HE aHa/IM3NPYETCS), OCYLLECTBNAETCA NOAMEHA aapeca 1 nopTa HasHauYeHWin Ha
3HaYeHMs COOTBETCTBEHHO U3 nonein  «IP-adpec HasHayeHusi nakemos LAN» wn  «[lopmbi HasHa4eHusi LAN».

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». [1Ns OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.

4.10.3 MoameHto «ocTyn»

B nogmeHto «ocTyn» Npon3BOAMTCA HACTPOlikKa A0CTyna K yCTPOMCTBY nocpeacTBoMm web-nHtepdelica,
Telnet, SSH, NETCONF 1 SNMP.
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L TEX  WB-15-W2

MOHUTOPHHT MoGUNEHAA CETh Rad

]
o

VAP CeTeBble HACTPOHKH Cuctema - (BbIX0OA,

TNokansHas ceTh BHeLWHARA ceTb JloKkanbHas ceTb
MpoGpoc NopTos WEB
MocTyn » WEB-HTTPS

Telnet O

<]

SSH O

<]

NETCONF ]

a

SNMP O

<]

MopTbl gocTyna

HTTP-nopt 80

HTTPS-nopt 443

© Mone «BHeLWHASA ceTb» JOCTYMHO TOMLKO B pexume PPP.

« [lnAa BkNOYeHUs AocTyna K yCTpoicTBy yepes web-nHtepdelic no npotokony HTTP, yctaHoBuTe chnar
HanpotmB «WEB». B nosiBMBLUEMCSI OKHE €CTb BO3MOXHOCTb NomeHsTb HTTP-nopT (no ymonyanuio 80).
[nanasoH 4onycTMMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO Mo ymonyaHuto, ¢ 1025 no 65535
BK/TIOUUTENBHO;

+ [nA BkNOYeHUs gocTyna K yCTporcTBy yepes web-nHtepderic no npotokony HTTPS, yctaHoBuTe donar
HanpotmB «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
ymonuanmio 443). inanasoH AonycTUMbIX 3HAYEHWUIA NOPTOB, MOMUMO YCTAHOBIEHHOIO MO YMOMYaHUIO, C
1025 no 65535 BKOUMTENBHO;

© Oo6parute BHUMaHWE, NOPThI A1 NPOTOKOM0B HTTP 1 HTTPS He A0/MKHbI UMETL OIMHAKOBOE
3HayeHwe.

+ [insa BKIIOYEHMs focTyna K ycTpoicTBy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet»,
+ [nsa BkNoYeHUsa goctyna K yctpoiicty yepes SSH yctaHoBuTe thnar HanpoTtus «SSH»;
+ [nsa BknoveHns goctyna K yctpoiictey yepe3 NETCONF yctaHosute donar Hanpotus «NETCONF».

MporpammHoe obecneveHne WB-15-W2 no3sonsieT npoBoANTb MOHUTOPUHT COCTOSAHMSA YCTPOCTBA M ero
AaTtumnkoB, ncnosnb3ys npotokon SNMP. Ha Bknagke «Hactpoiiku SNMP» BbINONMHATCA HACTPONKK
napameTpoB SNMP-areHTa. YCTPOCTBO nogaepxmaaeT npotokosbl Bepcunii SNMPv1, SNMPv2c, SNMPv3.

[na nsmexHeHusa Hactpoek SNMP yctanosute donar Hanpots «SNMP», npymeHuTe KoHUrypaumo v
nepeingnte B MeHto «HacTpoiiku SNMP».

49



PykoBoacTso no akcnayatauum WB-15-W2

Maponb Ha YTeHWe public

Maponk Ha 3anuck private

Afpec aAna npuéma
Tpanoe v1
Afpec aAna npuéma
Tpanoe v2
Afpec aAna npuéma
cooBLeHwi Inform

CHCTEMHOE UMA WB-15-W2
yCTpoiicTea
KOHTaKTHaR MH(pOPMaLMA Contact
NpoW3BOAMTENA
lMecTononoxeHue Russia
yCTpoiicTea
Mapons 8 Tpanax trap

MopTel gocTyna

HTTP-nopt 80

HTTPS-nopt 443

* [Maposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06WEeNPUHATBLIN: public);

+ [Maposib Ha 3anuck — Naposb Ha 3anucb napameTpoB (06LLENPUHSATBIN: private);

+ Adpec 051 npuéma mparos v1 — IP-agpec nnn goMeHHoe nMs npuemHmka coobueHnii SNMPv1-trap B
topmare HOST \[COMMUNITY \[PORT\]\J;

+ Adpec 05159 npuéma mparios v2 — IP-agpec nnn JoOMeHHoe MMs NnpuemMHmka coobeHnii SNMPv2-trap B
topmare HOST \[COMMUNITY \[PORT\]\J;

« Adpec 9515 npuéma coobweHuli Inform — IP-agpec nnu goMeHHoe UMs NPUeMHUKa coobLueHnii Inform B
topmare HOST \[COMMUNITY \[PORT\]\J;

« CucmemHoe umsi ycmpoticmsa — NMSl YyCTPOICTBa;

« KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTaKTHass MHYopmaLus NPoON3BOANTENS YCTPOICTBA,

+ MecmonosnoxeHue ycmpoticmsa — UHopMauusi 0 MECTONOSIOXKEHNN YCTPONCTBE,

* Maposib 8 mparnax — naposb, CoAepxaLuiica B Tpanax (No ymonuyaHuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXKMBAEMbBIX A/19 UTEHUSA U KOH(IUTYPMPOBaHMA NOCPEeACTBOM
npotokosa SNMP:

+ Enterprise.2.1 — HacTpoiiku SNMP
+ Enterprise.3.1 — HACTPOIKM CUCTEMHOIO XypHana

roe Enterprise — 1.3.6.1.4.1.35265.1.56 ngeHtucmkartop npegnpuatnsa INTEKC.
[nsa BCTynneHms B CUly HOBOWM KOHGIUrypauum 1 3aHeECEHUS HACTPOEK B 3HEProHEe3aBMCUMYH0 NamMsATb
HaXKMUTE KHOMKY «[MpUMEHUTb». /11 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».

411 MeHio «Cuctema»

B MeHi0 «CunctemMa» BbINOHAKTCA HACTPONKM CUCTEMbI, BPEMEHM, MPON3BOAUTCA CMEHA Napons u
06HOB/IEHWE NporpaMMHOro obecrneyeHus ycTpoicTaa.

4.11.1 NopameHo «O6HOBNEeHME MO ycTpoicTBa»

MoameHto «O6HoBNeHMe MO ycTpoiicTBa» NpeaHasHavyeHo A1si 06HOBMIEHUSA NPOrPamMMHOro
obecneyeHns ycTpoiicTea.
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=(TEX

MOHHTOPHHI MoGunkHan ceTh

OBHoBNeHWe MO ycTpoicTea »
KoHMMrypaumA

Mepesarpyska

Maponk

ypHan

Nata u Bpema

WB-15-W2

Radio VAP CeTeBble HacTPOHKK Cuctema

AKTWBHAR BepcuA MO

AkmyansHas penuiHan eepcud MO docmynHa no adpecy. hitp /feltex-

co.ru/support/downloads/

®ain obHoeneHua MNo BribepuTe hain | ©aiin He BuiGpaH

(BbiIXO)

« AkmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro obecrneyeHmns, ycTaHOBIEHHOIO Ha YCTPOCTBE,
paboTatoLlasi B AaHHbI MOMEHT;

« PesepsHasi sepcusi 10 — Bepcusi NporpaMMHOro o6ecneyeHunsl, ycCTaHOB/IEHHOTO Ha YCTPOIACTBe, Ha

KOTOPYIO MOXHO Nepekntountbes 6e3 3arpysku caiina no;

+ Cdenamb akmusHOli — KHOMKa, NO3BO/ISOLLAs cenaTb pe3epBHyto Bepcuio MO akTUBHOM, A5

aTOro NoTpebyeTcsi nepesarpyska ycTpoiicTBa. AKTMBHasi Bepcus MO B 3TOM c/lyyae CTaHeT

pe3epBHOIA.

O6HoOBMEHME MPOrpaMMHOro obecnevyeHms

3arpysuTte chaiin MO c calita https.//eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha komnbtoTepe. Mocne

3TOro HaxxmuTe KHonky «O630p» B none datis1 o6HosneHus N0 n ykaxuTe nyTb K thaiiny MO B

hopmare .tar.gz.

[na 3anycka npouecca 00OHOBNEHUA HeO6XO,£I,I/IMO HaXKaTb KHOMKY «3anyCcTuTb 0OHOBNEHMEY. lMpouecc

06HOB/MEHNS 3ailIMET HECKO/IbKO MUHYT (0 ero TekyLleM ctaTyce 6yeT ykasaHo Ha CTpaHuLE), Nocsie Yero

YCTPOICTBO aBTOMAaTMYECKN Nepe3arpysunTcs.

© Ortkar npownBKku Ao Bepcum 1.3 1 cTaplie HeAOCTyNeH B pexume PPP.

© He oTkniouaiiTe NMTaHMe yCTPOICTBA, HE BbINO/MHANTE ero nepesarpysky B npouecce

o6HoBneHusn MO.

4.11.2 NMopgMeHo «KoHurypaunsa»

B nogmeHto «KoHurypaums» BbINOIHAETCA COXpPaHeHve TekyLel KoHdurypauum B painn n 3arpyska
KOHpurypaumm Ha yCTponcTBo.
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MOHMTOPHHT

=(TEX

MofuneHaa ceTb

OBHoBnenue MO ycTpoicTEa
KoHdpurypauma >
Mepesarpyska

Maponb

AypHan

[lata u Bpems

WB-15-W2
Radio VAP CETEBbIE HACTPOTKN cucteMa
Mony4YuTE apXHE P CKauaTs

KOHEUTypauui ¢
ycTpoicTea

3arpysnTb apxue
KOHGIMIypaLun Ha
YCTPOMCTEO

CBpoc Ha 3aBoackue
HACTPOAKW

| BriGepuTe aiin | aiin He BEIGPaH

(BbIXOO)

[lony4yeHmne KoHuUrypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypauuio yCTPOCTBA Ha /IOKasIbHbIA KOMMbLIOTEP, HXKMUTE KHOMKY
«CKauaTb».

O6HoBMeHMEe KOHJMIypaumm

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaina KoHUrypauum NCnosb3yeTcsa MyHKT
3azpy3umb apxus KoHhuaypayuu Ha ycmpolicmso. Ans 06HOBNEHMA KOHGIUIypauum yCTpoicTBa HaXKMUTE
KHOMKY «BbiGepuTe chaiin», ykaxkute daiin (B hopmarte .tar.gz) n HaOXMuUTe KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoH(Urypauus npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

© Oo6parute BHUMaHVE, BCE Naponn B KOH(UIypauum yCTPORCTBA LNPYIOTCS K/HOUOM, KOTOPbIiA
3aBucuT oT MAC-agpeca yctpoiictsa. Mpu 3arpy3ke KoHdurypaumm ¢ OgHOro yCTpoincTea Ha apyrue
npeaBapuTeNbHO HY)XXHO COPOCUTbL Naponn, IM60 NOMEHATL X B haiisie KoHdMrypauumn 4o 3arpysku
Ha ycTpoiicTBo (nons encrypted).

C6poc ycTpoincTBa Ha 3aBOACKNE HACTPOWNKM

YT06bl OCYLLECTBUTL COPOC BCEX HACTPOEK YCTPONCTBA Ha CTaHAAPTHbIE 3aBOACKME YCTAHOBKU, HAOKMUTE
KHOMNKy «C6poc».
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4.11.3 MNMopgmeHio «MNepe3arpyska»

[ns nepesarpysku yCTPOWCTBa HaXXMUTE KHOMKY «lepe3arpy3skar.

SELTEX  wB-15-W2

MOHWTOpMHT  MofunbHas ceTe  Radio VAP CeTeBble HACTpOWKM  CHCTEMA U~  (Bbixom)
OBHoBMEHNe MO yeTpoilcTBa Mepesarpyska < Mepesarpyska
yCTpoicTEa
KoHmurypawmsa
Mepesarpyaka >
Maponk
JKypHan

[ata u BpemMs

4.11.4 TopgmeHto «Naponb»

Mpu BXxofe yepe3 web-nHTepdeiic, agmuHucTpatop (Naponb No ymonyaHuio: password) MeeT NosHbIii AocTyn
K YCTPOWCTBY: UTEHWE 1 3aMUCh /IH06bIX HACTPOEK, MOJHbIA MOHUTOPVHT COCTOSIHIS YCTPOICTBA.

[nsi cMeHbl Naposs BBeAWTE HOBbIN Naposib cCHavasna B nosne «aposb», 3aTeM B nose «MoaTBepxaeHve
naposisi» N HAKMIUTE KHOMKY «[IPUMEHUTb» [/ COXPaHeHWsl HOBOTO Naporisi.

@
S ELTEX  wB-15-W2
MOHWUTOPHHT MoOunbHanA ceTb Radio VAP CeTeBble HacTPOHKK Cuctema - (BbIXOM)
OBHoenenue MO ycTpoiAcTBa Mapons @
KoHpurypauma MoaTeepKaeHne @
napons
Mepe3arpyska
x
HypHan
Nara u Bpema
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PykoBoacTso no akcnayatauum WB-15-W2

4.11.5 NMopmeHo «KypHan»

MoameHo «KypHas» npegHasHayeHo A1 HACTPOVKM BbIBOAA PAa3HOro poja OT/1af04HbIX CO0OLLEeHNI
CUCTEMbI B LIeNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

MoHMTOPMHT ~ MoDwnbHad ceTe  Radio VAP CeTeBble HacTpoiiku  CucTema u~  (8blxom)
OBHoENeHWe MO ycTpoiicTea Pesknm Cepeep u paiin v
KoHdmrypaums Appec Syslog-cepeepa syslog server
Mepesarpy3ka Mopr Syslog-cepeepa 514
Mapone Pasmep thaiina, kB 1000
ypHan >
[ara u Bpema

* Pexum — pexum paboTbl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisl — NHopmaums XypHana coxXxpaHsieTcs B NoKasibHOM daiine n AocTynHa B
WEB-uHTepgoeiice ycTpoiicTBa Ha Bknaake "MoHUTOPUHI/XXypHan cobbIThid";
+ Cepsep u ¢halinn — HhopMauus XypHasa oTnpasnseTcs Ha yaaneHHblii Syslog-cepsep n
COXpaHsIeTCS B /IOKasIbHOM (haiine.
Adpec Syslog-cepsepa — IP-agpec unun gomeHHoe nms Syslog-cepeepa;
« Mopm Syslog-cepsepa — NopT Ans BXoAALLMX cooblieHuit Syslog-cepsepa (no ymonuaxuio 514,
[0nycTUMble 3HayeHust 1-65535);
 Pasmep ¢palina, kb — makcuManbHblii pasmep aina xypHana (gonyctumble 3HauyeHust 1-1000 kB).

54



4.11.6 MopgmeHio «[lata n Bpems»

PykoBoacTso no akcnayatauum WB-15-W2

B nogmeHto «[jata n Bpemsi» MOXHO HaCTPOUTb BPEMS BPYUHYH WU C MOMOLLbHO MPOTOKO/1A CUHXPOHMU3aLMN

BpemeHn (NTP).
BpyyHyio:

eLTeX

MOHMTOPHHT MofuneHasa ceTb

OBHoenerue MO ycTpoicTea
KoHbUrypauma

Mepe3arpy3ka

Mapons

FypHan

Nata u Bpema >

WB-15-W2

Radio VAP

Peum
Nara u Bpema
yCTpoiCTBa

Nata

Bpema

Yacosoi noAc

BENOYUTE Nepexo Ha
NETHEES BPEMA

Mepexon Ha NeTHee
BpEMA

Mepexon Ha 3uMHee
BpEMA

COBMI BPEMEHH (MMH.)

CeTeBble HACTPONKN

CuctemMa

@ BpyyHyro (O NTP cepeep
07:15:06 26.10.2020
26.10.2020
7:14:55
© Tekywee spema
Mockea, Poccua v

(He eniBpaHo) (He ewifpaHo) (e esifparo)

(He esiGpaHo) (e es1GpaHo) (He ebiGpaHo)

60

(BbIXO0)

+ Jama u spemsi ycmpoticmsa — aata v BpeMsi, 0TobpakaeMble B AaHHbI MOMEHT;

+ [ama, spemsi — yCTaHOBMTE TEKYLLYIO AaTy Y BPEMS UM HAXXMUTE KHOMKY «TekyLlee BpeMs» 4ns
CMHXPOHM3aLMK C YCTPOCTBOM,;
+ Yacogol nosic — N03BOMSAET yCTAHOBUTbL YaCOBOIi NOSIC B COOTBETCTBMM C GV KANLLMM ropoAoM B
Bawem pervoHe 13 3a4aHHoOro Cnmcka;

* Bktodums nepexod Ha iemHee BpeMsi — Npu YCTaHOBMIEHHOM h/iare nepexof Ha neTHee/3MMHee

BpeMsi 6yZ1eT BbINOHATLCS aBTOMATMYECKM B 3aiaHHbIi Nepuog, BpEMEHU:
* [Mepexod Ha niemHee BpeMsi — [ieHb, KOraa BbINOMHATL Nepexo Ha IeTHee BpeMmss;

+ [Mepexod Ha 3umHee BpeMsi — AeHb, KOTAa BbIMOHATb NEepexos, Ha 3uMHee Bpemsd;

+ CoBue BpemeHU (MUH.) — Nepuof BPEMEHV B MUHYTaX, HA KOTOPbIV BbIMO/THAETCS CABUT BPEMEHW.
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PykoBoacTso no akcnnyataunmn WB-15-W2

TP cepsep:
P
ELTEX  WB-15-W2
MOHUTOpMHT  MoBunsHam ceTe  Radio VAP CeTeBble HacTpodku  CHCTeMa U~  (BbiXom)
OBHoBNeHKe MO ycTpoiicTea Pexum O BpyuHyto @ NTP cepeep
.
KOHGMrypaLma darau vael‘.‘lﬂ 07:15:27 26.10.2020
ycTpoitcTsa
Mepesarpy3ka NTF cepeep pool.ntp.org -
Mapons Yacosoii noAc Mockea, Poccua v
MKypHarn BKIIOYMTh NEPEXO] Ha
neTHee BpEMA
£1aTd 1 BpEMA > Mepexon Ha NeTHee (He enipaHo) || (He enifipaHo) | (He eniGpano) | B
Bpema
Mepexon Ha 3UMHee (He enipaHo) || (He enifipaHo) | (He eniGpano) | B
Bpema
CABMI BPEMEHH (MUH.) 60

+ [ama u spemsi ycmpolicmsa — fata u Bpems, 0TobpaxaemMble B faHHbIA MOMEHT,;

* NTP cepsep — IP-agpec/noMeHHOe UMS cepBepa CUHXPOHM3aL MK BpEMEH,

* Yacosol rnosic — n03BONSET YCTAHOBUTb YaCOBO MNOSAC B COOTBETCTBMM C 6/IVXKANLLMM rOPOAOM B
Balem pernoHe 13 3agaHHoro cnmcka.

[Nsi BCTYN/IeHUs1 B CW/Ty HOBOM KOHQOUIypaLumy 1 3aHECEHMS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Nsi OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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S5 TMprmep HaCTPOKK

PykoBoacTso no akcnayatauum WB-15-W2

1. MopkntoumTe MK k LAN-NopTy uHxekTopa (Npu nuTaHum yctpoiictea ot Passive PoE 24 B), 160
Hanpsimyto B Ethernet-nopt yctpolicTea (B cniyyae nuTaHus yctpoiictea oT 610ka DC 9-36 B);

2. B appecHoii cTpoke 6pay3epa Beeaute IP-agpec yctpoiicta (no ymonyanuto 192.168.1.1). Ha MK
HY>XHO NGO BK/IOUUTbL NosnyveHne agpeca no DHCP, nn6o BbicTaBUThL cTatnyeckuii IP 13 nogcetu

192.168.1.0/24;

3. Mpwu ycnewHoM NOAK/THYEHUN K YCTPONCTBY NOSIBATCS OKHO C 3aMpOCOM JI0TVMHA U Naposis. 3anoiHuTe
Mona 1 HaXXMUTE KHOMNKy «Boltu» (Mo ymonyaHuio norvH: admin, naposnb: password ).

WB-15-W2

admin

Ecnuv 370 OKHO He NosBMMIOCK, y6eamTeck, 4to MK HaxoauTcs B 0fHON NOACETN C YCTPOCTBOM.

4. MNpun NepBoM NOAK/THOYEHU NOC/e 3arpy3ku YCTPOCTBA NOSBUTCSI OKHO GbICTPOI HACTPOiKK. B aToM
OKHE HaCTpavBaloTCs OCHOBHbIE NapameTpbl MO6UbHOV cBsiau, Wi-Fi n flocTyna K ycTpoiicTBy.

HELTEX

BbicTpas HacTpoika »

BLICTPAA HACTPOHKE MOHWTODMHT

WB-15-W2

SIM
Craryc BrniwoueHD
RSSI 77 obwm

CraTyC CoEquHeHNA OTenroyeHD

Hactpoiika MobunsHoi
CETH N0 YMOHaHMID
SIM-kapTa SiM1
PIN-xog
Duxcwpoeats TIL
Wi-Fi
Brnrodeno
SSID WB-15-W2
Pexmm GezonacHocTi WPANWFAZ
Kmiod WPA  eeessene
,EI,DCT_VTI K YCTpO Ac TBY

Napons

MNogTeepwgeHne
napans

®

ACTEME Bhixan
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PykoBoacTso no akcnayatauum WB-15-W2

5. Mpw nocneaytouwein pabote ¢ WEB-nHTepdelicom nocne noAgkI4YeHnsa yCTponcTea K MOBUNbLHO ceTn
(cnycTs 1-2 MUHYTbLI NOCNe 3arpy3kn YCTPOICTBa, Npy Hanuummn SIM-kapTbl B criote ans SIM1), B MeHio
«MOHUTOPUHM» — «MOBWIbHasA CeTb» NOABUTCA NHGDOPMAaLUA O PeXMMe NMOAK/IIOYEHNSA K CETK, onepaTope
Mo6unbHol cetu, IMSI Tekywei SIM-kapTbl 1 T.4. Takke CTaTyCHbIN ANOL, 3aropuTcs 3e/1eHbIM LIBETOM.

eLlTexX

MOHUTOPHHT Mo@unbHas ceTb

Wi-Fi KnneHTel
CTaTUCTVKa N0 TPAUKY
CraHupoBaHne aupa
KypHan coGeITHid
Cetesan MHopMaLMs

Wrdopmaums o
panuouHTeppeiice

MoBunbHas cetb >

VIH(OpMaLHA 08 yeTpoiicTee

wB-15-W2

Radio VAP CeTeBble HaCTPORKK Cucrema

Obue
Craryc
Pexim ceTn
Craryc PIN-koga
Mpou3soauTens
Mogens

BepcusA NPOLINBKI
mogema

IMEI
Oneparop
IMS1
MCC
MNC
LAC

CiD

BSIC
Band
Kanan
RSSI
RSRP
RSRQ
SINR
CTaTyC CoeanHeHna

IP-agpec

BHIHHEHO
4G

Ready
NEQWAY
N720

VO0SA

861712043422177

250023034405278
250

02

0x154C
0x0830910
266
LTEBAND 7
3048

-80 abm
-110 pbm
1046

13 a6
Connected

100.88 234 46

PESSPBMDUBQHMS KaHana

Crartyc He HacTpoeHo

© O6parute BHUMaHWe, 419 aBTOMATUYECKOrO MOAK/IHUYEHNs K MOBWU/ILHOI ceTu ycTpoiticTBoM, SIM-kapTa
[O/MmKHa ObITb BCTaB/IEHA B YCTPOMCTBO Nepes TeM, Kak Ha HEro nogaeTcs nuTaHue.

C 3TOro MOMEHTa YCTPOICTBO MMEET AOCTYN K CETU VIHTEPHET M MOXET NPeAoCTaBNATb YCAYrM KNMeHTaMm.
[na panoHenwen HacTpPonkn nepenante B MeHto «Radio».
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PykoBoacTso no akcnnyataunmn WB-15-W2

6. B MeHto «Radio» ycTaHOBUTE HYXHbI pexuM padoTsl Wi-Fi ceTu (npegnoututensHo b/g/n), wWnpuHy
KaHas1a, HoMep 4YacTOTHOIO KaHasia, MOLLHOCTb N3/TyYeHus.

HELTEX

IMOHMTOPKHHT IMoBunbHaA CeTb

WB-15-W2

Radio VAP

CeTeBble HACTPORKK

Cucrema

Radio » O6wue
205 BKMHYEHD
PeEHMM IEEE 802.11b/g/n
ABTOMATUYECKUA BbI00p
KaHana
WnpuHa kanana, My 20

MOLLHOCTE CHIHaNa,
abm

16

-

(BbIxOM)

LononHWTeNbHO v

[nsa HacTpoiikn napameTpoB VAP nepengnte B MeHto «VAP».

ﬂ'ﬂﬂ COXpaHeHUA N NnpuMeHeHnsa HaCTpoeK HaXKMUTE KHOIMKY .

7. B meHo «VAP» nepengnte B 0AnH U3 YeTbipéx VAP, BK/IIOUMTE €ro, HaCTpomnTe HeobXxoanmble A/
NoAKNoYeHUst KNmeHToB napameTpsbl (SSID, pexuM 6e30nacHOCTY, Koy 6e30MacHOCTH, OrpaHnyeHne
NOAK/MOYEHHbIX K/TMEHTOB).

3
PLELTEX wB-15-W2
MOHUTOPMHI MoBMNEHaA CETh Radio VAP CeTeBble HACTPOIKKM CucTema - (BbIX0M)
CymmapHo O6LWKMe HacTpoWKK
VAPD > BrntoyeHo
VAP VLAN D O
VAP2 SSID WB-15-W2
VAP3 Tpancnuposate SSID
M3onAunA aboHEHTOB O
MakcHManeHoe 0
KONMYECTEO KNWEHTOB
Pestin Ge30nacHocTH BblKNHO4EHD v
I'IopTaanag dBTOpPM3aUnA
BKNHYMTE O
QOrpaHW4YeHusi CKOpocTH v

Mocne BbINO/IHEHMA HACTPOVKN K/IMEHTbI CMOTYT noAktovarbes K VAP 1 nonyyar AocTyn B CETb
VIHTepHeT.

ﬂ,ﬂﬂ COXpaHeHUAa N npuMeHeHnsa HaCTpoeK HaXXKMNUTE KHOIMKY .
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PyKoBOACTBO No akcnyaTtauum WB-15-W2

8. [lna npenoTBpaLLeHNst HeCaHKLMOHUPOBAHHOTO A0CTYNa K YCTPOCTBY, NOC/E BbINO/IHEHUA HACTPOEK
nepeiante B MeHto «CructeMa» 1 BO BKaake «Maposib» U3MEHUTE 3HAYEHNE NaposIs MO YMOUYAHWIO.

& ]
JELTEX  WB-15-W2
MOHMTOPHHT MoBunkeHanA ceTh Radio VAP CeTeBbIE HACTPOMKN CucTeMa r (BBIXOM)
OOHoBNeHWe MO yCTpoAcTBa Mapons @
KoHurypaumus MoaTeep:aeHe @
napona
Mepe3arpy3ka
Mapons > X Otmena
JKyphan
[ata u BpemAa

ﬂ,ﬂﬂ COXpaHeHUAa N npuMeHeHnsa HaCTpoeK HaXXKMUTE KHOTMKY .

60



PykoBoacTso no akcnayatauum WB-15-W2

6 Papap
Pexum «Pagap» npegHasHayeH ans c6opa MAC-agpecos Bcex Nosib30BaTe/IbCKNX YCTPONCTB, Nonagatowmx B

30HY AelicTBMSA TOUKM gocTyna. Bes nHdopmaums o MAC-agpecax 6yaet HanpasneHa B konnektop MAC-
apecos.

Mpumep KoHdUrypaumnm

HacTtpoiika pagapa

WB-15-W2
WB-15-W2
WB-15-W2
WB-15-W2

root):/# configure

config):/# interface

config):/interface# wlanl

config):/interface/wlanl/wlan# radio

WB-15-W2(config):/interface/wlanl/wlan/radio# monitor

WB-15-W2(config):/interface/wlanl/wlan/radio/monitor# uplink-interface usb0:ipsec
WB-15-W2(config):/interface/wlanl/wlan/radio/monitor# url http://X.X.X.X (Fae http://XX.X.X - agpec cepsepa, kyaa
OGyayT nepecblNaTbCsi COOOLLEHUS C MOHUTOPA)

WB-15-W2(config):/interface/wlanl/wlan/radio/monitor# enabled true

— e~ o~ —~ —~ —~

):
):
):
):

HacTpolika ap-location ansi onpegeneHns reorpauueckoro nosoKeHUs TOUKK gocTyna

WB-15-W2(config):/system
WB-15-W2(config):/system# ap-location location

OnucaHve napamMeTpoB

Mapametp OnucaHune
enabled BK/THOYNTb PEXUM MOHUTOpA.
mode * mac — pPexum Bblgaun CMCKOB Mak-apecos;

+ tzsp — remote capture uepes npotokosn TZSP.

url URL cepBepa gns Bbirpy3kn mak-agpecos no HTTP. cnonb3yeTcs TOMbKO
ecnn mode = mac

server-ip IP-agpec cepsepa g9 nepegayun TZSP-Tpacuka. cnonb3yeTcs TO/bKO
ecnn mode = tzsp

channel-time Bpemsi ckaHMpoBaHusa kaHana. MpumensieTcs ecnu fixed-channel = false

allow-broken-packets paspeLlaeT aHa/In3 NakeToB, NPUHATLIX C OLIMOGKaMK

capture-beacons BbI6OP pexnmMa npuema Tpadmka. Jinbo nprHumaem beacons nnbo Bcé
ocTasibHoe

fixed-channel napameTp onpeaenseTt, 6yaeT 1 OCYLEeCTBAATLCA NEPEK/IYEHNE NO

BCeM kaHasiam (¢ yuetom limit-channels) nnn 6yaet cnywartb To/bKO
TeKyLLMIA CKOHGOUTYPUPOBAHHbI KaHau

uplink-interface nMs nHTepdheiica Yepes KOTopbIli Mbl Byaem 06LaTbCa C CEpBEPHOIA
yacTblo. MapameTp AoMmKeH ObITh BCerga onpeaeneH
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http://X.X.X.X
http://X.X.X.X

MapameTp

send-interval
max-macs

mac-sources

Mpumep KoHUrypauun Pagapa

"monitor":{

"enabled":"false",
"mode":"mac”,
"url":"http:\/\/172.16.0.16\/",
"server-ip":"172.16.0.16",
"packet-length™:"252",
“channel-time":"1000",
"allow-broken-packets":"true",
"capture-beacons":"false",
"fixed-channel":"true”,

"uplink-interface":"usb0:ipsec’,
"send-interval™:"1",
"max-macs":"1000"

"mac-sources":"7"

}

PykoBoacTso no akcnayatauum WB-15-W2

OnuncaHune

NepuoanNYHOCTb OTNPaBkM Tabnmubl MAC-agpecoB Ha
cepBep. MNpumeHseTcs Tosbko ecim mode = mac

MakcMMasibHbI pas3mep Tabnmubl MAC-agpecos. NpuMeHsIeTcs TO/bKO
ecnn mode = mac

6uTOBas Macka A5 PUALTPaLMK TUMOB NAKETOB MO KOTOPbIM
thopmupyeTcs Tabnuua Mak-aapecos. MprmeHsieTcs To/bko ecim mode =
mac:

* but 0 - Probe req.
But 1 - Assoc Req.
BuT 2 - ocTasibHble TUMbI Tpagimka (NPeENMYLLLECTBEHHO -
[laHHbIE).

T.e. ecniv mac-sources = 1, To Mbl 6yileM OTCNeXMBaTb TONLKO probe req,
eC/v mac-sources = 2 - TO/IbKO assocC req, ec/iv mac-sources = 7 - To Bce
TpW TMNa NakeToB
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PykoBoacTso no akcnayatauum WB-15-W2

7 GPS

B noameHto «GPS» BbIBOAMTCA MHDOpMaLMsi O TEKYLLEM MECTOMO/IOXKEHMMN YCTPOICTBA (B BMAE KOOpAMHAT
LWMpUHa, gonroTa). /18 NonyYyeHust 4aHHOW MHhopMaLmn HeOBXOANMO MOAK/UNTL K YCTPOWCTBY BHELLHIO
GPS-aHTeHHYy.

HacTtpovika GPS u3s CLI

WB-15-W2(root):/# configure
WB-15-W2(config):/# geolocation
WB-15-W2(config):/geolocation# workmode gps

MpocMoTpeTb NosyyYeHHble AaHHbIe MOXHO C MOMOLLbI0 KOMaHAb!:

WB-15-W2 (config):/# monitoring location-info
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8 CnuncoK nsmeHeHum

Bepcus fokymeHTa

Bepcua 1.3
Bepcua 1.2
Bepcusa 1.1

Bepcna 1.0

[ara Bbinycka

30.09.2021
16.06.2021
28.10.2020
28.02.2020

Bepcusa nporpammHoro obecneyexus 1.4.1

PykoBoacTso no akcnayatauum WB-15-W2

CogepxxaHve nsMeHeHwui

CuHxpoHu3auus ¢ Bepcueld MO 1.4.1
CuHxpoHusaums ¢ sepcuein MO 1.4.0
CuHxpoHu3zauumsa c sepcuei M0 1.3.0

MepBas nybnmkaums
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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